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Foreword

For many years, major software companies like Microsoft and Oracle made previously
unfathomable profits by selling enterprise software that companies would buy and
operate in their own data centers. In the last 20 years, we have seen a gradual transition
to a wide variety of software and services models - SaaS$, IaaS, PaaS - in addition to
traditional enterprise software. New entrants like Salesforce and AWS are now powerful
players in a global marketplace for software, infrastructure, and services collectively
referred to as “the cloud” which powers virtually every government entity, business,
educational institution, and organization on the planet.

Data is at the heart of this digital transformation happening in every aspect of our
daily lives. Data powers Al and machine learning, which powers digital marketing,
political campaigns, scientific discovery, and the ever increasingly complex and
interconnected global financial system. Not surprisingly, the security and scrutiny over
that data is intense. Government regulations, corporate policy, industry standards, and
physical proximity all play a factor in where the data must be stored and how it must be
managed.

For the last 10 years, Microsoft has been steadily building out cloud database
services starting with “Cloud DB” based on the venerable SQL Server which is now
known as Azure SQL Database. Microsoft has since expanded to offering a wide-ranging
catalog of data services for SQL, NoSQL, open source, data movement, data governance,
and BI.

If Microsoft were to operate in the same way as traditional enterprise IT
organizations, it would simply not scale nor could Microsoft offer a way to reduce costs to
customers. Through a decade of standardization, automation, and creating policy-based
management, Microsoft has now scaled to operate many millions of database instances
with 99.99% financially guaranteed availability with a handful of on-call engineers
supporting the service. This is the real value that has been created in the public cloud.
But this value has been effectively locked up in Azure. The only way a customer could
realize that value was to migrate to Azure.

While many customers have migrated to Azure, in some cases, that is not possible,
desired, or may take some extended period to migrate. Data “gravity” - the inertia of data
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due to the number of applications connected to a dataset, the data integration workflows
between datasets, and the requirements for availability combined with the sheer size of
some datasets - makes it very difficult in some cases to migrate the data. Combined with
the intense government, corporate, and industry regulations, moving the data to Azure
to realize the benefits of the cloud is sometimes simply not achievable.

The rise of the Internet of Things has also given rise to a need to store and process
the data on the edge where it is born. This is another example of data that needs to be
managed outside of cloud infrastructure.

Lastly, many companies find themselves in a multi-cloud reality either by design
or by circumstance. Some organizations choose to be multi-cloud for redundancy,
for price-negotiating leverage, or to take advantage of best-of-breed services available
in each cloud. Other organizations find themselves in a multi-cloud reality due to
acquisition or because they are in the process of migrating from one public cloud to
another.

Each cloud has a different set of services, tools, prices, and so on. And those are
all different from how things are managed in an on-premises data center, which is yet
again different from how the emerging databases on the edge are managed. There
is no way to centrally define automation or policy, view monitoring dashboards, or
control provisioning or costs. How is a data professional supposed to manage all this
complexity?

Until recently, all major public cloud providers have been trying to aggressively
recruit customers to come to their cloud to realize the benefits of the cloud. As the law of
large numbers starts to take hold, that growth has slowed over time. The easy-to-migrate
data and apps have been migrated. What's left are oftentimes the hardest to move, most
regulated, most important data and apps.

Thus, the problem to solve has now become “How do the public cloud/software
providers enable customers to realize the benefits of the cloud wherever they need it?”
A new race has emerged for hybrid and multi-cloud. AWS, Google, and Microsoft are all
tackling the problem from different angles, but it is increasingly clear that the future is
hybrid.

So, how does one build PaaS-like services that customers can run on any
infrastructure - on-premises, on edge sites, and even on all public clouds? The diversity
of hardware, virtualization platforms, operating systems, and networking gear is vast.
You could argue for putting everything in virtual machines. But the problem with that
strategy is that the process for provisioning and managing virtual machines varies from
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one environment to another. EC2, Azure IaaS, GCE, VMWare, SCVMM, OpenStack,
and so on all use completely different automation systems with non-standard APIs,
workflows, and so on.

Enter Kubernetes, one of the most pivotal technologies in the last five years.
Kubernetes provides an automation fabric for provisioning and management that
abstracts away all the underlying virtualization layers, hardware, and networking.

By designing an app to run on Kubernetes, you can effectively run that app on any
infrastructure with a few, simple configuration changes.

Azure Arc-enabled data services is born from these cloud trends. Its purpose is
to unify the deployment and management of data services on any infrastructure by
leveraging Kubernetes to help customers realize the benefits of the cloud wherever they
need it. Arc-enabled data services simplifies and unifies your data management with
automated workflows for self-service provisioning/deprovisioning, backup/restore,
monitoring, high availability, and security on any infrastructure.

Azure Arc-enabled data services is the culmination of five plus years of strategic
product development. Many scratched their heads when Microsoft announced that SQL
Server would be available on Linux. Then people scratched their heads even more when
Microsoft made SQL Server available to run in containers and on Kubernetes which
many considered at the time to be unsuitable for stateful workloads. There was even
more head scratching when we named our next-generation GUI data tool for SQL Server
“Azure Data Studio.” Why didn’t Microsoft build a SQL DB service for Azure Stack? I dare
say some people thought (and maybe still do think) we were crazy.

Now that Azure Arc-enabled data services has been revealed, the picture is clear. We
built SQL Server on Linux so that we could run SQL Server on containers and Kubernetes
since especially at the time Linux containers were much further along than Windows
containers. We called it Azure Data Studio because it is not just for SQL Server. It is for
all types of database engines and Azure Services - SQL Server, Azure SQL, PostgreSQL,
MySQL, Azure Data Explorer, and more. It works with the database instances deployed in
Azure PaaS services, on-premises, or with Azure Arc-enabled instances. We didn’t build
a SQL DB service for Azure Stack because we didn’t want to be limited to only Azure
Stack. We wanted to build a service which could be used on any infrastructure including
Azure Stack. We built SQL Server Big Data Clusters so we could learn what it meant to
build a highly scalable and complex, fully managed data service on Kubernetes. We
partnered with the Azure Kubernetes and Azure Stack teams to build Azure Kubernetes
Service on Azure Stack HCI, which includes a Microsoft-provided and supported Linux
host OS. This is a reimagined Microsoft!

xvii
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Azure Arc is a brave and exciting path forward. We and you, intrepid readers who
have picked up this book, are unafraid of embracing the latest technology to solve the
hardest problems in the rapidly evolving hybrid cloud world we live in. Learning new
technology and ways of doing things is always hard and fun at the same time. The only
thing constant in technology is change. So, with that in mind, I hope you embrace
the challenge and the opportunity to push the boundaries further in your career and
become empowered by diving into this book and beyond!

Yours in hybrid,

Travis Wright and the entire Azure Arc-enabled data services engineering team

xviii



Introduction

When we first started talking about writing a book about Azure Arc-Enabled Data
Services, the product was in its early private preview stages. We both were very excited
about what Azure Arc-Enabled Data Services is about to become as a product: This was
where all the technology that was recently introduced - like SQL on Linux and SQL on
Kubernetes - was coming together. This was the answer to the question why Microsoft
did all this.

But, even without that background, we both saw the tremendous value that Azure
Arc-Enabled Data Services were going to provide. One of the huge challenges that
companies have in cloud adoption is being locked in to a vendor’s infrastructure. Being
locked in to a software is fine - honestly, this has pretty much always been the case
from the second you chose a database platform for example - but infrastructure is a
different challenge. You may just not be able or willing to move to the public cloud or
may already be invested in some other cloud provider’s infrastructure. With Azure Arc,
including Azure Arc-Enabled Data Services, we were now able to deploy those solutions
that previously were exclusively available to Microsoft’s Azure cloud to any cloud on any
infrastructure!

This book introduces you to Azure Arc-Enabled Data Services and the powerful
capabilities they provide. You'll learn how to benefit from the centralized management
that Azure provides, the automated rolling out of patches and updates, and more.

This book is the perfect choice for anyone looking for a hybrid or multi-vendor cloud
strategy for their data estate. We will walk you step by step through the possibilities
and requirements to get services like Azure SQL Managed Instance or PostgreSQL
Hyperscale deployed outside of Azure so they become accessible to companies that
either can’t move to the cloud or don’t want to use the Microsoft cloud exclusively. The
technology described in this book will be especially useful to those who are required
to keep sensitive services such as medical databases away from the public cloud, but
who still want to benefit from the Azure Cloud and the centralized management that it
supports.

Xix



INTRODUCTION

Book Layout

We split this book into seven separate chapters that will each build on each other to give
you a full picture of what Azure Arc-Enabled Data Services are:

— Chapter 1 - “A Kubernetes Primer”: Kubernetes is the architectural
backbone of every Azure Arc-Enabled Data Services installation.
This chapter introduces Kubernetes, describing its role in modern
application deployment, the benefits it provides, and its architecture.

— Chapter 2 - “Azure Arc-Enabled Data Services”: This chapter
introduces you to Azure Arc-enabled data services! We will introduce
the core Azure Arc-enabled resources, including Servers, Kubernetes,
SQL Server, and data services. We will then dive deeper into what
Azure Arc-enabled data services is, its architecture, and how
workloads are deployed and managed and discuss key deployment
considerations such as compute and storage capacity planning.

— Chapter 3 - “Getting Ready for Deployment”: In this chapter, we will
walk you through the required steps that need to be taken care of
before you can start deploying your own Azure Arc-Enabled Data

Services.

— Chapter 4 - “Deploying a Data Controller”: Next, we will guide you
on what needs to be done - either using a graphical user interface or
the command line - to deploy an Azure Arc-Enabled Data Controller
within your Kubernetes cluster.

— Chapter 5 - “Deploying an Azure Arc-Enabled SQL Managed
Instance”: With our Data Controller ready and waiting, we can now
go ahead and start deploying a first database instance so we can start
working with our Arc instance. Similar to the deployment of the Data
Controller, we can either use the command line and azdata directly
or use a wizard in Azure Data Studio for this.
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— Chapter 6 - “Deploying Azure Arc-Enabled PostgreSQL Hyperscale”:
While Chapter 5 was handling SQL Managed Instances, this chapter
will guide through the necessary steps when it comes to working with
PostgreSQL Hyperscale instead.

— Chapter 7 - “Monitoring”: In this last chapter, we will focus on how
to monitor your Azure Arc-enabled data services by leveraging
both local management services as well as Azure’s management
capabilities.

xxi



CHAPTER 1

A Kubernetes Primer

Welcome to Azure Arc-Enabled Data Services Revealed! This chapter introduces
Kubernetes, describing its role in modern application deployment, the benefits it
provides, and its architecture. Starting with its benefits, you will learn the value
Kubernetes provides in modern container-based application deployment. Next, you
will learn how the Kubernetes API enables you to build and deploy next-generation
applications and systems in code. In that segment, you will learn the core API
primitives Kubernetes provides to define and deploy applications and systems.

Then you will learn the key concepts of a Kubernetes Cluster and its components. To
finish the chapter off, you will learn the role of Kubernetes in Azure Arc-enabled data
services.

Introducing Kubernetes

Kubernetes is a container orchestrator. It has the responsibility of starting up
container-based applications on servers in a data center. To do this, Kubernetes uses
API Objects representing resources in a data center, enabling developers and system
administrators to define systems in code and use that code to deploy. Container-
based applications are deployed as Pods into a Kubernetes Cluster. A Cluster is a
collection of compute resources, either physical or virtual servers, called Nodes.
Let’s dive into each of these elements in more detail, starting with the benefits

of Kubernetes and understanding the value it provides in modern application
deployment.

© Ben Weissman and Anthony E. Nocentino 2021
B. Weissman and A. E. Nocentino, Azure Arc-Enabled Data Services Revealed,
https://doi.org/10.1007/978-1-4842-6705-9_1
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CHAPTER 1

A KUBERNETES PRIMER

Benefits of Kubernetes

Workload Scheduling: Kubernetes is a container orchestrator having
the primary goal of starting up container-based applications, called
Pods, on Nodes in a Cluster. It is Kubernetes’ job to find the most
appropriate place to run a Pod in the Cluster. When scheduling Pods
on Nodes, a primary concern is determining if a Node has enough
CPU and memory resources to run the assigned workload.

Managing State: When code is deployed into Kubernetes, defining a
workload that needs to be running, Kubernetes has the responsibility to
start up Pods and other resources in the Cluster and keep the Cluster in
the desired state. If the Cluster’s running state skews from the desired
state, Kubernetes will try to change the Cluster’s running state to get
the running state of the Cluster back into the defined desired state. For
example, a Deployment defines having a number of Pods running. If a
Pod fails, Kubernetes will deploy a new Pod into the Cluster, replacing
the failed Pods, ensuring the number of Pods defined by the Deployment
are up and running. Further, suppose you want to scale the number of
Pods supporting an application to add more capacity. In that case, you
increase the number of replicas in the Deployment, and Kubernetes
will create additional Pods in the Cluster ensuring the desired state is
realized. More on this in the upcoming section “Controllers.”

Consistent Deployment: Deploying applications with code
enables repeatable processes. The code defining a deployment is
the configuration artifact and can be placed in source control. You
can also use this code to deploy identical systems in down-level
environments such as development environments or even between
on-premises systems and the Cloud. More on this in the upcoming
section “The Kubernetes AP1”

Speed: Kubernetes enables fast, controlled deployments, starting
Pods in a Cluster quickly. Furthermore, in Kubernetes, you can scale
applications rapidly. Expanding the number of Pods supporting an
application can be as simple as changing a line of code, and this can
take as little as seconds. This speed is demonstrated in Chapter 6 by
adding additional replicas to a PostgreSQL Hyperscale deployment.
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o Infrastructure Abstraction: The Kubernetes API provides an
abstraction or wrapper around the resources available in a Cluster.
When deploying applications, there is less focus on infrastructure
and more on how applications are defined and deployed and
consume the Cluster’s resources. The code used for deployments
will describe how the Deployment should look, and the Cluster will
make that happen. If applications need resources such as public IP
addresses or storage, that becomes part of the Deployment, and the
Cluster will provision these resources for the application’s use. This
infrastructure abstraction is key to the design and implementation of
Azure Arc-enabled data services. We will explore this concept more at
the end of this chapter.

o Persistent Service Endpoints: Kubernetes provides persistent IP and
DNS naming for applications deployed in the Cluster. As Pods can
come and go due to scaling operations or reacting to failure events,
Kubernetes provides this networking abstraction for accessing
these applications. Depending upon the type of Service used, the
service load balances application traffic to the Pods supporting
the application. As Pods are created and destroyed, based either
on scaling operations or in response to failures in the Cluster,
Kubernetes automatically updates the information on which Pods
provide the application services.

The Kubernetes API

The Kubernetes API provides a programmatic layer representing the resources available
in a data center. The API enables you to write code to consume those resources in your
application deployments. When writing code to consume the API, you use API Objects,
which you used to define and deploy application workloads in Kubernetes.

The code you write is submitted to the API Server. The API Server is the core
communication hub in a Kubernetes Cluster. It is the primary way you interact with a
Kubernetes Cluster and the only way Kubernetes components inside a Cluster exchange
information. With the new Cluster state defined, either on initial Deployment or
modifying an existing deployment, Kubernetes begins to implement the state described
in your code. The desired state of your code becomes the running state in the Cluster.
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API Objects

Kubernetes API Objects represent resources available in a Cluster. There are API Objects
for compute, storage, and networking elements, among others, available in a Cluster for
consumption by your application workloads. You will write code using these API Objects
to define the desired state of your applications and systems deployed into a Kubernetes
Cluster. These defined API Objects communicate to the Cluster the desired state of the
workload deployed, and the Cluster has the responsibility of ensuring that desired state
becomes the running state of the Cluster.

We will now introduce the core API Objects to define workloads in a Kubernetes
Cluster. These are the core building blocks of applications deployed in Kubernetes. In
the upcoming sections, we will dive deeper into each of these individually.

o Pods: These are container-based applications. A Pod is the unit of
work in a Cluster. A Pod is an abstraction that encompasses one
or more containers and the resources and configuration it needs
to execute, including networking, storage, environment variables,
configuration files, and secrets.

o Controllers: These define and keep application workloads in the
Cluster in the desired state. Some Controllers have the responsibility
of starting Pods and keeping those Pods in the desired state. There
are several different types of Controllers for ensuring the state of
applications and systems deployed and also for the running state of
the Cluster. We introduce several Controllers in this section and more
throughout the book’s remainder, including the Deployment and
StatefulSet API Objects.

o Services: These provide a networking abstraction for access to Pod-
based applications. Services are how applications consumers, such as
users and other applications, access the container-based application
services deployed in a Cluster.

o Storage: This provides an abstraction for Pods to access storage
available in a Cluster. Storage is used by applications to persist data
independent of the lifecycle of Pods.
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e Custom Resource Definition (CRD): A CRD is an extension of the
Kubernetes API, enabling developers to encapsulate application-
specific configuration and functionality in custom API Objects. Then
that API Object is to deploy that application. Using CRDs allows
application developers additional control in how the API Object is
defined and functions when deployed. In Azure Arc-enabled data
services, you will find CRDs for SQL Server Managed Instance and
PostgreSQL versions 11 and 12 and also for the Data Controller.

In addition to the API Objects described earlier, there are many more used to craft
workloads, but these are the core API Object types focused on in this book and for
deploying SQL Server and Azure Arc-enabled data services.

API Server

The API Server is the central communication hub in a Kubernetes Cluster. It is the
primary way users of Kubernetes interact with a Cluster to deploy workloads. It is also
the primary way Kubernetes exchanges information between the components inside

a Cluster. The API Server is a REST API available over HTTPS exposing API Objects as
JSON. As Cluster users define workloads and communicate the information into the API
Server, this information is serialized and persisted in a Cluster data store. Kubernetes
then will move the running state of Cluster into the desired state defined in those API
Objects stored in the Cluster store.

Note The Cluster data store is a pluggable resource. The dominant Cluster data store
in Kubernetes is a distributed key-value store called etcd (https://etcd.io/).

Core Kubernetes API Primitives

Now it is time to look more closely at each of the high-level API Objects introduced in
the last section. This section introduces Pods, Controllers, Services, and Storage. You

will learn more details about each and how they enable you to deploy applications in
Kubernetes and the workloads that each API Object allows you to deploy.
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Pods

A Pod is also the most basic unit of work in a Kubernetes Cluster. At its core, a Pod is
an API Object that represents one or more containers, its resources such as networking,
storage, and configuration controlling a Pod’s execution. Most commonly, a Pod API
Object definition consists of the container image(s), networking ports used to talk to the
container-based application, and, if needed, storage.

A Pod is the unit of scheduling in a Kubernetes Cluster. In Kubernetes, scheduling
determines on which Node in a Cluster to start a Pod. Once the Pod is scheduled on
the Node, a container using the specified container image is started on that Node by
the container runtime, which conventionally is the docker container runtime. When
scheduling Pods to Nodes, Kubernetes ensures the resources like CPU and memory
required to run the Pod are available on the selected Node and, if configured in the Pod,
access to the storage.

Note Kubernetes implements the Container Runtime Interface (CRI), meaning
the container runtime is a pluggable resource and can use other CRI-compliant
container runtimes.

A Pod is the unit of scaling. When deploying applications in Kubernetes, you can
scale an application horizontally by creating multiple copies of a Pod in a Cluster, called
Replicas. Scaling Pod Replicas enables applications to support larger workloads by
starting more containers on the Nodes in a Cluster and leveraging additional Cluster
capacity. Further, running multiple replicas of a Pod in a Cluster across multiple nodes
provides high availability in the event of Pod or Node failures.

A Pod is ephemeral. If a Pod is deleted, its container(s) on the Node is stopped
and then deleted. It is destroyed forever, including its writeable layer. A Pod is never
redeployed. Instead, Kubernetes creates a new Pod from the current Pod API Object
definition. There is no state maintained between these two deployments of a Pod. For
stateless workloads, like web applications, this is OK. As new Pods are created, they can
begin accepting workload when ready. But for stateful workloads like relational database
systems, a Pod needs the ability to persist the state of the data stored in its databases
independent of the Pod lifecycle. Kubernetes gives us API Objects and constructs for
persistent storage which are described as follows.
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Controllers

Controllers define, monitor, and keep workloads and the running state of the Cluster in
the desired state. This section focuses on Controllers for creating and managing Pods. In
Kubernetes, it is rare to create Pods by defining and deploying a Pod Object manually.
Two common workload API Objects are used for deploying applications in Kubernetes.
They are Deployment and StatefulSet.

A Deployment is an API Object that enables you to define an application’s desired
state in the Pod’s configuration and includes the number of Pods to create, called
Replicas. The Deployment Controller creates a ReplicaSet. The ReplicaSet is responsible
for starting Pods in the Cluster, using the Pod specification from the Deployment Object.
The first frame of Figure 1-1 shows Deployment that creates a ReplicaSet and that

ReplicaSet starts three Pods in the Cluster.

M E EEEEEEEEEEEEEEENEEEEEEEEEEEEEENEEENEEEENEEEEE
(77 )
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Pod

ReplicaSet ReplicaSet ) ReplicaSet

Cluster Cluster Cluster
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Figure 1-1. ReplicaSet operations

Controllers are responsible for keeping the running state of the Cluster in the desired
state, so let’s see that in action. In the second frame of Figure 1-1, let’s say one of those
Pods fails for any reason. Perhaps the application crashed, or maybe even the Node that
Pod is running on is no longer available. In the third frame, the ReplicaSet Controller
senses that the running state has deviated from desired state and initiates the creation of
anew Pod, ensuring the ReplicaSet, or the application, stays in the desired state of three
Pods running at all times.

You might be asking “Why does the Deployment Controller create a ReplicaSet
rather than the Deployment creating the Pods directly?” The Deployment Controller
defines both the number of Pods to create and also the Pod’s configuration. When a
Deployment configuration is updated, Pods in the old ReplicaSet shut down and Pods
in a new ReplicaSet are created. This enables the rollout of new container images or Pod

7
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configuration. A single Deployment Object still exists, and it manages the declarative
updating and transitioning between ReplicaSets. If you want to dig deeper into this topic,
check out the Pluralsight course “Managing Kubernetes Controllers and Deployments.”

Deployment Controllers do not guarantee order or persistent naming of Pods.

A Deployment consists of a collection of Pods, each of which is an exact copy of an
application. However, the Pods’ names are not persistent if a Pod is destroyed, and a new
Pod is created in its place. Applications such as database systems often distribute data
across multiple compute elements and then have to keep track of the data’s location in
the system for subsequent retrieval. Using a Deployment Controller can be problematic
for stateful applications that require knowing the precise location of data in a collection
of named compute resources.

To allow Kubernetes to support these types of stateful applications, the StatefulSet
controller creates Pods, each with unique, persistent, and ordered names. So,
applications that need to control the placement of data across multiple Pods can do
that as Pod names are ordered and persist independent of that Pod’s lifecycle. Further,
StatefulSets provide stable storage for applications, ensuring the mapping of the correct
storage object to the same named Pod if it has to be created again for any reason.

Figure 1-2 shows an example of a running StatefulSet. This example StatefulSet is
defined as having three Replicas and creates three Pods. Each Pod it creates has a unique
ordered name, sql-0, sql-1, and sql-2. The first Pod created in a StatefulSet always starts
with a 0 index. In this example, that’s sql-0. For each Pod added to the StatefulSet, the
index is increased by one. So, the next Pod is sql-1, followed by sql-2. If the StatefulSet is
scaled up to add one more Pod, the next Pod is named sql-3. If the StatefulSet is scaled
down, then the highest numbered Pod is removed first. In this example, sql-3 is removed.
These ordered creation and scaling operations are essential to stateful applications that
place data on named compute resources enabling the stateful applications to know the
location of data at any point in time.

sql-0 sql-1 sql-2

storage-0 storage-1 storage-2

Figure 1-2. An example StatefulSet - each Pod has a unique, ordered, and
persistent name. Each Pod also has the associated persistent storage

8
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In Azure Arc-enabled data services, you will find that both SQL Server Managed
Instance and PostgreSQL Hyperscale use the StatefulSet API Object to provide
consistent, ordered naming of Pods and the associated persistent storage.

There are many more controllers available in Kubernetes. This book focuses on
Deployments, ReplicaSets, and StatefulSets and how they are used to deploy Azure
Arc-enabled data services. There are controllers to help craft many different types of
application workloads in Kubernetes. For more information on different controller types
and their functions, check out the Kubernetes documentation at https://kubernetes.
io/docs/concepts/workloads/.

Services

As we introduced earlier, no Pod is ever recreated. Every time a Pod is created, either
during its initial creation or when replacing an existing pod, that new Pod is assigned a
new IP at startup. With controllers creating and deleting Pods based on configuration,
or responding to failures, and affecting the desired state, this leaves us with a challenge
of which IP address should be used to access application services provided by Pods
running in a Cluster if they are constantly in flux.

Kubernetes provides a networking abstraction for access to Pod-based applications
deployed in a Cluster called a Service. A Service is a persistent IP address and optionally
a DNS name for access into an application running on Pods in a Cluster. Generally
speaking, you will have one Service per application deployed in a Cluster. Application
traffic received on the Service’s IP is load balanced to the underlying Pod IP addresses.
As Pods are created and destroyed by Controllers, such as a ReplicaSet controller, the
network information is automatically updated to represent the application’s current
state. Let’s look at an example of this.

In Figure 1-3, let’s say a Deployment creates a ReplicaSet, and the ReplicaSet creates
three Pods. Each of those Pods has a unique IP address on the network. For users or
applications to access the applications in those Pods, a Service is defined. A Service
exposes the applications running in a collection of Pods on a persistent IP address and
port, port 80 for HTTP. Users or other applications can access the application provided
by that Service by connecting to the Service IP address or DNS name. The Service then
load balances that traffic among the Pods that are part of the Service.
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ReplicaSet ReplicaSet
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Figure 1-3. ReplicaSet and Services

In the second frame of Figure 1-3, let’s say one of the Pods in the ReplicaSet fails. The
ReplicaSet controller senses this and deploys a new Pod and registers that new Pod’s
IP address in the Service and starts load balancing to the new Pod. The Pod that fails is
deleted, and its IP address is removed from the Service, and traffic is no longer sent to
that IP. This all happens automatically without any user interaction.

Further, when scaling an application up and adding more Pods or scaling an
application down by removing some Pods, the Pod IPs are added or removed from the
Service accordingly. It truly is a fantastic piece of technology, and we get very excited
when we see this in action.

There are three types of Services available in Kubernetes, all of which can
be used by Azure Arc-enabled data services to access applications running in
Kubernetes. The service types are ClusterIP, NodePort, and LoadBalancer. Let’s look
at each in more detail:

e ClusterIP: ClusterIP Services are available only inside the Cluster.
This type of Service is used when an application does not need to be
exposed outside the Cluster.

e NodePort: A NodePort Service exposes your application on each
Node’s real IP address in your Cluster on a fixed port. NodePort
Services are accessed using the real network IP addresses of Cluster
Nodes combined with the service port. Received traffic is routed to
the appropriate Pods supporting the Service. NodePort Services are
used when Cluster-based applications need to be accessed outside
the Cluster or integrated with external load balancers.

10
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« LoadBalancer: This service type integrates cloud provider’s load
balancer service or a cluster external load balancer deployed on-
premises such as an F5. A LoadBalancer Service is used in cloud-
based scenarios when Cluster-based applications need to be
accessed outside the Cluster.

Storage

As data professionals, our number one job is keeping data around. And Kubernetes has
API Objects to enable the Deployment of stateful applications, like relational database
systems. There are two primary API Objects available to help with this, Persistent
Volumes and Persistent Volume Claims.

A Persistent Volume is a storage device available in a Cluster defined by a Cluster
administrator available for Pods’ consumption. There are many different types of storage
available as Persistent Volumes such as virtual disks from cloud providers, iSCSI, NFS,
and many more. The implementation details are in the Persistent Volume object. The
specific implementation details depend upon the type of storage you want to access. For
example, if you want to configure access to an NFS share, you will specify the IP address
and export name of the NFS share in the Persistent Volume object.

Pods do not access the Persistent Volume object directly. A Pod uses a Persistent
Volume Claim in the Pod Object definition to request Persistent Volume access and
capacity. The Persistent Volume Claim will request storage from the Cluster, and then
the Persistent Volume Claim will make a claim on the Persistent Volume and mount the
Persistent Volume into the Pod file system. This extra layer of abstraction decouples
the Pod from the storage implementation details of the Persistent Volume. This has the
primary benefit of not having storage implementation details, such as infrastructure-
specific storage parameters, as part of the Pod’s definition.

Storage Provisioning

There are two different techniques for provisioning storage in a Cluster, static
provisioning and dynamic provisioning.

In static provisioning, a cluster administrator will define a collection of Persistent
Volume objects in the Cluster. Each object will be a unique storage object that defines
the storage device’s physical implementation details, such as the location of the storage
device on the network and the exact storage volume needed. The Persistent Volume can

11
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then be mapped to a Persistent Volume Claim and then be allocated to a Pod for use.
The key concept here is the cluster administrator defines each Persistent Volume object
and its implementation. This can be cumbersome in large-scale deployments. There’s a
better way.

Before we get into dynamic provisioning, let us introduce the concept of a Storage
Class first. A Storage Class gives cluster administrators the ability to define storage
groups based on the attributes of that storage. Some common groupings include
the storage subsystem’s performance profile, for example, high-speed storage vs.
slower, perhaps less expensive storage or even from several different types of storage
subsystems. Cluster administrators can group types of storage into Storage Classes, and
then Persistent Volumes for Pods are dynamically provisioned from a Storage Class.

In dynamic provisioning, software installed in your Cluster is called a storage
provisioner. The provisioner works with your storage infrastructure to dynamically
create the Persistent Volume objects in response to a Persistent Volume Claim created
in the Cluster. In the Persistent Volume Claim, you specify the Storage Class you would
like to have a Persistent Volume dynamically provisioned from and any configuration
parameters required by the storage provisioner.

The key idea in dynamic provisioning is that a Persistent Volume is created
dynamically, on demand, in response to the creation of a Persistent Volume Claim rather
than being pre-created by an administrator as it is in static provisioning.

From a design standpoint, you can create several Storage Classes in your Cluster,
each of which can allocate Persistent Volumes from different types and tiers of storage
that is available to your Cluster. You will see later in the book that Azure Arc-enabled
data services allows you to provision storage from Storage Classes based on the type of
data. You will see options to specify a different Storage Class for databases, transaction
logs, backups, and also application logs.

Kubernetes Cluster Components

The first part of this chapter introduces Kubernetes concepts and the core API Objects
used to build and deploy workloads in a Kubernetes Cluster. Now it is time to dive into
what a Kubernetes Cluster is, looking closely at each of the major components.

12
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Exploring Kubernetes Cluster Architecture

A Kubernetes Cluster is a collection of servers (physical or virtual) called Nodes that
provide a platform for running container-based applications in Pods. There are two
types of Nodes in a Cluster. Control Plane Nodes are the controller of the Cluster itself,
the brains behind the operations. Worker Nodes are the compute devices used to run
Pods. Let’s look at each more closely, starting with the Control Plane Nodes. Figure 1-4

provides us an overview of the cluster components.
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Figure 1-4. Kubernetes cluster components

Control Plane Nodes

Control Plane Nodes operate the Control Plane Services. The Control Plane Services
implement the core functions of a Kubernetes Cluster, such as managing the Cluster
itself and its resources and controlling workload. The Control Plane consists of four
components, each with a specific responsibility in the Cluster. They are the API Server,
etcd, the Scheduler, and the Controller Manager. The Control Plane Services and its
components are most commonly deployed as Pods that can run on a single Control
Plane Node or run on several Control Plane Nodes for high availability. For more
information on building Highly Available Clusters and their configuration, check out
https://kubernetes.io/docs/setup/production-environment/tools/kubeadm/high-
availability/ and https://kubernetes.io/docs/setup/production-environment/

tools/kubeadm/ha-topology/.
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Let’s look at each of the Control Plane Services and their functions and responsibility
in the Cluster in more detail:

e API Server: The API Server is the main communication hub in a
Cluster. All Cluster components communicate through the API
Server to exchange information and state. It is a simple, stateless
REST API that implements and exposes the Kubernetes API for access
to users and other Cluster components. As API Objects are created,
modified, or deleted, those objects’ state is committed to the Cluster.
Multiple replicas of the API Server can be deployed across several
Control Plane Nodes, and API traffic can be load balanced for high
availability.

o etcd: etcd is a key-value data store used to persist the state of the
Cluster. The API server itself is stateless but serializes and stores
object data in etcd. Since it does persist data, this needs to be
protected for both recovery and availability. Backups of etcd should
occur frequently, and if high availability is required, multiple replicas
are configured in a highly available configuration.

o Controller Manager: The Controller Manager implements and
ensures the desired state of the Cluster and its workloads. It uses
control loops to monitor the running condition continually, compare
it with the desired state, and make the changes needed to get the
Cluster back into the desired state. To do this, the Controller Manager
watches and updates the API Server. Earlier in this chapter, we
introduced the Controllers’ concept and how they enable you to tell
the Kubernetes API what the desired state is. The Controller Manager
implements that state. When it comes to Pods and application
workloads, if a Deployment defines that three Pod Replicas of an
application need to be online, the Controller Manager has the
responsibility to ensure that those Pods are always online and ready
reconciling the defined state with the Cluster’s running state by
creating new Pods if needed.

14
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Scheduler: The Scheduler decides which Node in a Cluster to start

a Pod on. It monitors the API Server looking for any unscheduled
Pods. If the Scheduler finds any unscheduled Pods, it determines the
best place to run those Pods in the Cluster. The scheduling decision
is based on the resources available in the Cluster, the requirements
defined for each pod, and potentially any administrative policy
constraints. We will explore the scheduling process in more detail
later in this chapter.

Worker Node

Worker Nodes run user application workloads. A cluster consists of a Control Plane Node

and a collection of Worker Nodes. Each Worker Node contributes some amount of CPU

and memory resources to the overall available resources in a Cluster. You will need enough

CPU and memory resources to run your application workload in a Cluster, ensuring

enough capacity for applications and also in the event of Node failures and even growth.

Note

A primary concern for the Control Plane Node is ensuring availability. Check

out this link for more information on high-availability Control Plane topologies:
https://kubernetes.io/docs/setup/production-environment/
tools/kubeadm/ha-topology/.

All Nodes in a Cluster, either Control Plane or Worker, consist of three components,

the kubelet which communicates with the API Server for Cluster operations, the kube-

proxy which exposes containers running on that Node to the local network, and the

container runtime which starts and runs the containers on the Node:

kubelet: The kubelet is a service running on a Node and is responsible
for communicating with the API Server, starting pods on a node, and
ensuring that the Pods on that Node are in a healthy state. The kubelet
monitors API Server for Pod workload state, telling the container
runtime to start and stop containers. It also reports back to the API
Server the current state of Pods running on a Node and implements
health checks on Pods in the form of Liveness Probes and Readiness
Probes. The kubelet reports back to the API Server the Node’s current
state and the resources available on that Node.
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o kube-proxy: kube-proxy is a container running on all Nodes in a
Cluster and functions as a network proxy responsible for routing
traffic from the network the Node is on to the Pods running on
that Node.

o Container Runtime: The container runtime is responsible for pulling
container images and running containers on the Node. Today, most
commonly, docker is the container runtime used in Kubernetes
Clusters. But the container runtime space is moving toward the
Container Runtime Interface standard, which enables several
different container runtimes to be used as the container runtime in
Kubernetes Nodes. Kubernetes supports docker, containerd, and
CRI-O container runtimes. In this book, the container runtime used
is docker. See https://kubernetes.io/docs/ setup/production-
environment/container-runtimes/ for more information on the
container runtimes supported in Kubernetes.

Understanding Scheduling and Resource Allocation

Crucial to successfully deploying workloads in Kubernetes is understanding how Pods
are scheduled to Nodes in the cluster and also how resources are allocated to Pods
running on Nodes in a cluster. In this section, we will dive deeper into each of these
topics; let’s start off with scheduling.

Scheduling in Kubernetes

In Kubernetes, scheduling is the process of selecting a Node in a Cluster to run a Pod.
The Scheduler is a process that runs on the Control Plane Node in a Kubernetes cluster.
When a Pod is created, the Scheduler assigns the created Pod to start on a specific Node
in the Cluster. When finding a Node to run a Pod, the Scheduler takes into account

the resources available, the resource requirements defined on the pod, and also any
administrative policies. If the Scheduler cannot find an appropriate Node to start a Pod
on, the Pod’s status is changed to Pending and the Pod is not able to start.

In terms of resources, the Scheduler tries to find the best Node in a cluster to run a
Pod needing to be scheduled. It will look to find a Node in the cluster that has enough
resources to run the Pod. Extending that, if a Node is already running some other
number of Pods in its workload, that Node may not have enough resources to run a Pod.
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Further, if there are no Nodes remaining in the cluster with any available capacity, then
Pods that need to be started will not be able to be scheduled to a Node since no Node
with enough available resources is available. In this condition, the status of the Pod
changes to Pending and the Pod is not started.

The other element that can influence scheduling is administrative policy.
Kubernetes gives cluster administrators and application developers several tools to
influence the scheduling of Pods to Nodes in a cluster. If the Scheduler cannot find an
appropriate Node to start a Pod on based on the defined administrative polices, the Pod
status changes to Pending and the Pod is not started. Let’s look closely at several of the
tools cluster administrators and developers can influence Pod scheduling - first up is
Requests:

o Requests: Requests are resource guarantees. Using Requests, when
defining a workload, you specify an exact amount of CPU or memory
a Pod needs to run, and that amount of CPU or memory must be met
in order to deploy the Pod on a Node in the cluster. The Scheduler
uses this information to find an appropriate Node to run the Pod.
If it is not available, the Pod will not be scheduled and thus not
started. We will discuss Requests further in the context of resource
management in the next section.

e Node Selectors: When defining workloads in Kubernetes, Node
Selectors are used to help the Scheduler better understand your
physical environment when selecting a Node to run a Pod. For
example, if a subset of Nodes in a cluster have access to specialized
hardware resources, perhaps as a high-speed SSD or a GPU, you
can use Node Selectors to help the Scheduler understand this
configuration and it can then schedule Pods on only those Nodes. To
use Node Selectors, you first assign Labels to those Nodes to identify
the fact that they have access to that hardware. Then when defining
your Pod, you define a Node Selector looking for Nodes with the
assigned Labels. When the Scheduler tries to schedule this workload,
it will match the Node Selector to the Node with the desired Label
and schedule the newly created Pod to a Node that satisfies the
defined Node Selector. In our scenario here, the Pod is scheduled to a
Node with the specialized hardware, and the application running can
then use that hardware. Node Selectors can also be used for physical
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location targeting which is valuable to ensure Pods can be scheduled
across fault domains in a cloud or data center. For more information
on Node Selectors, see https://kubernetes.io/docs/concepts/
scheduling-eviction/assign-pod-node/.

Affinity and Anti-affinity: Another way to influence which Node
Pods are scheduled to is Affinity and Anti-affinity. When defining
workloads, this technique can give you a greater level of control in
how Pods are scheduled. In its most basic implementation, affinity
tells the Scheduler that Pods should be scheduled on some mutual
resource such as a Node or perhaps a fault domain within a cloud or
data center. Affinity is often used to ensure the co-location of Pods
for applications that require high-performance communications
between the Pods. Anti-affinity is the opposite. Anti-affinity ensures
that Pods are not co-located on the same resource such as a Node or
a fault domain. Anti-affinity is often used to ensure Pods are running
on separate resources for either performance or availability

reasons. For more information on Affinity and Anti-affinity, see
https://kubernetes.io/docs/concepts/scheduling-eviction/
assign-pod-node/#affinity-and-anti-affinity.

Taints and Tolerations: This is yet another technique for helping the
Scheduler decide which Nodes to schedule Pods. Affinity and Anti-
affinity and Node Selectors are used to attract Pods to a Node. Taints
and Tolerations are used to repel Pods from Nodes. When a Taint is
applied to a Node, no Pods can be scheduled to that Node. A Pod can
define a Toleration to a Taint. When a Pod has a Toleration matching
a Node’s Taint, it can be scheduled to a Node that has a Taint defined.
The previously introduced techniques to influence scheduling all
require the user deploying the Pod to define constructs in their
deployment to influence the Scheduler. Taints and Tolerations

are useful in scenarios where the cluster administrator needs to
influence scheduling without depending on the user deploying the
workload. For more information and additional example scenarios,
check out https://kubernetes.io/docs/ concepts/scheduling-
eviction/taint-and-toleration/.
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For a deeper dive into storage and scheduling in Kubernetes, check out the
Pluralsight course “Configuring and Managing Kubernetes Storage and Scheduling”
where we cover all of these scenarios in great detail and also with worked examples at
www.pluralsight.com.

Resource Consumption

By default, Pods will have access to all of the resources available on the Node they are
scheduled on. For example, if you have a Node with four cores and 32GB of RAM and
SQL Server Pod starts on that Node, the SQL Server process running in that Pod will
have access to all four cores and all 32GB of RAM. Due to the nature of how SQL Server
allocates and consumes memory;, it is possible that a single SQL Server Pod could
consume all of the memory available on the Node, especially if max server memory is
not set. SQL Server will also be able to schedule workload across all four cores. This can
lead to resource contention when running multiple Pods on a Node. Kubernetes gives us
some configuration parameters to help manage resource consumption in Pods. When
defining workloads in Kubernetes, two configuration properties in the Pod spec can help
you control resource allocation in Pods deployed in Kubernetes: Limits and Requests.
Let’s look at each in more detail:

e Limits: For an individual Pod, a Limit is an upper boundary for
memory or CPU. Limits are used to ensure that a Pod cannot
consume more resources than is appropriate for its workload. When
a Limit is set for a Pod, it can only see that amount of memory or
CPU. If you create a SQL Server Pod with a memory limit of 16GB of
RAM, the SQL Server Pod will see only 16GB of RAM. If you define
a CPU limit of two, the SQL Server process will see only two CPUs.
Limits are critical for capacity planning. They ensure that you are
allocating your cluster’s resource appropriately and not allowing
Pods to consume all of the resources on a Node. In our earlier
example, if our Nodes have only 32GB of RAM, setting memory and
CPU limits on the Pod will ensure that this Pod will not consume all
of the available memory and CPUs on that Node.
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e Requests: In the previous section, we introduced requests in the
context of scheduling. Let’s look more closely at them in the context
of resource management. Requests are resource guarantees. With
Requests, we can define the exact amount of CPU or memory a Pod
needs to run properly, and that amount of CPU or memory must be
available on a Node in the cluster for that Pod to start. The Scheduler
uses this information to find an appropriate Node to run the Pod.

If it is not available, the Pod will not be scheduled and not started.
Requests are used to ensure that a Pod has the appropriate amount of
resources to run its workload and never any less.

Using Limits and Requests gives you the ability to ensure workloads running share
the resources of the cluster using appropriate resources and also ensure your workloads
have access to the resource needed. When defining workloads with Azure Arc-enabled
data services, both SQL Managed Instance and PostgreSQL Hyperscale deployments give
you the ability to set both Limits and Requests on the Pods created. It is recommended
that you always set both a Limit and a Request when defining workloads to help ensure a
well-performing and well-balanced workload in your cluster.

Tip For a closer look at how SQL Server and Kubernetes memory management
works, check out www. centinosystems.com/blog/sql/memory-settings-
for-running-sql-server-in-kubernetes/.

Networking Fundamentals

The final major topic in this chapter is networking. The Kubernetes networking model
enables workloads to be deployed in Kubernetes while abstracting away network
complexities. This simplifies application configuration and service discovery in a cluster
and increases the portability of deployment code by removing infrastructure-specific
code. This section introduces the Kubernetes networking model and example cluster
communication patterns.

Three rules govern Kubernetes networking. These rules enable the simplicity
described earlier. These rules are from https://kubernetes.io/docs/concepts/
cluster-administration/networking/.

20


https://www.centinosystems.com/blog/sql/memory-settings-for-running-sql-server-in-kubernetes/
https://www.centinosystems.com/blog/sql/memory-settings-for-running-sql-server-in-kubernetes/
https://kubernetes.io/docs/concepts/cluster-administration/networking/
https://kubernetes.io/docs/concepts/cluster-administration/networking/

CHAPTER 1 A KUBERNETES PRIMER

Kubernetes Network Model Rules

1. All Pods can communicate with each other on all Nodes without
Network Address Translation (NAT).

2. All agents, such as system daemons and the kubelet, on a Node,
can communicate with all Pods on that Node.

3. Pods in the host network of a Node can communicate with all
Pods on all Nodes without NAT.

The preceding rules simplify networking and application configuration by ensuring
Pods are talking to each other on the actual Pod IPs and container ports rather than
having them translated to an IP scheme dependent upon the network infrastructure
where they are deployed.

In Kubernetes, a Pod Network is the network Pods are attached to when the
container runtime starts them on a Node. Each Pod deployed is given a unique IP
address on the Pod Network. Pod Networks must follow the rules defined earlier, which
result in Pods using their real IP addresses. When implementing Pod Networks, there
are many solutions to ensure adherence to the Kubernetes networking model rule. A
common solution is overlay networking, which uses a tunneling protocol to exchange
packets between Nodes independent of the underlying physical infrastructure’s
network. This enables the overlay network to use a layer 3 IP scheme independent of
the data center’s physical infrastructure, enabling simpler adherence to the Kubernetes
networking model.

Another option is to build a Pod Network as part of a data center infrastructure as
part of a bare-metal approach. This will require the coordination of the Kubernetes
Cluster administrator and the network engineering team responsible for the network.

The following are common communication patterns used in a Kubernetes
Cluster showing Pods accessing each other and also accessing the Services provided
by Pods. Chapter 4 introduces Pod Networks during the cluster installation process,
and Chapter 6 will dive into Services and how traffic is routed to Pods in the Pod
Network.
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Communication Patterns

Figure 1-5 shows some example communication patterns in a Kubernetes cluster. Let’s
walk through each of those together:

1. Inside a Pod:

Multiple containers within a Pod share the same container
namespace. These containers can communicate with each other

over localhost on unique ports.
2. Pod to Pod within a Node:

When Pods on the same Node need to communicate over the
network, they do so over a local software bridge defined on the
Node and use the Pod IP.

3. Pod to Pod on another Node:

When Pods on different Nodes need to communicate over the
network, they do so over the local layer 2 or layer 3 network using
the Pod IP.

4. Services:

When accessing Services in a cluster, traffic is routed to the kube-
proxy implementing that Service and then routed to the Pod
providing that application service. As introduced earlier in this
chapter, Services will be your most common interaction with
applications deployed in a Cluster.
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Figure 1-5. Kubernetes networking

Kubernetes Role in Azure Arc-Enabled Data
Services

Over the last few years, the SQL Server Engineering Team has released some exciting
technologies and innovations - SQL Server on Linux, SQL Server on Containers, SQL
Server on Kubernetes, and Azure Data Studio - and we couldn’t help but wonder “Why?
What's the big picture on all of these seemingly disparate technologies?” The first time
we saw the SQL Server Product Team demonstrate Azure Arc-Enabled Data Services
is when we had that a-ha! moment. It’s not the cool factor of each of these individual
technologies, but what bringing all of these technologies together enables. Running any
data service... anywhere you have Kubernetes.

Running data services inside Kubernetes enables Microsoft to define systems
in code. You can then run that code anywhere you have Kubernetes because of the
infrastructure abstraction that it provides. The Kubernetes API is essentially a wrapper
around the resources in your data center or Cloud. The code written to deploy systems
can work anywhere that API is implemented on any cloud, in edge sites, or even on-
premises data centers. Throughout the remainder of this book, we will show you the
value proposition of Azure Arc-enabled data services and how to deploy and manage
those Azure Arc-enabled data services anywhere you have Kubernetes.
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Summary and Key Takeaways

This chapter introduced Kubernetes and how it enables the deployment of modern
container-based applications. You learned how the Kubernetes API allows you to build
and model applications deployed into a Kubernetes Cluster. You also learned the core
API primitives for deploying workloads, Pods (your container-based application),
Controllers (keeping the Cluster and its workload in the desired state), Services (for
access to the applications), and Storage (for stateful applications). Then you learned
the components of a Cluster and how they work together to ensure that your desired
state is implemented and a quick tour of scheduling, resource management, and the
Kubernetes network model. With all that theory behind us, now it’s time to move into
the next chapter where we will introduce Azure Arc-enabled data services discussing
the challenges it solves and dive into its architecture, core features, how workloads are
deployed and managed, and also key deployment considerations.
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Azure Arc-Enabled
Data Services

This chapter introduces you to Azure Arc-enabled data services! Starting off, you will
learn some of the challenges of a modern hybrid cloud, and we will then show you how
Azure Arc addresses those challenges to provide manageability at scale in on-premises
or in any cloud. Next, we will introduce the core Azure Arc-enabled resources, including
Servers, Kubernetes, SQL Server, and data services. We will then dive deeper into what
Azure Arc-enabled data services is, its architecture, and how workloads are deployed
and managed and discuss key deployment considerations such as compute and storage
capacity planning.

The Challenge

Hybrid cloud is becoming the new normal in enterprise system architectures. According
to the Flexera 2020 State of the Cloud (www.flexera.com/about-us/press-center/
flexera-releases-2020-state-of-the-cloud-report.html) report, nearly 87%

of enterprises have a hybrid cloud strategy. There are several variations of hybrid

cloud. First, organizations can adopt a hybrid cloud strategy with assets in more than
one public cloud, such as Amazon Web Service (AWS), Google Cloud, and Microsoft
Azure. This pattern is oftentimes called “multi-cloud.” The second type of hybrid cloud
strategy is where organizations have some cloud assets and some on-premises. In these
scenarios, organizations generally will put the parts of their infrastructure that can most
benefit from the capabilities from the cloud in the cloud. Primary reasons for companies
to go to the cloud include elasticity, automation, built-in monitoring and security, and
pay-as-you-go payment models.
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When managing and operating a hybrid cloud environment, either multi-cloud or
on-premises and cloud, the management, security models, and tools are likely different
across each of the environments. And this begs the question “How do you manage these
environments at scale?” Enabling consistency and control is challenging when you have
different management, monitoring, security, and deployment tools. The goal of Azure
Arc is to enable consistency across all of these areas - homogenizing the management,
monitoring, and security services and also the deployment tooling so that you can leverage
the benefits of cloud wherever you have resources deployed, on-premises or in any cloud.

Introducing Azure Arc

At its core, Microsoft Azure Arc provides Azure management services wherever you
have deployed resources, on-premises or in any cloud. It enables you to have consistent
management services and tooling for your organizations’ core operations across

technology architectures wherever deployed. Let’s look at the core features of Azure Arc:

o Unified Experience Across On-premises and Hybrid Cloud:
Familiar tools like the Azure Portal, Azure CLI, PowerShell, and REST
API are available to you to manage and deploy systems.

o Deployment and Operations: With a unified set of tools,
deployments and operations are consistent wherever you deploy, on-
premises or in any cloud. Unified tooling enables your organization
to use the same code and tools in any deployment scenario wherever
deployed. A pivotal element to operations is performance and
availability monitoring, and Azure Monitor is available to help you do
that for your Azure Arc-enabled resources.

¢ Consolidated Access Controls, Security, Policy Management,
and Logging: Implementing more than one security model based
on where your resources are deployed is challenging and risky since
you potentially have to manage multiple sets of security rules and
their implementations. Azure Arc enables you to have a consolidated
security model and implementation and use tools like Azure Log
Analytics for centralized security and application logs. Additionally,
you can manage governance and control solutions with services like

Azure Policy.
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o Inventory and Organization: With one set of tooling available and

key Azure constructs such as Resource Groups, Subscription, and

Tags, administrators, operators, and managers can get a complete

view of their technology estate regardless of where systems are

deployed as services and resources are registered as managed

resources in Azure irrespective of where they are deployed, on-

premises or in any cloud.

Now that we’ve introduced you to the core features of Azure Arc, it is time to move

forward and take a closer look at the resources that you can manage and deploy using

Azure Arc.

Azure Arc-Enabled Resources

The focus of this book is Azure Arc-enabled data services. Azure Arc-enabled data

services is part of a broader strategy that provides a control plane over resources

wherever deployed, on-premises or in any cloud. Azure Arc achieves this goal by

extending Azure Resource Manager (ARM) to these resources. ARM is the management

control plane used in the Azure Public Cloud. ARM provides deployment, organization,

and access control to resources deployed in the Azure Cloud. Azure Arc extends ARM

to wherever you have resources deployed, on-premises or in any cloud. At the time of

writing this book, there are four key resources that can be managed by Azure Arc: Azure

Arc-enabled Servers, Azure Arc-enabled Kubernetes, Azure Arc-enabled SQL Servers, and

Azure Arc-enabled data services. Figure 2-1 introduces the elements of Azure Arc; let’s

walk through each of these core services in more detail.
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Figure 2-1. Azure Arc architecture
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Azure Arc-Enabled Servers

Azure Arc-enabled Servers provides management capabilities for both Windows or
Linux operating systems deployed on physical and virtual machines hosted outside of
Azure. Servers connect to Azure using a locally installed Agent and become resources
that are managed using standard Azure tools and management services. The core
management capabilities for Azure Arc-enabled Servers include inventory, policy,
deployment automation, configuration management, performance monitoring, security
and access controls, centralized logging, and update management. For more information
on Azure Arc-enabled Servers, visit https://docs.microsoft.com/en-us/azure/azure-
arc/servers/overview.

Azure Arc-Enabled Kubernetes

Kubernetes is the standard for deploying enterprise-grade container-based applications.
Azure Arc-enabled Kubernetes enables management of Cloud Native Computing
Foundation (CNCF)-certified Kubernetes clusters wherever they are deployed, including
upstream Kubernetes, RedHat OpenShift, AWS EKS, and Google GKE, among others. The
key management features of Azure Arc-enabled Kubernetes are inventory management,
policy management, centralized logging, performance monitoring, application
deployment, and cluster configuration.

A key scenario enabled by Azure Arc-enabled Kubernetes is GitOps-based
configuration management. GitOps enabled application deployment and cluster
configuration by using GitOps-based configuration management. Configuration artifacts
are checked into a Git repository, and the Arc cluster agent monitors that Git repository
for configuration changes. As configurations are checked into the repo, the cluster
agent will deploy that change locally in the Kubernetes Cluster. This enables strong
configuration management since all configuration artifacts for both cluster configuration
and application deployment are checked into the repository and source controlled.

Test, review, and approval workflows can be built around the source control system.

If the cluster skews away from what is checked into the repository, the checked-in
configuration will be asserted on the cluster to bring it back into the desired state. Check
out https://docs.microsoft.com/en-us/azure/azure-arc/kubernetes/overview for
more information and supported Kubernetes distributions.
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Azure Arc-Enabled SQL Server

The next Azure Arc-enabled service we want to introduce is Azure Arc-enabled SQL
Server. Azure Arc-enabled SQL Server enables you to extend Azure management
services to SQL Server instances wherever deployed, on-premises or in any cloud. An
Agent is installed on the SQL Server instance, and the SQL Server is then registered
with Azure. The SQL Server instance is then managed using standard Azure tools and
management services. The core management features are inventory management,
policy management, centralized logging, security, and threat protection via services like
Azure Security Center and Azure Sentinel.

Further, in Azure Arc-enabled SQL Server, environment checks are implemented
using SQL Assessments. SQL Assessments are a collection of industry-standard best
practices that can be used to assess and report the overall environment health of a
SQL Server instance or a group of SQL Server instances. Azure Arc-enabled SQL Server
combined with Azure Arc-enabled Servers can give you a rich management experience
for both SQL Server and the underlying operating system. For more information on
Azure Arc-enabled SQL Server, check out https://docs.microsoft.com/en-us/sql/
sql-server/azure-arc/overview.

We want to take a moment to call out the Azure Arc-enabled SQL Server and Azure
Arc-enabled data services are unique offerings under the Azure Arc umbrella. Azure Arc-
enabled SQL Server extends Azure management services to traditional deployments of
installed instances of SQL Server. Azure Arc-enabled data services gives you the ability to
deploy Azure Platform as a Service (PaaS)-based services on-premises or in any cloud.

Azure Arc-Enabled Data Services

Last but not least and the likely reason you're reading this book is Azure Arc-enabled
data services. Azure Arc-enabled data services provide you the ability to deploy
traditionally Azure Platform as a Service (PaaS)-based services on-premises or in any
cloud. The value that data services provide is an always current deployment model
delivering to you the most up-to-date, secure, and supported versions of Azure PaaS
data services wherever you need to deploy. The data services available at the time of this
book writing include Azure Arc-enabled SQL Managed Instance and Azure Arc-enabled
PostgreSQL Hyperscale. Additional capabilities of Azure Arc-enabled data services
include elastic scale, self-service provisioning, inventory management, deployment
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automation, update management, managed backups, security, performance monitoring,
and centralized logging. Azure Arc-enabled data services is the core focus of this book,
and we will dig into the core functions throughout the remainder of this book.

Tooling

So far, we have focused on how Azure Arc can manage resources wherever they are.
Now it’s time to focus on the tools that you can use to manage resources. First, we will
introduce Azure tools, such as the Azure Portal, Azure CLI, PowerShell, Azure Data CLI,
and Azure Data Studio. However, Microsoft’s approach ensures that you have a choice
in the tools you can use to manage your cloud and developer experience. So, industry-
standard, open source tools that you maybe are already using in your projects. We will
then introduce how application native tools can be used to manage applications and
services deployed in Azure Arc.

Azure Tools

One of the key challenges Azure Arc attempts to solve is consistent tooling. Azure Arc
extends Azure Resource Manager to wherever your resources are deployed, on-premises
or in any cloud. Since ARM is available, this enables you to use the standard Azure tools
you are used to using in the Azure Public Cloud. Let’s walk through a listing of the most
common Azure tools you will use in Azure Arc and Azure Arc-enabled data services:

e Azure Portal: Key to the Azure management experience is the Azure
Portal. Resources that are registered and managed by Azure and
Azure Arc will appear in the Azure Portal. The Azure Portal will be a
primary way to manage your Arc-enabled resources. You can view
information collected and exposed in the Azure Portal in the various
Azure management services such as Log Analytics, Monitor, Sentinel,
Security Center, and more. For more information, visit https://
portal.azure.com.

e Azure CLI: Azure CLI is the command-line interface to create and
manage Azure Resource Manager (ARM)-enabled resources. At
the time of this writing, several management scenarios will require
you to use Azure CLI to register and configure on-premises and
hybrid cloud resources. For more information, visit https://docs.
microsoft.com/en-us/cli/azure/install-azure-cli.
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e Azure PowerShell: The Azure PowerShell Module (Az Module)
is a PowerShell module used to manage Azure Resource Manager
(ARM)-enabled resources. For more information, visit https://
docs.microsoft.com/en-us/powershell/azure/new-azureps-
module-az.

e Azure Data CLI (azdata): Azure Data CLI is the primary command-
line interface used to deploy and manage both SQL Server Big Data
Cluster and Azure Arc-enabled data services. For more information,
visit https://docs.microsoft.com/en-us/sql/azdata/install/
deploy-install-azdata.

e Azure Data Studio (ADS): This is the cross-platform tool providing
modernized experiences across an array of Azure data services.
In ADS, you will find deployment and management experiences
for both Azure Arc-enabled data services and SQL Server Big Data
Clusters. Additionally, you will find a SQL Server code editor with
built-in source control integration using Git. For more information,
visit https://docs.microsoft.com/en-us/sql/azure-data-
studio/.

Note It is important to call out that Azure Arc-enabled data services is currently
in preview. All of the Azure Portal, Azure CLI, and Azure PowerShell experiences
are not fully functioning yet. Administration and deployment will happen using
Azure Data CLI (azdata) and Azure Data Studio. As the system is developed, more
experiences will be implemented both in the Azure Portal, Azure CLI, and Azure
PowerShell.

Native Tools

A primary goal of Azure Arc is to homogenize the management and tools enabling your
organization to have a better cloud experience. Important to note is that you can still
use the tools you are using today to manage your cloud and developer experiences. So,
if you have already functioning deployment pipelines, this is OK; you can still use those
in Azure Arc-enabled data services, leaving the choice in how you want to manage your
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workloads up to you. We want to take a second to call out tools you may already use to
manage your environments. These tools, among others, form the foundation of modern
deployment pipelines:

o kubectl/oc: These are the primary command-line tools for
controlling Kubernetes and RedHat OpenShift Clusters.

¢ helm: This is a tool for defining how to deploy complex applications
in Kubernetes using preconfigured templates called helm charts.

e  Git/GitHub: Git has become a standard way to manage source code.
Key to the design of Azure Arc is enabling you to use your existing
tools for your deployment pipelines, which means you are still able to
use your existing code management and deployment experiences.

o GitOps: As introduced earlier, GitOps enables you to store your
cluster and application deployment state as configuration artifacts
in a git repository. Kubernetes clusters monitor the repository for
changes and affect those changes in the cluster to maintain the
system'’s desired state.

The data services available in Azure Arc-enabled data services are SQL Managed
Instance and PostgreSQL Hyperscale. When deploying with Azure Native tools, you will
use the appropriate portal experiences or command-line syntax to create and manage
data services deployments. These experiences are covered in great detail throughout the
remainder of the book.

For deploying and managing data services workloads with Kubernetes native tools,
the SQL Server Engineering Team has taken a cloud-native approach and created
Custom Resources for each of the Azure Arc-enabled data services and the Data
Controller itself. A Custom Resource is a Kubernetes construct that allows developers
to extend the Kubernetes API and create custom API Objects. Custom Resources can
have additional configuration and data or even control the behavior of the object in the
cluster. So, when defining workloads using Kubernetes native tooling, these Custom
Resource API Objects are used. Now that we have covered the tools used for deployment,
let’s move on and look more closely at the Azure Arc-enabled data services that can be
deployed.
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Introducing Azure Arc-Enabled Data Services

In this section, we will begin by introducing the Azure Arc-enabled data services
architecture. Then next, we'll introduce the PaaS-based data services available,
specifically SQL Managed Instance and PostgreSQL Hyperscale. Then to close out this
section, we will introduce the deployment techniques and deployment considerations
when designing a solution focusing on compute and storage resources.

Azure Arc-Enabled Data Services Architecture

Azure Arc-enabled data services architecture is a layered architecture of hardware,
Kubernetes, Management/Control Plane, and data services. Figure 2-2 highlights the
architecture.
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Figure 2-2. Azure Arc-enabled data services architecture is a layered architecture
of hardware, Kubernetes, Management, and Deployed data services

The foundational layer is hardware which can be either on-premises or in any cloud
and built on either physical or virtual machines. Then next, Kubernetes is deployed
on that hardware. And as we learned in the previous chapter, Kubernetes enables
you to quickly and consistently deploy applications in code in the Cluster. Then,
deployed inside the Kubernetes Cluster is the Arc Management Control Plane. The Arc
Management Control Plane is Azure Arc’s brains and extends Azure Resource Manager
(ARM) to your on-premises or hybrid cloud deployments. And on top of all of that is
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Azure Arc-enabled data services. These are the traditionally PaaS-based offerings that
you can deploy anywhere you have Azure Arc, on-premises or in any cloud. Now, let’s
look at each layer of this architecture in more detail.

Hardware Layer

The Azure Arc-enabled data services architecture is built on physical or virtual machine-
based servers. Each server contributes some amount of CPU and memory capacity
for applications to run on. As introduced in the previous chapter on Kubernetes, a
Kubernetes Cluster server is called a Node. Each Node’s number and size depends
on the size requirements of the workload deployed and some additional capacity for
a Node'’s failure in the Kubernetes cluster. Further, you can expand and contract the
amount of resources in a Kubernetes cluster by adding or removing servers. We will
explore this topic in more detail later in this chapter.

Each Node must run the Linux operating system since all of the containers running in
Azure Arc-enabled data services are Linux-based containers.

In addition to the compute resources, persistent storage is required. Persistent
storage is allocated to workloads deployed in Azure Arc-enabled data services using
the storage constructs introduced in the previous chapter. Storage Classes dynamically
allocate Persistent Volumes for workloads deployed in the Kubernetes Cluster. The type
of storage provisioned can be any of the storage types supported by your version of
Kubernetes exposed as Storage Classes. Further, you can increase the allocatable storage
capacity in a cluster or even add additional storage types by defining additional Storage
Classes.

Kubernetes Layer

With the underlying hardware in place, the next layer in the architecture is Kubernetes.
Kubernetes, regardless of distribution, provides a consistent API for building workloads,
and because of this, Azure Arc-enabled data services supports several Kubernetes
distributions. Supported distributions include, open source/upstream Kubernetes
clusters build with kubeadm, commercial distributions like RedHat’s OpenShift.

At the time of writing, there are several supported Kubernetes distributions based on
the deployment mechanism:

e Open source, upstream Kubernetes, deployed with kubeadm

e OpenShift Container Platform (OCP)
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Several managed service offerings are supported:
e Azure Kubernetes Service (AKS)
e Azure Kubernetes Service (AKS) on Azure Stack
e Azure Kubernetes Service (AKS) on Azure Stack HCI
e Azure RedHat OpenShift (ARO)
o AWS Elastic Kubernetes Service (EKS)

e Google Cloud Kubernetes Engine (GKE)

Note As of this writing, the minimum Kubernetes version required is 1.16 or greater.

The key concept here is that you can deploy Azure Arc-enabled data services on any
distribution of Kubernetes anywhere you need to deploy, on-premises or in a hybrid cloud
scenario. You have the choice of using upstream/open source Kubernetes and also many of
the managed service offerings. Once you have Kubernetes up and running, the next thing to
do is extend Azure into your cluster by deploying an Azure Arc data services Data Controller.

Arc Management Control Plane Layer

With Kubernetes deployed, the next layer in the architecture is the Arc Management
Control Plane Layer, which extends Azure’s management capabilities to your on-
premises or hybrid cloud environment. At this layer, in Azure Arc-enabled data services,
a Data Controller is deployed. The Data Controller is deployed as a Custom Resource

in Kubernetes. The Data Controller implements core functionality such as Azure Arc
integration and management services. Let’s look closer at each of these.

The Azure Arc integration is what sends logging, performance, and usage
information back into Azure based on the data services workloads deployed. The Data
Controller extends Azure Resource Manager to your on-premises or hybrid cloud
deployment and lights up the Azure Arc-enabled services to manage the deployed
applications and resources. The management services implemented by the Data
Controller include a Controller Service and API Endpoint, provisioning management,
management and performance dashboards, metrics, logging, managed backup/restore,
and high-availability service coordination. We will dive deeper into the Data Controller
and its core functions in an upcoming section. With the Controller online, the next layer
in the architecture is to deploy data services workloads.
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Note We want to call out that the Data Controller is for managing Azure Arc-
enabled data services. Azure Arc-enabled Servers, Kubernetes, and SQL Servers
each rely on Agents installed on the Azure Arc managed resources.

Data Services Layer

The final layer in an Azure Arc-enabled data services architecture is the data services
themselves. Azure Arc-enabled data services enables you to self-provision traditionally
Azure Public Cloud PaaS-based services like SQL Managed Instance and PostgreSQL
Hyperscale in our on-premises or hybrid cloud environments on Kubernetes. Azure
Arc-enabled SQL Managed Instance is your lift and shift version of SQL Server, enabling
you to move workloads seamlessly into Azure Arc-enabled data services as it provides
a high level of compatibility with on-premises installations of SQL Server. Next, Azure
Arc-enabled PostgreSQL Hyperscale is the leading open source database used as a data
store for mission-critical applications. PostgreSQL Hyperscale is an implementation in
Azure that enables you to horizontally scale data by sharding it across multiple instances
and allows for distributed parallel query execution. These data services are deployed as
resources in Kubernetes and are managed by the Data Controller.

To recap, essentially, wherever you have hardware and deploy Kubernetes and a
Data Controller, Azure Arc-enabled data services can be deployed.

Azure Arc Management Control Plane Layer -
A Closer Look

Now it is time to take a closer look at the Azure Arc Management Control Plane. To
extend Azure Services from the cloud to on-premises or hybrid cloud environments, a
Data Controller is deployed in your Kubernetes Cluster. The Data Controller implements
Azure Arc integrations and several key on-premises management functions. This section
will introduce the Data Controller’s connectivity modes, its core functions, and how its
operations and management capabilities differ based on the connectivity mode in use.
A Data Controller’s Connectivity Mode defines how a Data Controller exchanges
data with the Azure Public Cloud and also defines which management services are
deployed within the Kubernetes cluster and which Azure Services are used to manage
data services in the Cluster. There are two connectivity modes for the Data Controller,
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Indirectly Connected and Directly Connected Mode. Which connectivity mode you
should choose is based on your deployment’s technical and security requirements
and possibly business rules or government regulations. Let’s look more closely at each
Connectivity Mode.

Indirectly Connected Mode

In Indirectly Connected Mode, there is no direct connection from the Data Controller
in your cluster to the Azure Public Cloud. The local Data Controller itself functions as
the primary point of management and deployment for data services in your Kubernetes
Cluster. For deploying and managing workloads, all operations are governed by the
local Data Controller in your Cluster. Additionally, all management functions are
implemented inside the local Cluster. For example, performance metrics and logging
web portals and data stores are implemented as Pods running in your local Kubernetes
Cluster. Further, critical data services managed operations such as update management,
automated backup/restore, and high-availability coordination are implemented at this
layer. Figure 2-3 highlights the architecture of Indirectly Connected Mode where the
Data Controller does not have a direct connection into the Azure Cloud.
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Figure 2-3. Indirectly Connected Mode - there is no direct connection from the
Data Controller into the Azure Cloud. Data is exchanged via an import/export
process using azdata
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In Indirectly Connected Mode, inventory, performance, logging, and usage data
can be exported to files and then uploaded to Azure. Once uploaded into Azure, the
deployed Azure Arc-enabled data services will be visible as resources in the Azure Portal.
Further, Azure Services, such as Metrics, Log Analytics, and more, can be used to analyze
the data exported from the on-premises or hybrid cloud environment. It is possible to
schedule this export/upload process at a periodic interval so that the data is uploaded
and available inside Azure, giving the appearance of continuous uploading of data.
Azure Services that require direct connectivity are not available.

In Indirectly Connected Mode, data services deployment and configuration changes
are sent to the Kubernetes API running on the Data Controller using tools such as Azure
Data Studio, Azure Data CLI (azdata), or Kubernetes native tools like kubectl, helm, or oc.
If Kubernetes native tools are used, these deployments are sent directly to the Kubernetes
API. In Indirectly Connected Mode, deployments and configuration changes cannot be
made using the Azure Portal, Azure Resource Manager (ARM) REST-API, Azure CLI, Azure
PowerShell, and ARM templates. However, Azure Services such as inventory management,
metrics, and logging are available due to the export process described earlier.

Typical scenarios for this connectivity mode are data centers with business or
security policies do not allow for outbound connectivity or data uploads to external
services. Other deployments that can use Indirectly Connected Mode include edge site

locations with intermittent Internet connectivity.

Note It is essential to call out that in the currently available Public Preview,
automated backup and restore operations and high-availability coordination are
planned, unimplemented functionality. Look for these features to light up at some
point in the future.

Directly Connected Mode

In Directly Connected Mode, Azure itself becomes the control plane for coordinating
management and deployment functions in your Azure Arc-enabled data services
environment. In this connectivity mode, the Azure Arc-enabled Kubernetes Agent

is deployed in the cluster, and it has the responsibility of persisting an outbound
connection to Azure. This connection is used to constantly upload metrics, logs, and
usage data as well as enable richer Azure management experiences with additional
Azure Services when compared with Indirectly Connected Mode. All communications
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are initiated from the customer environment out to the Azure Cloud over secure,
encrypted channels. If there is an interruption in connectivity, the operations are
queued locally and pushed into Azure when connectivity is restored. As of this writing,
this connectivity mode is not available in Public Preview and is coming soon.

In Directly Connected Mode, deployments and configuration changes can be created
using the Azure Portal, ARM API Azure CLI, Azure PowerShell, and ARM templates
as addition to the tools used in Indirectly Connected Mode. Figure 2-4 highlights the
architecture of Directly Connected Mode where the Azure Arc Kubernetes Agent has a
direct, sustained connection into the Azure Cloud and is constantly uploading metrics,
logs, and usage data as well as enabling a richer Azure management experiences
with additional Azure Services. Common scenarios for this connectivity mode are for
managing deployments in other public clouds, edge site locations, and corporate data
centers that have policies that allow such connectivity.

Note For more details on the management services and the network connectivity,
such as Internet addresses, ports, and proxy server support, check out https://
docs.microsoft.com/en-us/azure /azure-arc/data/connectivity.
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Figure 2-4. Directly Connected Mode - the Azure Arc Kubernetes Agent maintains
a persistent, secure connection into the Azure Cloud for exchanging configuration
state and monitoring and logging data
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Azure Arc-Enabled Data Services Management Functions

Inside the Arc Management Control Plane, a Data Controller and locally available
management functions are deployed. In this section, we will walk you through each of
those core elements. Figure 2-5 highlights these management functions as deployed
inside a local Kubernetes cluster.

o Controller Service: This is the management endpoint available in
your Kubernetes cluster handling management operations.

e API: The Data Controller exposes an API that can interact with your
Kubernetes cluster for management operations such as exporting
performance, logging, or usage data to upload to Azure. Deployment
operations are done via the Kubernetes API directly or using the
deployment tools described earlier which in turn interact with the
Kubernetes APL

o Provisioning: The Data Controller coordinates provisioning
operations with the Kubernetes API. When working with Kubernetes
native tools or Azure data services tools such as Azure Data Studio
and Azure Data CLI, provisioning operations are submitted directly
to the Kubernetes API and then sent into the underlying Kubernetes
cluster to deploy new workloads and configuration state changes.
The Data Controller monitors provisioning requests for Custom
Resources, such as SQL Managed Instance and Postgres, and
coordinates with the Kubernetes API to provision the supporting
Kubernetes native objects such as StatefulSets, Services, and others
that make up the Custom Resource being deployed.

o Dashboards: Management dashboards are available in Azure Data
Studio. These dashboards provide information on the current state of
the data services deployed and the Data Controller itself.

e Metrics: Grafana is used to expose key performance metrics at
several layers in your cluster, including Cluster, Node, PostgreSQL
Hyperscale, and SQL Server-specific dashboards. Grafana is available
as a web portal deployed in your cluster.
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Logging: Kibana is used to aggregate and provide search capabilities
for logs emitted in the cluster. Several resources are streaming log
data into Kibana including the Kubernetes cluster itself and any SQL
Managed Instance and PostgreSQL Hyperscale instances deployed.
Kibana is available as a web portal deployed in your cluster.

Managed Backup and Restore: Backup and restore automation is
controlled by the Data Controller. When Directly Connected Mode
is available, you will have the option to send backups into Azure.
Automated backup/restore is currently not available in the Public
Preview and is coming soon.

High Availability: Kubernetes provides basic high availability

for workloads managed by Controllers such as ReplicaSets and
StatefulSets. If a Pod controlled by one of these controllers fails, the
new Pod will be created in the cluster replacing the failed Pod. For
more advanced scenarios that might require coordinated failover
events for Pods inside the cluster, the Data Controller can facilitate

this application-aware failover event.
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Figure 2-5. Azure Arc Management Control Plane implements many of core
management and operations functions in your local Kubernetes cluster

Data Services Layer — A Closer Look

With all of the required infrastructure in place, hardware, Kubernetes, and a Data

Controller, it is now time to focus on the data services layer. This layer is where you

deploy traditionally PaaS-based data services, such as those that you see in the Azure

Cloud, in your environment wherever it is on-premises or in any cloud. This section
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digs deeper into each of the currently available data services: Azure Arc-enabled SQL
Managed Instance and Azure Arc-enabled PostgreSQL Hyperscale, looking at the
capabilities and value.

Azure Arc-Enabled SQL Managed Instance

Azure Arc-enabled SQL Managed Instance is your lift and shift version of SQL Server.

It enables you to move workloads seamlessly into Azure Arc as it provides a high level
of compatibility with on-premises installations of SQL Server, which is documented as
nearly 100% compatible. This means that to move your databases from their current on-
premises implementations into Azure Arc-enabled SQL Managed Instance will require
little to no database changes. When deploying an Azure Arc-enabled SQL Managed
Instance, you can take a backup from an on-premises version of SQL Server and restore
that backup directly to an Azure Arc-enabled SQL Managed Instance.

Tip Following https://docs.microsoft.com/en-us/azure/azure-arc/
data/managed-instance- features#Unsupported, you will find the list of
unsupported features and services for Azure Arc-enabled SQL Managed Instance.

Azure Arc-enabled SQL Managed Instance runs as a SQL Server on Linux process
inside a container in Kubernetes. The features not available are similar to those not
supported in SQL Server on Linux. For more information, look at https://docs.
microsoft.com/en-us/sql/linux/sql-server-linux-editions-and-
components-2019?#Unsupported.

A feature of Azure Arc-enabled SQL Managed Instance is that it is Always Current.
(You may also see the term “Evergreen SQL” used.) Similar to the Always Current or
Evergreen SQL offerings available in Azure Paa$ Services such as Azure SQL Managed
Instance in Azure Cloud-hosted deployments, Microsoft will continuously publish
updated SQL Managed Instance container images to the Microsoft Container Registry
for Azure Arc-enabled SQL Managed Instance. Then, based on update policies defined
in your deployment, you can specify how often and when the updates are applied to
your environment. In traditional implementations of SQL Server, managing updates is
a challenging and time-consuming process. Kubernetes provides the ability to absorb
updates and change quickly and roll it out into the cluster. This is the update model used
in Azure Arc-enabled data services.
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This leads us to the next key point about Azure Arc-enabled SQL Managed Instance,
high availability. In the current Public Preview, Azure Arc-enabled SQL Managed
Instance is deployed as a single-instance Pod in Kubernetes controlled by a StatefulSet.
As discussed previously, a StatefulSet provides basic failover capabilities in an
application or Node failure event. If there is a failure, the previous Pod is deleted, and a
new Pod is created in its place. The recovery time for these failure scenarios can be very
short.

To ensure high availability in this single-instance implementation, external shared
storage should be used and made available to all Nodes in the cluster. In the event of a
Node failure, they can be started elsewhere in the cluster, and the Persistent Volume can
then be mounted and made available to the new Pod.

Azure Arc-enabled SQL Managed Instance uses Kubernetes Services for a persistent
access endpoint. As highlighted in Figure 2-6, applications and users that need access to
the SQL Managed Instance deployed in Kubernetes will point to the IP or DNS name and
the defined port for access into the database instance. This Service is independent of the
lifecycle of the Pod, and if the Pod dies and is created again elsewhere in the Cluster, the
Service is updated and will send the traffic to the new Pod automatically.
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Figure 2-6. A typical deployment of an Azure Arc-enabled SQL Managed Instance
running in a Kubernetes Cluster

In Kubernetes, when a container image is updated or a configuration is changed,
the current Pod is deleted and a new Pod will be created using the updated container
image or the new configuration. This is a very quick operation, but this can result in a
small downtime, which may be unacceptable in some scenarios. In Azure Arc-enabled
data services, the data services deployed are updated using this same model so there
is a small period of downtime when an update is rolled out for a deployed data service.
A high-availability option is currently planned and will be released sometime in the
future providing higher levels of availability. This high-availability option will use an
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Availability Group like implementation, where there are replicated copies of databases
across multiple Nodes in the Kubernetes cluster. The downtime is limited to the duration
of the failover.

A benefit of the cloud is elastic scale enabling you to add capacity to an environment
on demand and take advantage of that additional capacity as quickly as possible. Azure
Arc-enabled SQL Managed Instance deployments are no different. If needed, you
can add additional compute and memory capacity to a deployment of SQL Managed
Instance by adjusting the assigned CPU and memory resources assigned to that
deployment. Further, using the basic high-availability constructs of Kubernetes, this
change is rolled out nearly immediately. The deployment is updated, and it creates
a new Pod with this new configuration, and the SQL Managed Instance can use this
additional scale-up capacity.

Azure Arc-Enabled PostgreSQL Hyperscale

The second Azure Arc-Enabled Data Service we want to introduce to you is Azure Arc-
enabled PostgreSQL Hyperscale. Azure Arc-enabled PostgreSQL Hyperscale is a leading
open source database used as a data store for mission-critical applications. PostgreSQL
Hyperscale is an implementation in the Azure Cloud that enables you to horizontally
scale data by sharding it across multiple instances and allows for distributed parallel
query execution. A key element of Hyperscale’s success is that it works with existing
versions of Postgres database, so databases and their applications can use these benefits
with little to no changes.

Azure Arc-enabled PostgreSQL Hyperscale also uses the Always Current or Evergreen
SQL model described in the previous section. Microsoft will continuously update the
container image for PostgreSQL Hyperscale, and you can decide how often and when
that image is rolled out into your environment.

As mentioned previously, a vital benefit of the cloud is elastic scale, being able to
add capacity to your environment on demand and being able to take advantage of that
additional capacity as quickly as possible. Azure Arc-enabled PostgreSQL Hyperscale
highlights this elastic scale since it can scale out in terms of the number of Postgres
Worker Nodes supporting the database and also shard the data across those Worker
Nodes and their underlying storage. This enables both parallel query execution and also
distributed I/O which can increase database capacity and performance.
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Note We want to call out that there is an overlap in terms used. A Postgres
Worker Node is an individual compute unit in a Hyperscale Server Group. This is
not the same as a Kubernetes Node, a compute resource in a Kubernetes Cluster.

When executing a scaling operation in Azure Arc-enabled PostgreSQL, additional
Postgres Worker Nodes are added to the pool of Postgres Worker Nodes supporting
the PostgreSQL Hyperscale Server Group. In Figure 2-7, you will see a PostgreSQL
Hyperscale Server Group scaled from two Worker Nodes to three Worker Nodes. The
data is then rebalanced across the three Worker Nodes in the Server Group. Scaling out is
an online operation, and the sharded data is automatically rebalanced across the Worker
Nodes in the current Server Group.

In addition to scale out, you can also scale up individual Postgres Worker Nodes by
adding CPU and memory capacity to the deployments. Doing this will cause the Pods
supporting the Postgres Workers to be restarted due to the new Pod configuration. At the
time of this publication, scale back operations are not supported. If you need to scale
down, you can create a new instance, back up the data in the old instance, and restore
it into the new instance. For more information on data placement and sharding data,
check out https://docs.microsoft.com/en-us/azure/azure-arc/data/concepts-
distributed-postgres-hyperscale.
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Figure 2-7. A PostgreSQL Hyperscale Server Group scaled from two Worker Nodes
to three Worker Nodes and data being rebalanced across the Worker Nodes

Deployment Sizing Considerations

Azure Arc-enabled data services is deployed on Kubernetes. Kubernetes provides an
abstraction over the hardware available in your on-premises data center or cloud. In this
section, we want to introduce you to sizing considerations when designing your Azure
Arc-enabled data services and the supporting Kubernetes cluster. The specific topics we
are going to cover are compute and storage. First up, let’s look at compute.

Compute

Each Node in a Kubernetes Cluster contributes both CPU and memory capacity to the
collection of overall available resources that can be allocated workloads deployed in
the cluster. The number and size of the Nodes deployed is a function of the required
capacity needed to run the workload deployed in the cluster and also any cluster
system functions. If additional capacity is required in a cluster, the additional Nodes
can be added, contributing to more CPU and memory capacity allocated to workload.
If needed, larger Nodes can be added or used to replace smaller Nodes increasing the
overall capacity of the cluster. This concept of adding additional capacity as needed is
key to the elasticity of cloud-based architectures.
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When deploying Azure Arc-enabled data services, several components contribute

to the overall footprint of the resources required to run a cluster and support deployed

workloads. This includes the resources needed by the Arc Management Control

Plane and the resources required by the actual data services workload deployed and

potentially any other workload that is deployed in the cluster. Let’s look at these each in

more detail:

Arc Management Control Plane: This consists of the Data
Controller, Metrics, and Logging Pods. Each one of these services
consumes both CPU and memory in the cluster. For more
information on the required resources for each, check https://
docs.microsoft.com/en-us/azure/azure-arc/data/sizing-
guidance#data-controller-sizing-details.

Data Services Workload: Each instance of a data service deployed
in the Cluster will consume some amount of CPU, memory, and disk.
How much of each of those resources depends on the workload that
is running in each of those data services. For more information on
workload sizing and minimum requirements for each of the data
services available, check out https://docs.microsoft.com/en-us/
azure/azure-arc/data/sizing-quidance.

Kubernetes System Pods: On each Node in a Kubernetes cluster,
there is a collection of system pods and services which perform
critical cluster functions. Each of which consumes some amount of
system resources. Resources are reserved for critical operations, and
in scenarios when resources are scarce, User Pods can be evicted
from a Node. More information about Reserved Compute Resources
is available at https://kubernetes.io/docs/tasks/administer-
cluster/reserve-compute-resources/.

Other Workloads: If your cluster is not dedicated to data services,
don’t forget to take that workload into your sizing calculations.
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After getting a feel for how much workload needs to be deployed in the cluster,
the next thing you will need to do is determine the size of your cluster Nodes and the
number of cluster Nodes required to run your workload efficiently and with Node-level
redundancy:

o Individual Node Size: When sizing Nodes, CPU and memory cannot
be overallocated. For example, if your Nodes have two cores and
16GB of RAM, you cannot create a database instance that is four
cores and 32GB of RAM. Kubernetes will not be able to start that Pod
up. So, you have to add a larger Node or reduce the allocation to that
Pod. Microsoft documentation recommends leaving at least 25% of
available resources on each Node in the cluster to allow for growth
and redundancy.

o High Availability: When sizing a cluster for the amount of resources
needed, ensure that you are provisioning enough Nodes with enough
resources collectively to allow for at least one Node to fail or for
planned maintenance. For critical systems, it is recommended that
customers have an N+2 model, where two Nodes can be offline and
the cluster will still function with no performance degradation or
interruption in workload. On a Node failure, Pods running on the
failed Node are moved onto the cluster’s remaining Nodes. There
needs to be sufficient capacity for these Pods to run.

The key takeaway here: ensure that you have enough Nodes to support the required
amount of CPU and memory needed to run the desired workload in a cluster even
in the event of a Node failure. Further, make sure that an individual deployment of
a data service does not require more resources than are available on a single Node
in the cluster. Otherwise, the pods supporting that deployment will not be able to be
started on a node in the cluster since no nodes have enough resources to support that
configuration. Further you want to ensure that you leave at least 25% capacity available
on each node in the cluster for growth and redundancy.

Storage

Now let’s move on to planning for storage in Azure Arc-enabled data services clusters.
The amount of storage capacity and what type is needed depend on the workload being
deployed. Fundamentally, the performance profile of a SQL Server instance running as
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a SQL Managed Instance in Arc-enabled data services is no different than you would

see when SQL Server instance is deployed in any other platform, such as Azure or even
on-premises. What is unique is how access to storage is configured and allocated to your
data services workloads. Let’s dig into each of those topics now.

As introduced earlier, in Kubernetes, storage is allocated dynamically from Storage
Classes. When a Data Service instance, such as SQL Managed Instance or PostgreSQL
Hyperscale, is deployed, you define which Storage Class you want to use for the different
types of data in the deployment. Currently, the different options are database data
files (this includes transaction log files) and application log files. If no Storage Class is
specified when a Data Service instance is defined, the default Storage Class is used.
Defining which Storage Class is used by which type of data is surfaced as a configuration
parameter when defining an instance. This will be covered in much more detail later in
the book.

When designing an Azure Arc-enabled data services cluster, you will want to create
Storage Classes that map back to the storage types needed in your cluster based on the
workload profile required. For example, you may need an individual Storage Class for
each type of data in a data services instance such database files, transaction log files,
application log files, and backups. Each one of these Storage Classes potentially can map
to a different storage subsystem, each having the required performance profile for that
data being stored in that Storage Class.

Storage Classes can be configured to allocate storage from both local Node storage
and remote shared storage. Local storage has the potential to be very fast if the high-
speed disks are deployed inside the Node. But local Node storage provides no durability
in the event of a Node failure. If a Node fails, then the data on that Node is at risk of
data loss. A common pattern for using local Node storage is ensuring that the data in
the applications using that type of storage is replicated between multiple nodes for
redundancy and availability. Replication combined with local high-speed disks is viable
deployment option in some scenarios.

When using remote shared storage, Nodes in the cluster map storage from the
remote storage system. This could be a SAN-, NAS-, or Cloud File-based system.
Provisioning storage using this architecture decouples the dependency of the local Node.
If there is a Node failure, the Pod that was running on that Node can be scheduled onto
another node in the cluster. The storage is mounted and exposed into the Pod, and the
database instance can be back up and running quickly. The I/O interconnect from the
Node to the shared storage environment should be provisioned with multiple paths for
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redundancy and also be of sufficient capacity to support the desired workload. Also,
instances that require high I/O should be spread out across the Nodes in the cluster
using advanced Kubernetes scheduling techniques. For a deeper dive into storage and
scheduling in Kubernetes, check out the Pluralsight course “Configuring and Managing
Kubernetes Storage and Scheduling” at www. pluralsight. com.

Summary and Key Takeaways

This chapter introduced you to Azure Arc-enabled data services. It started with the
challenges of modern hybrid cloud strategies. It then showed you how Azure Arc
addresses those challenges to provide manageability at scale by extending the Azure
Resource Manager to your on-premises or hybrid cloud environments. Next, we
introduced the core Azure Arc-enabled resources, including Servers, Kubernetes,
SQL Server, and data services. Then we dove deeper into what Azure Arc-enabled
data services are, their architecture, and how workloads are deployed and managed
and also discussed vital deployment considerations such as compute and storage
capacity planning. In the next chapter, we will shift from theory into action and learn
how to deploy an Arc Data Controller in a Kubernetes Cluster.
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CHAPTER 3

Getting Ready for
Deployment

In the previous chapter, we've talked about the theoretical concepts and components of
Azure Arc-enabled data services.

Now it’s time to get ready for a first deployment. Before we can get to the actual
deployment of a Data Controller and subsequently database instances managed by that
Data Controller, we do need some prerequisites as well as a Kubernetes cluster in place.
All these steps will guide you on what is necessary to start working with Azure Arc-
enabled data services and make sure you're fully ready to go.

Note You will need an Azure account and subscription to complete these steps
and to start a deployment. There are other deployment options available if Azure
is not an option for you. Microsoft provides a Jumpstart site to make it easy to get
going on-premises, in AWS, or in Google’s cloud. Visit https://github.com/
Microsoft/Azure Arc.

Prerequisites

Let us begin by looking at the prerequisites. While doing so, we’ll point out some very
useful helpers which - even though technically not necessary - will make our lives much
easier. All the code that we’ll be using here is available on this book’s GitHub repository,
and we're giving you the choice between deploying from a Linux and a Windows client
depending on your preferences. We will not be going into details of an installation on
macOS§, but the required tools including Azure Data Studio are available there too.
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A Little Helper for Windows Users: Chocolatey

Before we get started, if you plan to deploy from a Windows client, we’d like to point your
attention to Chocolatey or “choco.” In case you haven’t heard about it, choco is a free
package manager for Windows which will allow us to install many of our prerequisites
with a single line in PowerShell or a command prompt. Given that Windows Servers do
not come with an easy-to-use built-in package manager, it just makes life much easier.
You can find more information at http://chocolatey.org (see Figure 3-1), and you can
even create an account and provide your own packages there.

= B B chocalatey - Thepacks X | & - 0 x

i Sy B hetpsyjchocolatey.ang/ k-4 = L @ -

The package manager for Windows
Chocolatey - Software Management Automation

The sane way to manage software on

Windows C:\> choco search nodejs --id-starts-

" Chocolatey builds on technologies you know - unattended installation WltH
and PowerShell. Chocolatey works with all existing software installation
technologies like MSI, NSIS, InnoSetup, etc, but also works with runtime
binaries and zip archives. Go Pro/Business to dial that experience up to
1

«" Easily manage all aspects of Windows software (installation,
fi i de, and uninstallation). Chocolatey is the most

€or

reliable when software is included in the package, but can also easily

download resources.
& Install Chocolatey Now OPEN CHAT

Figure 3-1. Home page of Chocolatey

From a simple user perspective though, there is no need to create an account or to
download any installer.

To make choco available on your system, open a PowerShell window in
Administrative mode and run the script shown in Listing 3-1.
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Listing 3-1. Install script for Chocolatey in PowerShell

[Net.ServicePointManager]::SecurityProtocol = [Net.ServicePointManager]::
SecurityProtocol -bor [Net.SecurityProtocolType]::Tls12
Set-ExecutionPolicy Bypass -Scope Process -Force; iex ((New-Object System.
Net.WebClient).DownloadString('https://chocolatey.org/install.ps1'))

Once the respective command has completed, choco is installed and ready to be used.

Tools on Windows

Let us start with a few little helpers that come with Linux by default, but are either
missing or limited on Windows by default. By running the code in Listing 3-2, we’ll
install curl (to interact with websites), grep (to filter output on the command line), and
putty (which also comes with pscp, a tool that will allow us to copy data from a Linux
machine).

Listing 3-2. Install script for reccommended tools

choco install curl -y
choco install grep -y
choco install putty -y

The first official prerequisite is the kubernetes-cli, which can be installed through the
command in Listing 3-3.

Listing 3-3. Install script for kubectl
choco install kubernetes-cli -y

The other official requirement is azdata. While it can’t be installed through choco
currently, Microsoft is providing a permalink which makes it easy enough to automate its
installation as shown in Listing 3-4.

Listing 3-4. Install script for azdata

curl -o azdata.msi https://aka.ms/azdata-msi
msiexec /i azdata.msi /passive
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That’s it already for the official prerequisites. Despite of that, we’ll also install the
Azure command-line interface and Azure Data Studio through the code in Listing 3-5.
This will allow for a direct communication with Azure as well as for us to try out the
graphical deployment experience.

Listing 3-5. Install script for azure-cli and Azure Data Studio

choco install azure-cli -y
choco install azure-data-studio -y

Finally, let’s create a directory and download a backup file of the AdventureWorks2017
database so we have something to restore later using the commands in Listing 3-6.

Listing 3-6. Download script for AdventureWorks2017

mkdir C:\Files
curl -o C:\Files\AdventureWorks2017.bak https://github.com/Microsoft/sql-
server-samples/releases/download/adventureworks/AdventureWorks2017.bak

Depending on the platform that you'll be deploying to, some of these tools may not
be required. Given that they’re all rather lightweight, we’d recommend installing them
all anyway.

Tools on Ubuntu

If you prefer to deploy from an Ubuntu machine, you can do this using Ubuntu 16.04 or
Ubuntu 18.04. Ubuntu comes with its own package manager (apt) so there is no need for
Chocolatey or something similar. Before we can install the prerequisites though, we need
to make the Microsoft repository a trusted source using the code in Listing 3-7.

Listing 3-7. apt script for basic prerequisites

sudo apt-get update

sudo apt-get install gnupg ca-certificates curl wget software-properties-
common apt-transport-https lsb-release -y

curl -sL https://packages.microsoft.com/keys/microsoft.asc |

gpg --dearmor |

sudo tee /etc/apt/trusted.gpg.d/microsoft.asc.gpg > /dev/null
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Should you be using Ubuntu 16.04, run the code in Listing 3-8 to add the Microsoft
repository to the list of known sources for package installations.

Listing 3-8. apt script to add Microsoft repository (Ubuntu 16.04)

sudo add-apt-repository "$(wget -q0- https://packages.microsoft.com/config/
ubuntu/16.04/prod.list)"

If you’re on Ubuntu 18.04, use the code in Listing 3-9 instead.

Listing 3-9. apt script to add Microsoft repository (Ubuntu 18.04)

sudo add-apt-repository "$(wget -q0- https://packages.microsoft.com/config/
ubuntu/18.04/prod.list)"

Now we're ready to go ahead and install azdata, the Azure command-line interface,
and kubectl using the code from Listing 3-10.

Listing 3-10. apt script for azdata, azure-cli, and kubectl

sudo apt-get install -y azdata-cli
sudo apt-get install -y azure-cli
sudo apt-get install -y kubectl

That'’s it - your Ubuntu machine is ready to go to start a deployment.

If you want to use Azure Data Studio on Ubuntu as well, please follow the
instructions at https://docs.microsoft.com/en-us/sql/azure-data-studio/
download-azure-data-studio.

Getting Azure Data Studio Ready

One of the big strengths of Azure Data Studio is its extensibility, which makes it super
flexible and lightweight at the same time. This on the other hand means that we’ll need
to add and enable some extensions and configurations before we can use it for Azure
Arc-enabled data services. While this could mostly be done “on the fly,” we’'d suggest
getting everything in place so we can purely focus on the deployment afterward.

The first step is to install the Azure Arc extension. To do so, navigate to the extensions
tab as shown in Figure 3-2.
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-

@ File Edit View Help Welcome - Azure Dats Studio [Administrater] = =)

& Weicome X @

g the SOL Server Admin p...

ze them

ployment... Color theme

Make the editor and your code look the way you love

Exteqsions (Ct

arch commands from the Command Palette (Ctrl...

what's new in the latest release

i thly bleg posts each month showcasing our new features
Getting started

Cocumentation

Report issue or feature request
GitHub repository

Release notes

Follow us on
Keep up to d.

2 with how the community is using Azure Data Studio a...

Show welcome page on startup

Change SOL language provider &

Figure 3-2. Azure Data Studio - add extension

In the extensions tab, search for “arc” and click Install as shown in Figure 3-3.

@ File Edit View Help

EXTENSIONS: MARKETP.. Y ==

arc i

Azure Arc 050

Provides deployment and management c...

Microsoft [ Install |

Figure 3-3. Azure Arc extension installation
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Once the installation is done, Azure Data Studio requires a reload, which can be
triggered using the “Reload Required” button as shown in Figure 3-4.

@ File Edit View Help Extension: Azure Arc - Azure Data Studio [Administrator] - (m] x I
EXTENSIONS: MARKETP.. W == ' Extension: Azure Arc X m -
|are
' Azure Arc micosoftarc CEED
Azure Arc 050

Microsoft | Repesitory | License | v0.5.0

Provides deployment and management c...
Microsoft Reload Required o] Provides deployment and management capabilities for Azure Arc

Redgate SQL Search 020 B icose reiosd Agure Data Studio

Search across multiple databases
Redgate Please reload Azure Data Studio to enable this extension.

to enable this extension

Details Feature Contributions

Figure 3-4. Extension Azure Arc - Azure Data Studio

Note If you plan to use Azure Data Studio with Postgres, now might be a good
time to also install the Postgres extension. Just search for “postgres” in the
extensions tab like you’ve searched for “arc” and it will show up.

Next, we need to add an Azure account to Azure Data Studio. To do so, navigate to
the connections tab, expand the AZURE section, and select “Sign in to Azure...” as shown
in Figure 3-5.
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@ File Edit View Help Azure Data Studic [Administrator] = m] x —|
| Q I CONNECTIONS
SERVERS B RO
ouTPUT ERMINA ASKS SQL Tocls Service = E e *
 AZURE + O I
Sign in to Azure...

» SOL SERVER BIG DATA CLUSTERS
» AZURE ARC CONTROLLERS

Change SOL language provider & 0

Figure 3-5. Azure Data Studio - Add Connection

This will trigger a login dialog which will, after successfully signing in, confirm
that your account was added. Your Azure account should also show up in the Linked
accounts section in Azure Data Studio as shown in Figure 3-6.

Linked accounts

s AZURE R+

.. Microsoft Account <
100

Figure 3-6. Azure Account showing in Azure Data Studio
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Next, we need to enable Python in Azure Data Studio, and the easiest way to do so is

to open a new Notebook as shown in Figure 3-7.

@ File Edit View Help

Q New Query Ctrl+N
New File
New Notebook Alt+Windows+N
New Window Ctrl+Shift+N

Figure 3-7. Azure Data Studio - adding notebook

In this notebook, change the Kernel to “Python 3” as shown in Figure 3-8.

0 Notebook-0 X

-+ cell v > Runall Kerng\ SPL Attach to | Select Connection

SOL
PySpark
Spark | Scala
Spark | B
Python 3
POWETSHEn

- Text to add a code or text cell

Figure 3-8. Azure Data Studio - changing the Kernel

This will trigger the Python runtime configuration. We suggest a new Python
installation as also suggested by the wizard shown in Figure 3-9.
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Configure Python to run Python 3 kernel
Step 1
@ Configure Python Runtime

| The Python 3 kernel requires a Python runtime to be configured and dependencies to be
installed.

Installation Type
(@ New Python instaliation
() Use existing Python installation

Python Install Location

C:\Users\arc\azuredatastudio-python (Default) v

Browse

Figure 3-9. Configure Python in ADS

The installation can take a few minutes; once it has finished, you can see the kernel
of the notebook showing as “Python 3” (see Figure 3-10).

Kernel | Python 3 | Attach to

Figure 3-10. Azure Data Studio - Kernel

The last step is to install the “pandas” package. Navigate to the Python packages by
clicking the icon highlighted in Figure 3-11.

[ Notebook-0 @

-+ Cell v [> Runall :(ernei Attachto reU%s

Click on + Code or + Text to add a code or text cell

Figure 3-11. Azure Data Studio - installing pandas package
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In the “Manage Packages” tab, switch to “Add new’; search for pandas, and click
“Install” as illustrated in Figure 3-12.

Mahge Packages

Installed Add new

pandas |

Search

Package Name

pandas

Package Version

113 v

Package Summary

Powerful data structures for data analysis, time series, and statistics

Install

Figure 3-12. Azure Data Studio - managing packages

You may close this wizard. The installation status will show and confirm when it’s
done (see Figure 3-13).

PROBLEMS OUTPUT  TERMINAL  TASKS ~ X

I ~/ Installing pandas 1.1.3 succeeded 55770 AM - 5:57:51

+/ Installing Notebook dependencies succeeded ~ 552:45 AM - 5557

Figure 3-13. Status message in ADS for successful pandas installation

That’s it for Azure Data Studio - we have installed and configured everything we’'ll
need.
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Have a Resource Group in Azure

In Azure, we'll need a Resource Group to start with. This Resource Group will later
be used to store your Logs and Metrics when uploading them to the Azure Portal (see
Chapter 7). You can either create this through the portal or by simply running the
command in Listing 3-11.

Listing 3-11. azure-cli code to login
az login

This command will open a web browser asking you to sign into your Azure account.
Once you've signed in, the website will confirm this, the browser can be closed, and your
azure cli session is now authenticated. In case you have multiple subscriptions, make sure
to set the context to the correct subscription ID using the command from Listing 3-12.

Listing 3-12. azure-cli code to set the current subscription context
az account set -s <Subscription>

To create the Resource Group, run the code from Listing 3-13, replacing the group
name and location with suitable values for you. We will be using arcBook as our group’s
name and EastUS as our location throughout this book.

Listing 3-13. azure-cli code to create a Resource Group
az group create --name <groupname> --location <location>

Figure 3-14 is showing how the azure cli will confirm the creation of this Resource Group.

BE Administrator: Command Prompt — o *

:\Users\arc>az group create --name arcBook --location EastUS
iy

“id": "/subscriptions/ /resourceGroups/arcBook”,
"location™: "eastus”,
"managedBy”: null,
"name”: “arcBook”,
"properties”: {
"provisioningState”: "Succeeded”
}s
“tags": null,
“type": “Microsoft.Resources/resourceGroups”

IC:\Usersharcy

Figure 3-14. Resource Group creation confirmation
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As we've just created an empty Resource Group so far, this is not resulting in any
charges in Azure yet.

Get a Kubernetes Cluster Ready

Given that - apart from the hardware - Kubernetes is the base layer of every Azure Arc-
enabled data services deployment, you will, of course, also need at least one Kubernetes
cluster to deploy to. Without going into too much detail, we will be showing you how to
either deploy a cluster using Azure Kubernetes Services (a managed Kubernetes service
in Azure) or kubeadm (a self-installed Kubernetes flavor running on Linux), and it is
again your choice if you follow along for both or just one of these options. These are by
far not the only options (see Chapter 2 for a list of supported options) - in the end, the
whole idea of Azure Arc-enabled data services is to be able to deploy services to any
infrastructure in any cloud - but we want to provide you two easy options to get started.
The deployment process explained in the following chapters is the same regardless of
which target platform you choose.

Azure Kubernetes Service (AKS)

Just like our Resource Group, we will create our AKS cluster using the command-line
interface, using the command in Listing 3-14. Using AKS as your deployment target
might seem a bit pointless at first: the core reason to use Azure Arc-enabled data services
is to deploy Azure Services outside of Azure and to link those non-Azure resources back
into Azure. One of the reasons for this kind of deployment would be that you could easily
move between different cloud providers this way. Even more important for our use

case is the fact though that this allows you to deploy your first Azure Arc-Enabled Data
Controller without having to worry about infrastructure or having to manage your own
Kubernetes cluster.

Listing 3-14. azure-cli code to create a new AKS cluster

az aks create --name arcaks --resource-group arcBook --generate-ssh-keys
--node-vm-size Standard D8s v3 --node-count 2

This command will create a two-node cluster in the arcBook Resource Group.
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Note The size of the cluster and its underlying VMs is just a recommendation
that works well with the demo data being used in this book. Depending on your
requirements, you may have to size the cluster differently (see Chapter 2 for more
guidance).

To be able to interact with this cluster using kubectl, we need to get its credentials
which can also be retrieved through the CLI using the command from Listing 3-15.

Listing 3-15. azure-cli code to retrieve the credentials for an AKS cluster

az aks get-credentials --overwrite-existing --name arcaks --resource-group
arcBook --admin

Once that is done (it should only take a second), we can verify the connectivity to the
cluster by running a simple command like the one in Listing 3-16.

Listing 3-16. List all Kubernetes namespaces in current Kubernetes context
kubectl get namespace

The result should look similar to the output shown in Figure 3-15.

ic:\windows\system32>kubectl get namespace

jNANE STATUS AGE

idefault Active 111s
kube-node-lease Active 114s
lkube-public Active 114s
:kube—system Active 114s

Figure 3-15. Output of kubectl

Your cluster is now ready for your deployment.

Note Unlike with many other cloud services, you will be charged for this AKS
cluster even when not using it, so make sure to at least stop your cluster while it’s
not in use!
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If you no longer need your cluster, make sure to delete it using the command in
Listing 3-17.

Listing 3-17. azure-cli code to delete an AKS cluster

az aks delete --name arcaks --resource-group arcBook

kubeadm on Ubuntu

If you plan to deploy your Arc instances on-premises or on VMs, one option would be
kubeadm. While this requires a few steps, we've prepared a simple script for you to get
you up and running with a simple single-node cluster.

You will need an Ubuntu 16.04 or 18.04 machine with at least 100GB of disk space,
four cores, and 32GB of RAM. On this machine, run the script from Listing 3-18.

Listing 3-18. Code to download and execute a single-cluster deployment script

wget -q -0 deploy_kubeadm.sh https://bookmark.ws/ClusterScript
chmod +x deploy kubeadm.sh
./deploy_kubeadm.sh

This script will download and execute the deployment scripts. Once it has finished,
you can verify your cluster connectivity just as with the AKS cluster using a simple
kubectl command (see Listing 3-16).

The output should again look similar to the one in Figure 3-16.

arc@arcLinux:~$ kubectl get namespace

NAME STATUS AGE
default Active S4s
kube-node-lease Active S5és
kube-public Active 5és
kube-system Active 56s
local-storage - Active 50s

Figure 3-16. Output of kubectl

If you want to access this cluster from a Windows client, the easiest way to do so is
to simply copy the configuration file from Ubuntu to Windows. This can be achieved as
shown in Listing 3-19; simply replace the username and IP address.
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Listing 3-19. Script to copy the Kubernetes config from another machine using
pscp

mkdir C:\Users\<user>\.kube
pscp -P 22 <user>@<LinuxIP>:/home/<user>/.kube/config C:\Users\<user>\.kube

Note If you already have an existing Kubernetes configuration in this location,
this will be overwritten using this command. In this case, you should rather
merge those configurations; see https://kubernetes.io/docs/concepts/
configuration/organize-cluster-access-kubeconfig/.

Test the basic connectivity again with the same code from Listing 3-16; you should
once again see an output similar to the one in Figure 3-17.

C:\Users\arc>kubectl get namespace

INAME STATUS AGE
!default Active 13m
ikube-node-lease Active 13m
kube-public Active 13m
kube-system Active 13m
Ilocal-storage Active 13m

Figure 3-17. Output of kubectl

You're all set - your cluster is ready for deployment!

Summary and Key Takeaways

In this chapter, we’ve guided you through the requirements to be fulfilled before starting
a deployment of Arc-enabled data services. Now that you're ready, the next chapter will
be about exactly that: deploying your first Data Controller.
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CHAPTER 4

Deploying a Data
Controller

In the previous chapter, we've made sure that you've got your system and the required
tools in place; now it’s time to deploy an Azure Arc-Enabled Data Controller within your
Kubernetes cluster.

Get Your Kubernetes Settings Right

If you are using multiple Kubernetes clusters, make sure your current context - which is
basically the active Kubernetes cluster configuration - is looking at the right one.
First, get a list of available contexts using Listing 4-1.

Listing 4-1. Retrieve Kubernetes contexts in current configuration
kubectl config view -o jsonpath="{.contexts[*].name}

Then, check if your current context is the one you're targeting with your deployment
using Listing 4-2.

Listing 4-2. Retrieve active Kubernetes context
kubectl config current-context

Our example output in Figure 4-1 shows that we have two contexts available - one
for each of the clusters we built together in the previous chapter, arcaks-admin and
kubernetes-admin@kubernetes (which is our kubeadm deployment) - arcaks-admin
being the active context.
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Administrator: Command Prompt = O X

C:\Users\arc>kubectl config view -o jsonpath={.contexts[*].name}
arcaks-admin kubernetes-admin@kubernetes

C:\Users\arc>kubectl config current-context

arcaks-admin

C:\Users\arc>_,

Figure 4-1. Output example

We will be starting with a deployment against our local VM-based kubeadm cluster,
so we'll switch our Kubernetes context using the code from Listing 4-3.

Listing 4-3. Change Kubernetes context
kubectl config use-context kubernetes-admin@kubernetes

kubectl will confirm the new context as shown in Figure 4-2.
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C:\Users\arc>kubectl config view -0 jsonpath={.contexts[*].name}
arcaks-admin kubernetes-admin@kubernetes

C:\Users\arc>kubectl config current-context

arcaks-admin

C:\Users\arc>kubectl config use-context kubernetes-admin@kubernetes
Switched to context "kubernetes-admin@kubernetes”.

C:\Users\arc>

Figure 4-2. kubectl context confirmation

Now that we are connected to the correct cluster, we will need to figure out which
Storage Classes are available within the cluster, as this information is required later on
during the deployment, even if there is just one Storage Class. The Storage Classes can be
listed using the command in Listing 4-4.

Listing 4-4. Retrieve list of Storage Classes in current Kubernetes context
kubectl get storageclass

In our example, there is only one class - local-storage - as shown in Figure 4-3.
This Storage Class is created by the single VM deployment script, and that is also marked
as the default Storage Class (see Chapter 1 again for more details on default Storage
Class). Using a single virtual machine with just local storage is obviously only viable for
testing and demo purposes as it wouldn'’t provide any redundancy or high availability.
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B Administrator: Command Prompt - o %

L :\Users\arc>kubectl get storageclass
AME PROVISIONER RECLAIMPOLICY  VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION  AGE
local-storage (default) kubernetes.io/no-provisicner Delete WaitForFirstConsumer false 93m

C:\Users\arcra

Figure 4-3. List of Storage Classes

Write this information down or memorize it. In case you are working on a cluster
with multiple Storage Classes available and start thinking which Storage Class you want
to use for your cluster, you can use different Storage Classes for Kubernetes logs, data
and database logs.

Deployment Through the Command Line

As we've introduced in Chapter 2, all deployments around Azure Arc-enabled data
services are controlled through a tool called azdata. Even graphical installations from
Azure Data Studio simply call azdata in the background, which is why we'll start with the
command line-driven approach. You may be familiar with azdata if you've, for example,
worked with SQL Server Big Data Clusters before which use the same tool for their
deployments.

A deployment command could, for example, look like Listing 4-5.

Listing 4-5. azdata command to create a Data Controller

azdata arc dc create
--connectivity-mode Indirect
--name arc-dc-local

--namespace arc

--subscription <Subscription ID>
--resource-group arcBook
--location eastus
--storage-class local-storage
--profile-name azure-arc-kubeadm

70



CHAPTER 4  DEPLOYING A DATA CONTROLLER

This would trigger a Data Controller to be deployed in the current Kubernetes
context in indirect mode; the name of the arc cluster would be “arc-dc-local” and the
namespace in Kubernetes would be “arc”. The subscription ID would need to be replaced
with your Azure subscription ID. The deployment would be linked to our Resource
Group “arcBook” in the “East US” region (although the deployment won’t show up in the
portal until you first upload metrics and/or logs - see Chapter 7 for more details), and it
would use the “local-storage” storage class.

As the last parameter, we are providing a deployment profile name, in our case
“azure-arc-kubeadm” azdata comes with a handful of preconfigured profiles to make it
easy to deploy to different versions of Kubernetes. The list of currently provided profiles
can be retrieved using the command in Listing 4-6.

Listing 4-6. Retrieve list of configuration profiles for arc Data Controllers
azdata arc dc config list

This command will return the list of supported options as shown in Figure 4-4. Every
option will have a preset but adjustable configuration for the specific environment such
as storage, security, and network integrations.

B8 Administrator: Command Prompt - O X

C:\Users\arc>azdata arc dc config list

[
"azure-arc-ake"”,
“azure-arc-aks-default-storage”,
“azure-arc-aks-hci”,
“azure-arc-aks-premium-storage”,
"azure-arc-azure-openshift”,
"azure-arc-eks”,
"azure-arc-gke",
"azure-arc-kubeadm”,
"azure-arc-openshift”

]

C:\Users\arc>,

v

Figure 4-4. List of configuration profiles for arc Data Controllers

Should your desired platform either not be on the list or if you need changes to the
profile’s default, you can also start by creating a custom configuration using the code
from Listing 4-7.
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Listing 4-7. azdata command to initialize a custom configuration
azdata arc dc config init -p customconfig

This will create a file called control.json in a directory called “customconfig” The file
looks similar to what we find in Listing 4-8 and can be used to control every configurable
parameter of your Data Controller deployment.

Listing 4-8. Sample “control.json” file

"apiVersion": "arcdata.microsoft.com/vialpha1",

"kind": "datacontroller",
"metadata": {

“name": "datacontroller”
})
"spec": {

"credentials": {

"serviceAccount": "sa-mssql-controller",

"controllerAdmin": "controller-login-secret",
"dockerRegistry": "mssql-private-registry"
}’
"docker": {
"registry": "mcr.microsoft.com",
"repository": "arcdata",
"imageTag": "public-preview-sep-2020",
"imagePullPolicy": "Always"
}J
"storage": {
"data": {
"className": "",
"size": "15Gi",
"accessMode": "ReadWriteOnce"
})
"logs": {
"className": "",

"size": "10Gi",
"accessMode": "ReadWriteOnce"
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})

"security": {
"allowRunAsRoot": false,
"allowDumps": true,
"allowNodeMetricsCollection": true,
"allowPodMetricsCollection": true

}J
"services": [

{

"name": "controller",
"serviceType": "NodePort",
"port": 30080
})
{
"name": "serviceProxy",
"serviceType": "NodePort",
"port": 30777
}
])
"settings": {

"controller": {
"enableBilling": "True",
"logs.rotation.size": "5000",
"logs.rotation.days": "7"

}J

"ElasticSearch": {
"vm.max_map_count": "-1"

}

}

DEPLOYING A DATA CONTROLLER

If you want to deploy using a custom configuration rather than using a preconfigured

profile, you can pass the -p parameter instead of the profile name to azdata as shown

in Listing 4-9.
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Listing 4-9. azdata command to create a Data Controller using a custom config

azdata arc dc create --connectivity-mode Indirect -n arc-dc-local -ns
arc -s <Subscription> -g arcBook -1 eastus -p PATH

Whichever way you choose, azdata will first ask you for the username and password
to be used (potentially also to accept the license agreement) and then start with the
deployment process. The duration of the process will depend on your target machine’s
performance and Internet connection, and when done, the output should look similar to
what we see in Figure 4-5.

B Administrator: Command Prompt — o %

:\Users\arcrazdata arc dc create --connectivity-mode Indirect -n arc-dc-local -ns arc -s
- - ge --profile-name azure-arc-kubeadm

pata controller password:

Pata contreller username:arcadmin
[Confirm Data controller password:

peploying data controller

MOTE: Data controller creation can take a significant amount of time depending on
konfiguration, network speed, and the number of nodes in the cluster.

pata controller endpoint is available atI https://192.168.1.4:3600880
3 out of 9 resources are ready.
3 out of 9 resources are ready.
P out of 9 resources are ready.
pData contreller successfully deployed.

C:\Usersharcs,

Figure 4-5. Output of a Data Controller deployment
If you want to avoid being prompted for EULA, username, and password, you can
also provide them in three environment variables:
e ACCEPT_EULA - set this to “Y".

e AZDATA_USERNAME - the username to be used, for example,
arcadmin.

e AZDATA_PASSWORD - a strong password of your choice.

This would make azdata use those values instead of interactively prompting you.
If you want to monitor the deployment on the Kubernetes end, you can run the
kubectl command in Listing 4-10 to follow the progress.
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Listing 4-10. Monitor deployment status using kubectl
kubectl get pods -n arc --watch

Using the --watch switch, the output will keep updating whenever the status or
number of ready containers in a pod changes. The output will look like Figure 4-6 and
will constantly update when a pod’s status changes.

ic:\Users\arc>kubect1 get pods -n arc --watch

INAME READY STATUS RESTARTS AGE
lbootstrapper-76mnz 171 Running %] 495
[control-jcjgb e/2 ContainerCreating © 19s
Eontroldb-e e/2 ContainerCreating © 19s

Figure 4-6. Output of Listing 4-10

Once the deployment has finished, you can log into your cluster using the command
in Listing 4-11. If you didn’t provide the environment variables for the username and
password, you will be prompted for them.

Listing 4-11. azdata command to log into a controller
azdata login -ns arc

Logged in to your cluster, you can use azdata to retrieve the controller’s endpoints
using Listing 4-12.

Listing 4-12. azdata command to retrieve a list of endpoints
azdata arc dc endpoint list -o table

This will show you the four endpoints that we can later on use to connect to, manage,
and monitor our cluster, similar to the output in Figure 4-7.
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-

C:\Users\arc>azdata login -ns arc -u arcadmin

Password:

Logged in successfully to “https://192.168.1.4:30080  in namespace "arc . d&tting active
context to “arc.

C:\Users\arc>azdata arc dc endpoint list -o table

Pescription Endpoint Name Protocol
lanagement Proxy https://192.168.1.4:30777 mgmtproxy  https
Log Search Dashboard https://192.168.1.4:30777/kibana  logsui https
letrics Dashboard https://192.168.1.4:30777/grafana metricsui  https
Cluster Management Service https://192.168.1.4:30088 controller https

C:\Users\arc>

1€

Figure 4-7. List of Data Controller endpoints

Your first Data Controller is now ready, and we’ll show you in the upcoming chapters
how you can start using it by deploying data instances to it!

Deployment Through Azure Data Studio

If you prefer a GUI-driven approach, you can use Azure Data Studio for that.

Note If you are using NodePort service type, you need to ensure that each Data
Controller has different port numbers in the control.json file before deployment.
You can’t have more than one Data Controller on the same Kubernetes cluster
using the same NodePort port numbers as they would have a conflict about the
endpoint’s ports!

Let’s begin the process of deploying a Data Controller in Azure Data Studio. You can
do that by navigating to the AZURE ARC CONTROLLERS section on the connections tab
and click “+” as shown in Figure 4-8.
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@ File Edit View Help
Q CONNECTIONS

> SERVERS
> AZURE
> SQL SERVER BIG DATA CLUSTERS

~ AZURE ARC CONTROLLERS o

No Azure Arc controllers registered.

Learn More

Connect Controller

Figure 4-8. Start Arc Controller deployment wizard

The wizard will double-check that the required tools have been installed in the

correct version as shown in Figure 4-9.

Select the deployment options

]
= Azure Arc data controller

(preview)

Creates an Azure Arc data controller
Options l'
Required tools |
Toa Description Status Version Required Version | Discoverad Path or Additional Infarmation '

. . 1

kubect Runs commands against Kubemates clusters rstalied 1191 Ch\ProgramDatalchocolatey\bin\kubectiexns
Azure Data CLI Azure Data command line interface nstalied 2021 202.0 CAProgram Files (xBE\Micresoft SDKs\Azdata\CLIwbin\azdata.cmd

Figure 4-9. Arc Controller deployment wizard - select deployment options

In the next step (Figure 4-10), you will set the Kubernetes context to be used for this
deployment.
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Create Azure Arc data controller

Step 1

@ Select from existing Kubernetes clusters
Kube config file path * ChUsers\arc\kube\cenlig Browse
o T (O arcaks-admin
* slaid (@ kubernetes-admin@kubernetes

Figure 4-10. Arc Controller deployment wizard - Step 1

This is followed by the configuration profile to be used as shown in Figure 4-11.

Create Azure Arc data controller

Step 2

o Choose the config profile

N

azure-arc-ake
Config profile * ()

(O azure-arc-aks-default-storage
@ () azure-arc-aks-premium-storage

(O azure-arc-aks-hci

(O azure-arc-azure-openshift

(O azucearc ok
(@ azure-arc-kubeadm
(O azure-arc-openshift

Figure 4-11. Arc Controller deployment wizard - Step 2
78



The third step, which is shown in Figure 4-12, will ask for the configuration to be
used for deployment. This consists of your Azure account, subscription, and Resource
Group as well as the namespace to be used within Kubernetes, the name of the Data
Controller to make it recognizable in the Azure Portal, the Storage Class, and Azure

CHAPTER 4  DEPLOYING A DATA CONTROLLER

Location, and also a username as well as the password for this controller.

Create Azure Arc data controller

Step 3

o Provide details to create Azure Arc data controller

4 Project details

all your resources.

Azure Account *

Sign in... Refresh

Subscription *

Resource Group *

4 Data controller details

o Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage

I - - *]

| arcBook v l

Provide an Azure region and a name for your Azure Arc data controller, This name will be used to identify your Arc location

for remote management and monitoring.

Data controller namespace *

Data controller name *

Storage Class * @

Location *

4 Administrator account

Data controller login *

Password *

Confirm password *

E |

| arc-dc l
| ocal-storage - ]
| East US v ]
| arcadmin ‘

Figure 4-12. Arc Controller deployment wizard - Step 3
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The final step, Step 4, will simply provide you a summary of your chosen settings as
shown in Figure 4-13.

Step d

Review your configuration [y
Alure ArC data controlier Estimated cost per month
by Micresoft Free

| Privacy potiey
4 Terms

By chcking "Script to notebook’, | (a) agree to the legal terms and privacy state
autho crosoft to bill ry cu
subscriptlion; and () agree that Micn
billing and ether transactions! ac

nt{s) associated with the Marketplace offering(s) I'sted above; (b)

+ Kubernetes
Kube config file path
Cluster cortest
Config profile

Usermame

4 Azure

Data controller namespace arc

Data controlier narme are-ge

Subscription MVP Spansorship (S2cc4509-95¢a-4935-85¢1-15450250¢500)
Rescurce group arcBook

Lecation East s

Previous Scriph o nolebook

Figure 4-13. Arc Controller deployment wizard - Step 4

You can confirm these settings using the “Script to notebook” button at the bottom,
which will create a Python-based Jupyter Notebook which can be executed using the
“Run all” button (see Figure 4-14).
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(11 deploy.arc.data.controller X [}

} -+ Cell v} > Runall Kernel Attach to | localhost

Figure 4-14. Run all button for a Jupyter Notebook in Azure Data Studio

While the notebook is running, take a closer look at its steps and you will see that
it follows the exact same steps (from setting the context in Kubernetes to running the
azdata command), meaning we can expect the same result in the same time.

Once the notebook execution has finished, you will once again see the new
controller’s management endpoint as in Figure 4-15.

Login to the Data Controller. [}

# Login to the Data Controller.

#

run_command(f'azdata login --namespace {arc_data_controller_namespace}')

- r:EZ.lE?.:,é:E??E?‘I;n namespace ‘arc'. Setting actiwve context to ‘arc’

oI —-namESpaCE are

Figure 4-15. Output of successful deployment notebook in Azure Data Studio

In Azure Data Studio, we can also add the controller so it can be managed from here.
To do so, click the “Connect Controller” button as shown in Figure 4-16.
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CONNECTIONS

> SERVERS

> AZURE

> SQL SERVER BIG DATA CLUSTERS

“ AZURE ARC CONTROLLERS +

No Azure Arc controllers registered.
Learn More

| Connect Controller ,

Figure 4-16. Add Arc Controller to Azure Data Studio

=

This will trigger a dialog that requires your controller’s management endpoint as well
as your credentials (see Figure 4-17).

Connect to Existing Controller

Controller URL *

[ httpy//192.168.1.4:30080 l

Name

[ arc-kubeadm l

Username *

l arcadmin l

Password *

Remember Password

Figure 4-17. Add Arc Controller to Azure Data Studio - connection details

Once you've provided these settings and added the controller, it will show up in ADS
(see Figure 4-18).
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CONNECTIONS

> SERVERS

> AZURE

> SQL SERVER BIG DATA CLUSTERS

~ AZURE ARC CONTROLLERS + &
> B arc-kubeadm (https://192.168.14....

=

Figure 4-18. Arc Data Controller showing in Azure Data Studio

If you right-click the controller and select “manage’, the controller’s settings will
be shown.

On the settings page, you will once again see its endpoint, namespace, and so on. An
example can be seen in Figure 4-19.

Azure Arc Data Controller Dashboard (Preview) - arc-kubeadm X

- New Instance () Refresh (7] Cpen in Azure Portal £® Troubleshoot

p : arcBook

nt : httpsy/192.168.1.4:30080

Azure Arc Resources

Name Type State

Figure 4-19. Arc Data Controller management page in Azure Data Studio

You have now deployed an Arc Data Controller through Azure Data Studio and
added it to the inventory that can be managed from Azure Data Studio.

Summary and Key Takeaways

This chapter got us another big step closer to working with our first instance of Azure
Arc-enabled Data Services by deploying a Data Controller through either the command
line or Azure Data Studio.

Now, let’s bridge the last gap to get ready doing something useful with our Azure
Arc-enabled Data Services deployment in the next chapter by deploying a SQL Managed
Instance into our cluster.
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Deploying an Azure
Arc-Enabled SQL
Managed Instance

With our Data Controller ready and waiting, we can now go ahead and start deploying a
first database instance so we can start working with our Arc instance.

Similar to the deployment of the Data Controller, we can either use the command
line and azdata directly or use a wizard in Azure Data Studio for this.

Deployment Through the Command Line

To deploy directly through azdata, we first need to log into our cluster again, as shown
in Listing 5-1.

Listing 5-1. azdata command to log in to your Data Controller

azdata login -ns arc -u arcadmin

A new Managed Instance can be deployed through a simple azdata command like
the one in Listing 5-2. The only required parameter is the name of the instance.

Listing 5-2. azdata command to create a new SQL Managed Instance
azdata arc sql mi create --name arc-mi-01

If you want to modify settings like storage though, this can be controlled through
command-line switches as in Listing 5-3.
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Listing 5-3. azdata command to create a new SQL Managed Instance with
parameters

azdata arc sql mi create --name arc-mi-01 --storage-class local-storage
--storage-class-data local-storage --storage-class-data-logs local-storage

azdata will prompt you for a password unless you provided it through the AZDATA _
PASSWORD environment variable and then proceed with the deployment as shown in
Figure 5-1.

arc@arcLinux:~$ azda
Arc SQL managed i username:admin
Arc SOL managed i assword:
Confirm Arc 5QL managed instance password:
arc-mi-0l1 is Ready

arc 3gl mi create -n arc-mi-0l -scl local-storage -scd local-storage -scdl local-storage

Figure 5-1. Output of SQL MI deployment command

Once the deployment - which should only take a few minutes - has completed,
we can run a quick azdata command to list all our instances - which is just this one for

now - as shown in Listing 5-4.

Listing 5-4. azdata command to list all SQL MIs in the current controller
azdata arc sql mi list

The output (similar to Figure 5-2) will include the instance’s endpoint, name, state,
and its number of replicas.

arc@arcLinux:~$ azdata arc sgl mi list
ExternalEndpoint Name Replicas State

Figure 5-2. List of SQL Managed Instances in the current controller

If we refresh our Data Controller management page in Azure Data Studio as shown
in Figure 5-3, the instance will also show up.
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Azure Arc Data Controller Dashboard (Preview) - arc-kubeadm X

- New Instance | (7 Openin Azure Fortal | /@ Troubleshaot
e - are-de Group : arcBeok
Region : EastUS D
T Azure Arc Data Controller aint : hittpsy192.168.1.4:30080
rect 2 Indirect
Azure Arc Resources
Type State
SQL managed instance - Azure Arc Ready

Figure 5-3. Arc Data Controller management page in ADS

When clicking the instance, we will be led to the instance’s dashboard which will
once again show its endpoint, status, and so on as displayed in Figure 5-4. The External
Endpoint shown would also be the endpoint you'd use to connect to this instance using
any application including Azure Data Studio or SQL Server Management Studio.

o : arcBeok Status : Ready
1o arc-de East US

e admin : admin

¢ |192.168.1.4:31178
Service endpoints
MName Endpoint Description
Kibana Dashboard https://192.168.1.4:30777 /kibana/app/kibana#/discover?_a={query:(language:kuery,querykubernet  Dashboard for viewing logs
Grafana Dashbeard https://192.168.1.4:30777/grafana/d/40G72HnGk/sgl-managed-instance-metricsivar-hostname=arc ~ Dashboard for viewing metrics
Databases
Name Status
master Online
model QOnline
msdb Online
tempdb Qnline

Figure 5-4. SQL MI management page in ADS

Instead of using azdata or Azure Data Studio, you could also look at the pods that
have been deployed using kubectl as shown in Listing 5-5.

Listing 5-5. kubectl command to delete a PVC

kubectl get pods -n <Namespace>
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Deployment Through Azure Data Studio

Azure Data Studio can also be used to run a full deployment. On a Data Controller’s
dashboard, we can find a button “New Instance” (see Figure 5-5).

Azure Arc Data Controller Dashboard (Preview) - arc-kubeadm X

-+ New Instance | () Refresh | Open in Azure Portal 2 Troubleshoot

Figure 5-5. New Instance deployment button in Azure Data Studio

This triggers another wizard which will first ask us what kind of an instance we want
to create. Pick a SQL managed instance as illustrated in Figure 5-6 and accept the terms.

L)
a’ Azure SQL managed instance - ET!) PostgreSQL Hyperscale server
&5 Azure Arc (preview) G8E  groups - Azure Arc (preview)
Managed SQL Instance service for app Deploy PostgreSOL Hyperscale server
developers in a customer-managed groups into an Azure Arc environment
environment
1 accept Microsoft Privacy Statement and Azure SQL managed instance - Azure Arc terms and conditions. *
Options
Required tools
Tool Description Status Version Required Version | Discovered Path or Additional Information
kubect Runs commands against Kubernetes clusters Installed 1191 CAProgramDatachocolatey\binkubect|ene
Azure Data CLI | Azure Data command line interface Instalied 2021 2020 C\Program Files (x86)\Microsoft SDKs\Azdata\CLI\wbin\azdata.cmd

Figure 5-6. Instance deployment wizard in ADS

The following screen will show us the configuration options like Storage Classes for
each data type, CPU, and memory request and limits for this instance (see Figure 5-7).
If needed, as introduced in Chapter 2, you could assign different Storage Classes for logs,
data and data base logs (transaction logs).
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Deploy Azure SQL managed instance - Azure Arc (preview)

Step 1

@ Provide Azure SQL managed instance parameters

4 SQL Connection information

Target Azure Arc Controller * | arc-kubeadm (https://192.168.1.4:30080) v |
Instance name * () | arc-mi-ads |
Username * (D I admin |
Password * l nananne I
Confirm password * l seennane |

4 SQL Instance settings

Storage Class (Data) * | local-starage - ‘

Storage Class (Logs) * @ l local-storage - l

Cores Request |

Cores Limit ®

Memory Request @ I |

Memory Limit @

Figure 5-7. Parameters for SQL MI deployment in Azure Data Studio

Completing this page will generate another notebook (just like when we created the
Data Controller) which can be run using the “Run all” button as shown in Figure 5-8.
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-+ cell ~ |> Runall Kernel | Python 3 Attach to Llic_amggt_

BY Microsoft

Create SQL managed instance - Azure Arc on an existing Azure Arc Data Controller
This notebook walks through the process of creating a SQL managed instance - Azure Arc on an existing Azure Arc Data Controller.

* Follow the instructions in the Prerequisites cell to install the tools if not already installed.
* Make sure you have the target Azure Arc Data Controller already created.

Please press the "Run All" button to run the notebook
Figure 5-8. “Run all” button to trigger SQL MI deployment

While the deployment is running, we can see the instance being created when
refreshing the Data Controller’s status page (see Figure 5-9).

Name Type State
§ arc-mi-01 SQL managed instance - Azure Arc Ready
b arc-mi-ads [} SQL managed instance - Azure Arc

Figure 5-9. New SQL MI showing as “Creating” in Azure Data Studio

Alternatively, we can also monitor the progress using kubectl again (see Figure 5-10).

C:\Users\arc>kubectl get pﬂgs -n arc

NAME READY STATUS RESTARTS AGE
arc-mi-01-0 3/3 Running @ 29m
rc-mi-ads-o 2/3 Running @ 775
ontrol-f4dc8 2/2 Running © 44m
ontroldb-@ 2/2 Running © 44m
ontrolwd-jgfls /3 Running © 43m
ogsdb-© 171 Running @© 42m
ogsui-pwcwt 1/1 Running @ 42m
etricsdb-0 1/1 Running © 42m
etricsdc-8jsjl 1/1 Running @ 42m
etricsui-chcnqg Ay Running @© 42m
gmtproxy-zcrs5c 2/2 Running @ 42m

Figure 5-10. Output of Kubernetes pod list

Once the deployment completes, the instance is ready for use.
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Getting Data into Your Database

If you want to restore an existing database in your instance, the first step in most cases
is to copy this database’s backup into your container - or rather onto the storage behind
your container. Since Arc SQL Managed Instance is the lift and shift version of SQL
Server, to get data into an Arc SQL Managed Instance, you can simply use a standard
SQL Server backup.

Copying Backup Files into Your Instance

As so often, there are multiple ways of getting your backup files into your Arc SQL
Managed Instance, and we’ll again give you some options. If you have a backup file that
can be downloaded using HTTP, you can use kubectl to trigger a download with wget in
your container (see Listing 5-6).

Listing 5-6. Code to download a file using wget within a container

kubectl exec arc-mi-01-0 -n arc -c arc-sqlmi -- wget https://github.
com/Microsoft/sql-server-samples/releases/download/adventureworks/
AdventureWorks2019.bak -0 /var/opt/mssql/data/AdventureWorks2019.bak

If you have alocal backup file on the other hand, you can also use kubectl to copy
this file to the container as shown in Listing 5-7.

Listing 5-7. Code to copy a local file to a container

kubectl cp c:\files\AdventureWorks2017.bak arc/arc-mi-01-0:var/opt/mssql/
data/AdventurelWorks2017.bak -c arc-sqlmi

Both techniques lead to the backup file sitting in your container. Make sure that there
is enough disk space in the container and delete the backup file when you're finished.
It usually depends on where your backup is originally coming from to make a decision
which one makes more sense for you.
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Restoring Backup Files in Your Instance

If you want to restore from the command line, you could either use a tool like sqlcmd
directly from your client or use kubectl once again to run sqlcmd directly on the SQL
Instance as shown in Listing 5-8.

Listing 5-8. Code to run sqlcmd within a container to restore a database from
backup

kubectl exec arc-mi-01-0 -n arc -c arc-sqlmi -- /opt/mssql-tools/
bin/sqlcmd -S localhost -U admin -P "P@ssword" -Q "RESTORE DATABASE
[AdventurelWorks2019] FROM DISK = N'/var/opt/mssql/data/AdventureWorks2019.
bak' WITH FILE = 1, MOVE N'AdventureWorks2017' TO N'/var/opt/mssql/data/
AdventureWorks2019.mdf', MOVE N'AdventureWorks2017 log' TO N'/var/opt/
mssql/data-log/AdventureWorks2019 log.ldf', NOUNLOAD, STATS = 5"

Another option would be to connect to the instance in Azure Data Studio and use the
restore wizard.

Note When connecting to a SQL Server with a different port, when copying the
endpoint, make sure to use a comma to separate the IP address and the port.

As shown in Figure 5-11, when connecting to a SQL Instance, there is a button
“Restore”.

B 192.168.1.4,31178 X

Home > 192.168.1.431178

« .= New Query El New Notebook G Restore O Refresh (i) Learn More

Figure 5-11. Button to start the database restore wizard in Azure Data Studio

This button triggers the restore wizard. Select the file that we've previously copied as
shown in Figure 5-12.
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Restore database - 192.168.1.4,31178

General Files Options
Seurce
Restore from | Backup e = |
|
Bascieup file path | | FrarfoptimssaiidataAdventuneWorks 201 7.0ak I -
1 |
Datacase | AgvantureWorks2T |
Destiration
Targe: database AgdvantureWorks2d1T -
Restone to The bt backup taien (Friday, October 27, 2017 2:35:38 PM)
Restone plan

Bacioup sets 1o restone

Re..  MName Type Component | Server Catabase Postion First LSN LastLSN Full LSN Chegkpoin... | Start Date | Finigh Date | Size User Name | Bxpintion 1d

o Adventure.. Database  |Ful BARBKESSZ.. Adventure.. |1 350000021... 390000021 |0 390000021 | 1027/201- 1027201.. 216090624 REDMOND...

Figure 5-12. Restore wizard

When refreshing the connection, we can see in Figure 5-13 that both databases are

v [ 192.168.1.431178, <default> (admin)
v @ Databases

> 8 System Databases
> W AdventureWorks2017
> @ AdventureWorks2019

> B Security

now showing.

? Server Objects

Figure 5-13. Databases showing in ADS after restoring

One other option would of course also be to restore the database from an Azure Blob
Storage using the RESTORE FROM URL command. What you could do in addition to that
would be to add another Persistent Volume that can be an external share or a dedicated
backup disk, which especially makes sense for larger backup and restore operations
without bloating the containers storage or having to copy backups around.
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Removing a Deployed Managed Instance

If you want to remove an existing deployed Managed Instance, you can do so through its
management page in Azure Data Studio as shown in Figure 5-14.

SQL managed instance - Azure Arc Dashboard (Preview) - arc-mi-ads X

«| T Delete |C) Refresh | Open in Azure Portal

Figure 5-14. Delete button for an existing SQL MI in ADS

Before the instance gets deleted, you will be prompted and asked to confirm by
typing the name of the instance (see Figure 5-15).

Warning! Deleting an instance is permanent and cannot be undone. To delete the instance ‘arc-mi-ads’
type the name ‘arc-mi-ads’ below to proceed.

arc-mi-ads

Press 'Enter’ to confirm your input or 'Escape’ to cancel

Figure 5-15. Confirmation dialog to delete an existing SQL MI in ADS
Alternatively, you can use another azdata command as shown in Listing 5-9.

Listing 5-9. azdata command to delete an existing SQL MI
azdata arc sql mi delete -n <InstanceName>

This will be confirmed shortly after with a message similar to the one in Figure 5-16.

C:\Users\arc>azdata arc sql mi delete -n arc-mi-@1
Deleted arc-mi-81 from namespace arc

Figure 5-16. Output of delete command for an existing SQL MI

Note When deleting an instance through azdata, there is no additional prompt or
warning.
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When deleting an instance, this will only remove its pods but not the storage
(Persisted Volume Claims) that was used by the instance. To delete those as well, we
must first identify the affected PVCs using kubectl as shown in Listing 5-10.

Listing 5-10. kubectl command to list the PVCs of an instance
kubectl get pvc -n <Namespace> -o name | grep <Instance>

This will return a list of the PVCs used by this instance (see Figure 5-17). This naming
scheme depends on the storage provisioner in use. The ones in our example came
from the local storage provisioner so yours may look different if you're using a different
storage subsystem.

C:\Users\arc>kubectl get pvc -n arc -0 name | grep arc-mi-01
persistentvolumeclaim{data-ulaby8rh5g7ldpybmhgc5yv6-arc-mi-01-0
persistentvolumeclaimjlogs-ula6y8rh5g7ldpybmhgcSyv6-arc-mi-01-0

Figure 5-17. List of PVCs of an instance

Using the names of those PVCs, we can then use another kubectl command (see
Listing 5-11) to delete them.
Listing 5-11. kubectl command to delete a PVC
kubectl delete pvc <PVC> -n <Namespace>

This deletion will also be confirmed by kubectl as shown in Figure 5-18.

C:\Users\arc>kubectl delete pvc data-ulaby8rhS5g7ldpybmhgcSyv6-arc-mi-81-8 -n arc
persistentvolumeclaim “"data-ulaby8rh5g7ldpybmhgcSyvé6-arc-mi-@1-8" deleted

C:\Users\arc>kubectl delete pvc logs-ulaby8rhSg7ldpybmhgcSyv6-arc-mi-81-@ -n arc
persistentvolumeclaim "logs-ulaby8rh5g7ldpybmhgcSyv6-arc-mi-01-8" deleted

Figure 5-18. Output of Listing 5-11
When checking back for any remaining claims by this instance, we can tell from
Figure 5-19 that none should be left.

C:\Users\arc>kubectl get pvc -n arc | grep arc-mi-e1

C:\Users\arc>,

Figure 5-19. Output of check if all PVCs have been deleted
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Summary and Key Takeaways

Over the course of this chapter, our ramp-up building a Kubernetes cluster and a Data
Controller paid off as we were able to deploy and use our first actual data service in Arc
using Azure Arc-enabled SQL Managed Instance.

In the next chapter, we’ll take a look at how this process looks like when deploying an
Azure Arc-enabled PostgreSQL Hyperscale instead.
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Deploying Azure
Arc-Enabled PostgreSQL
Hyperscale

While Chapter 5 was handling SQL Managed Instance, this chapter will guide through
the necessary steps when it comes to working with PostgreSQL Hyperscale instead.

Deployment Through the Command Line

Just like a Managed Instance, a new PostgreSQL Hyperscale Server Group can be
deployed through a simple azdata command like the one in Listing 6-1. The only
required parameter is the name of the Server Group.

Listing 6-1. azdata command to create a new PostgreSQL Hyperscale Server
Group

azdata arc postgres server create -n arc-pg-01

Still, you have full control of the deployment’s settings through command-line
switches if you prefer to do so, as in Listing 6-2.

Listing 6-2. azdata command to create a new PostgreSQL Hyperscale Server
Group with parameters

azdata arc postgres server create -n arc-pg-01 -scd local-storage -scl
local-storage -scb local-storage -w 0 --port "5432" -ev 12 -vsd 5Gi -vsl
5Gi -vsb 5Gi

© Ben Weissman and Anthony E. Nocentino 2021
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In either way, azdata will prompt you for a password unless you provided it through
the AZDATA_PASSWORD environment variable and then proceed with the deployment
as shown in Figure 6-1. Every PostgreSQL Hyperscale Server Group has a default
administrative account username called “postgres’, which is not configurable.

Figure 6-1. Output of PostgreSQL Hyperscale Server Group deployment command

Other than that, there is no difference compared to the deployment of a SQL
Managed Instance.

Deployment Through Azure Data Studio

Of course, deployment through Azure Data Studio is also an option again. In the wizard
as shown in Figure 6-2, simply pick the PostgreSQL option instead.

L]
h Azure SQL managed instance - ﬂ PostgreSQL Hyperscale server
=2 Azure Arc (preview) L groups - Azure Arc (preview)

Deploy PostgreSQL Hyperscale server

groups intc an Azure Anc environment

accept Microsoft Privacy Statement and Azure Arc enabled PostgreSOL Hyperscale terms and conditions.

Options
Required tools
Tool Desaription Status Version Required Veersion | Discovered Path or Additional Information

5 aganst Kubernetes clusters rstaled

Figure 6-2. Instance deployment wizard in ADS

The following screen (see Figure 6-3) will be collecting the PostgreSQL Hyperscale
Server Group-specific settings. Just like when deploying our SQL Managed Instance
before, we will need to provide a name for this PostgreSQL Hyperscale Server Group and
a password. The username is defaulted to “postgres” so this setting won'’t be required.

A PostgreSQL Hyperscale Server Group requires you to provide the number of workers,
which is defaulted to 0 which would deploy a one node PostgreSQL Hyperscale Server
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Group, the TCP port, as well as your Storage Classes, storage sizes, and CPU and memory
requests and limits. As we’ve mentioned in Chapter 1, these settings will define on how
many resources this specific deployment will allocate on your Kubernetes cluster.

Deploy an Azure Arc enabled PostgreSQL Hyperscale server group (Preview)

Step 1

0 Provide Azure enabled PostgreSQL Hyperscale server group parameters

4 General settings

Target Azure Arc Controller h [ arc-kubeadm (https://192.168.1.4:30080) v |
Server group name * O [ arc-pg-01 |
Password * [ srenenes |
Confirm password * | T |
Number of workers () l 0 ]
Port | 5432 |
Engine Version | 12 w |
Extensions @ l ]

4 Storage settings

Storage Class (Data) * @ | local-storage - |
Volume Size GB (Data) l 5 ‘
Storage Class (Logs) * @ | local-storage b |
Volume Size GB (Logs) (D [ 5 |
Storage Class (Backups) * @ [ local-storage - ]
Volume Size GB (Backups) @ | 5 |

4 Resource settings

CPU request (cores per node) (D

Memory request (GE per nede) O

CPU limit (cores per node) ) [

Memory limit (GB per node)

Figure 6-3. Postgres-specific settings
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This will result in a notebook being generated again which, when run, will create the
new server group.

Scale Up/Scale Down of a Server Group

If you want to scale up an existing server group by adding more workers, this can
be - you guessed it - achieved just by another small azdata command like the one in
Listing 6-3.

Listing 6-3. azdata command to modify a server group’s number of workers
azdata arc postgres server edit -n arc-pg-01 -w 4

This will update the existing server group while keeping it online, so the service
remains available for queries. Once the Postgres Worker Nodes are available, the
data will automatically be redistributed to these new nodes by the Hyperscale Shard
Rebalancer.

While an update is running, the affected Server Group will show as “Updating” in the
server list (see Listing 6-4 and Figure 6-4).

Listing 6-4. azdata command to list all PostgreSQL Hyperscale Server Group in
the current controller

azdata postgres server list

C:\Users\arc>azdata arc postgres server list
Name State Workers

arc-pg-81 Updating 4

Figure 6-4. List of PostgreSQL Hyperscale Server Group in the current Controller

The edit command used to rescale the group will report back once the update has
finished and the new workers are ready as shown in Figure 6-5.

C:\Users\arc>azdata arc postgres server edit -n arc-pg-01 -w 4
Updating arc-pg-01 in namespace ~arc’
arc-pg-01 is Ready

Figure 6-5. Output of successful rescaling of a server group
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The new workers show up as individual pods using kubectl (see Figure 6-6). Once
you go beyond one worker, you will end up with one controller node and one node for
each worker which are all showing up as individual pods in Kubernetes. These nodes are
independent from the number of Kubernetes nodes!

C:\Users\arc>kubectl get pods -n arc | grep arc-pg

arc-pg-01-e 3/3 Running @ 15m

arc-pg-01-1 3/3 Running © 4m57s
arc-pg-0e1-2 3/3 Running © 4ams7s
arc-pg-e1-3 3/3 Running © 4ms57s
arc-pg-01-4 3/3 Running © 4mS7s

Figure 6-6. Postgres worker pods

The change is also reflected on the server group’s management page in Azure Data
Studio as shown in Figure 6-7. As you can see, this is also showing a Node configuration
of five nodes - which are again the controller and the four Worker Nodes within our
PostgreSQL Hyperscale Server Group which are different from the number of Kubernetes
nodes (which won'’t be visible in this view).

oup : arcDemo
eastus

er : arc-de-local

e arc
t: 192.168.14:31835

Sta Ready (5/5 pods ready) Al ne : postgres
FostgreSQUversion © 12 Node configuration .55Mi RAM, 5Gi storage per node

Figure 6-7. PostgreSQL Hyperscale Server Group management page

Removing a Deployed Server Group

To remove a deployed Postgres Server Group, you can use the azdata command shown
in Listing 6-5.

Listing 6-5. azdata command to delete an existing PostgreSQL Hyperscale
Server Group
azdata arc postgres server delete -n arc-pg-01

Alternatively, you can also delete the group from the group’s dashboard in Azure
Data Studio as shown in Figure 6-8.
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PostgreSQL Hyperscale - Azure Arc Dashboard (Preview) - arc-pg-01 X

& & ResetPassword | [i] Delete | () Refresh Open in Azure Portal

-~

Figure 6-8. Button to delete an existing PostgreSQL Hyperscale Server Group
in ADS

Both ways can be used to delete an existing instance.

Note Just like with our SQL Managed Instance, deleting the server group will not
delete its Persistent Volume Claims. You will need to delete these manually through
kubectl again once you’re sure you won’t need the data anymore.

Summary and Key Takeaways

So far, we went through the concepts of Azure Arc-enabled data services and deployed
different data instances to it. In our upcoming last chapter, we will look at how we can
manage and monitor our services’ performance and how to analyze its log files.
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Monitoring

So far, we have covered the architecture of Azure Arc-enabled data services as well as the
necessary steps to deploy them.

In this last chapter, we will focus on how to monitor your Azure Arc-enabled data
services by leveraging both local management services as well as Azure’s management
capabilities.

Monitoring Through the Data Controller

One way of monitoring your Azure Arc-enabled data services is through two built-in
dashboards: the Grafana and the Kibana Dashboard. Using the built-in dashboards is
especially handy when you don’t have a regular or stable connection allowing you to
sync your telemetry data to the Azure Portal on a regular basis. As we’ve mentioned in
Chapter 2, those will be deployed locally to your Kubernetes cluster.

Retrieving Endpoints

To get the URLs for the dashboards, you need to get their endpoints. You can either
get them through azdata (while being logged in to your cluster) using the command in
Listing 7-1.

Listing 7-1. azdata command to retrieve a list of controller endpoints
azdata arc dc endpoint list -o table

Alternatively, every single data instance’s management page in Azure Data Studio
will have a deep link to the instance’s prefiltered dashboards as shown in Figure 7-1.
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S0L managed instance - Azure Arc Dashboard (Preview) - arc-mi-01 X

« [3 Delete ) Refresh [F) Cpen in Azure Portal
1 Cvarview
. arcBook Status - Ready
Settings Data controller : are-de-local Reg Emst LIS
" Macaged instance » admin
. 62 486
% Connection Strings ——
Service endpoints
Name Endpoint Deseription

Kibana Dashboard Mtps 9L 168.1.43077 7 /kibanafapp/kibana=/discover?_am[quenilangusgekuen quen: kubemet ewing logs

Grafana Dashboard hittps /1192 168, T/gratana/d 40q7 2 cpbcl-instance-matrics hvar-hosiname= an 'l far viewang metrics

Figure 7-1. Portal endpoints for an Arc SQL Managed Instance on its
management page in ADS

Metrics (Grafana Dashboard)

The Grafana Portal provides metrics and insights on the status on a Kubernetes Node itself
as well as more SQL-specific metrics where applicable. The credentials to log in to the
portal will be the same ones you also used to connect to your cluster in Azure Data Studio.

Host Node Metrics

Host Node metrics summarize the status of a Kubernetes Node and consist of typical
performance indicators like CPU, RAM, and disk usage as shown in Figure 7-2.

11 HostNode Mot -Gratira x|
L C A Notseoure | 192.168.1.4:30777/gratana/ d/vzb00Udmk/host-node-metricsTorgld= 1 &urefresh=1rr 1 e H

88 Host Nede Metrics - AW fr B % D Olstihw- Q28 Im=-

Server  arclinux ~ sk al- Motntpomt Al -

~ Ouick averview

[ 1)

L L] Uptirne CPU usage REM usage Root disk usage Bwap us. Processes Threads L& medi Zombies. Wit

S

' 4.2 hour 1 x| 267 || 2717 || 0.6 1 | 1.09%
» 8% 25% B s (.on W . . =

* . _ [ / \ al

O CPU (s H

» Per-cpuusage (4 pasis)
» Memary and Process (2 aanels)
» Kemel (7aanely

> Disk IOPS for /dev/sda (3 canss

» Disk IOPS for fdev/sdb
» Disk space usage for [ (2 panes)

» Disk space usage for fazurearc/local-storage/voll  2panes

» Disk space usage for fazurearc/local-storagefvoll0 (2 pesets)

» Disk space usage for fazurearc/local-storageivalll 2 pasels)

Figure 7-2. Grafana Portal - Node metrics
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In addition to the “big picture,” you can also get detailed information for every single

component like a specific disk or network interface.

When running into performance issues, this is always a good starting point.

Obviously, this can also be a great indicator whether you overprovisioned your cluster.

SQL Managed Instance Metrics

While the Host Node metrics were focused on the physical side of the cluster, the Arc

SQL Managed Instance metrics as shown in Figure 7-3 provide SQL Server-specific

performance metrics, many of which DBA are already familiar with.

1 SOLManaged intance Matrizt - X o

€& =2 C A Notsewre | 192.168.1.4:30777/ grafana/ d/40G7 2HnGk/eql-managed-instance-metricsforgld = 1 Svar-hostname=asc-mi-01 -08irefresh=5¢

88 S0L Managed Instance Metrics -

™ Be
o =2 +

8
™

Eancn Requensine:

Baich Requests/sec

Memary Broker Clerks

Wait Statistics (Waiting task count)

Figure 7-3. Grafana Portal - SQL MI metrics

Statistics show wait time, number of waiting tasks sorted by wait type, transactions

and requests per second, and other valuable metrics. They help to understand more

about the status of a specific SQL MI within the cluster, which can be selected on the

upper left of the screen.

Besides metrics for SQL MI and the physical nodes, you can also access a couple

of other dashboards, which can be reached using the Dashboards pane as shown in

Figure 7-4.
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Dashboards

# Home

' i Manage

is Playlists

& Snapshots

Figure 7-4. Dashboard navigation in Grafana

The other dashboards currently available in the preconfigured Grafana Portal are
shown in Figure 7-5.

Host Node Metrics

Pods and Containers Metrics

Postgres Metrics

Postgres Table Metrics

SQL Managed Instance Metrics

Figure 7-5. Built-in dashboards in Grafana Portal

Log Search Analytics (Kibana)

The Kibana Dashboard as shown in Figure 7-6 on the other hand provides you an insight
into your Kubernetes log files of the selected instance.
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- 0 ¥
B Discover - bans x o+
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log_filonana: fwar/ 1-server/rseql/log/errorleg kubernates_node_name: arclinux & : sssql-server
nessage: spidsl ar.dll’ version "3019.15.2008° to execuie extended stored procedure stance_regread’
This s an inf ly: mo user sctice 13 required. kubernetes_pod name: src-mi-01-8
3 ¢ 08:32:05.000 kubernetes_contalner_name: arc-sqlni _id: LkkNIXUEMOCaTHSRx2T
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RS, » et 13, 2000 @ 0B:31:50.900  cygrom_resource.name: arc-mi-@1 kubernetes_namespace: arc Crisestamp: Oct 13, 1929 ¢ 06:31:59.900
iubernetes_node_name
log.filenwe: fvar fopt/evsqleserver fessglilogferrorlog Rubermetes node rame: arclinus service.nase: sssql-server
3t mbametes_pod_rame message: spidi2 Attemoting to load library “xpstar.dll’ into mesory. This is an inforsational message only. No user

Figure 7-6. Kibana Portal - overview

Kibana is part of the elastic stack. It also provides options to create visualizations
and dashboard on top of your log files. If you want to learn more about it, its website
www.elastic.co/products/kibana is a great starting point!

Monitoring Through the Azure Portal

With one of the advantages of Arc being the opportunity to manage your whole estate
through a single management interface, if your connectivity allows for it, we highly
recommend linking your deployment to the Azure Portal. This is not going to take away
the option to use Grafana and Kibana so consider it a very valuable bonus.

Directly Connected Mode

When in Directly Connected Mode, your log files and metrics will be automatically
uploaded and synced to the Azure Portal.

Note Directly Connected Mode has been announced, but is not available yet.
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Indirectly Connected Mode

In Indirectly Connected Mode, you will first export your cluster’s logs and metrics to a
file and then upload this file on a regular basis. This process can also be scheduled and
automated if needed to make sure your telemetry is regularly synchronized with the
Azure Portal.

Preparing for Upload

First, log in to your Azure account again (if you're not still logged in) using the azure-cli
as shown in Listing 7-2.

Listing 7-2. azure-cli code to login
az login

Also remember to set the context to the right subscription in case you have multiple
subscriptions as shown in Listing 7-3.

Listing 7-3. azure-cli code to set the current subscription context
az account set -s <Subscription>

The first requirement to run the upload is a service principal which you can create
using the command in Listing 7-4.

Listing 7-4. azure-cli code to create a new service principal

az ad sp create-for-rbac --name http://arc-log-analytics

Note The name of the service principal doesn’t matter. We picked “arc-log-
analytics” simply to make the name reflect its purpose.

Once your service principal has been created, you will get some JSON in return. You
will need some of these values in the subsequent steps. The output should look similar
to the one in Figure 7-7.
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“appId": "ab72c307-6c29-44c9-826F-0ae229d4el5b",
“displayName"”: "arc-log-analytics”,

“name”: "http://arc-log-analytics”,

"password”: "“Z5Q2n9SpEcoBAHv81z9 ™,

"tenant": "314aef24-24ea-49b3-a6c6-a6a24b90949e"
1
J

Figure 7-7. Output of service principal creation

Next, we need to assign this new principal to the “Monitoring Metrics Publisher” role
which can be done using the code in Listing 7-5. Make sure to replace the appld with the
appld value from the previous JSON and the subscription with your subscription id.

Listing 7-5. azure-cli code to assign a service principal to a role

az role assignment create --assignee <appIld> --role "Monitoring Metrics
Publisher" --scope subscriptions/<Subscription>

This will result in a JSON output, similar to the one in Figure 7-8, again although
none of this output is required later on.

{

“canDelegate®™: null, L3

“condition™: null,

“conditionVersion”: null,

“description™: null,

"id": “/subscriptions/ W providers/Micrasoft Authorization/roleAssignments/1ce5e773-41F4-4bB4-Bal6-0FaT45496354",

“name”: "1lce5e773-41f4-4b84-Ba36-efaf45d96354°,

"principalId”: "dcabefad-eTde-44c7-%9aaa-6@a2T4c2TEO8",

principalType”: "ServicePrincipal”,

"roleDefinitionld”: "/subscriptions/ "providers/Microsoft.Authorization/rolebefinitions/3913510d-42f4-4e42-8ab4-420
c3%8855eb”,

“scope”: “fsubscriptions/

"type”: "Microsoft.Authorization/roleAssignments”
i

Figure 7-8. Output of Listing 7-5
In the next step, we create a log analytics workspace using Listing 7-6.

Listing 7-6. azure-cli code to create a log analytics workspace

az monitor log-analytics workspace create -g <RessourceGroup> -n
UniquelogAnalytics

Note Just like with the service principal, the name doesn’t matter, but it must be
globally unique.
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This will again result in a JSON output (see Figure 7-9), and we will need the
customerlId value from this.

“customerId™: Ieme?&d-gadz-493F-a1.:le-ﬁaﬁseddeeeea"l
“eTag™: null,
“id": “/subscriptions/ fresourcegroups/arcbook/providers/microsoft.operationalinsights/workspaces/arcbookloganalytics®,
“location™: “eastus”,
“name”: "arcBookLogAnalytics™
“privatelinkScopedResources™: null,
“provisieningjtate”: “Succeeded”,
“publicNetworkAccessForIngestion™: "Enabled”,
“publicNetworkAccessForQuery™: “Enabled”,
“resourceGroup”: Tarchook™,
“retenticnInDays”: 3@,
“sku": {
“capacityReservationLevel™: null,
“lastSkullpdate™: "Tue, 13 Oct 2020 @3:54:27 GMT™,
“maxCapacityReservationlevel™: 3888,
“name”: “pergh2e1g”

I
“tags™: null,
“type”: "Microsoft.Operationallnsights/workspaces™,
“workspaceCapping™: {
“dailyQuotaGh™: -1.8,
“datalngestionStatus™: “RespectQuata™,
“quotaNextResetTime™: “Wed, 14 Oct 2920 91:90:00 GMT"

¥
'

Figure 7-9. Output of Listing 7-6

In addition to the customerlId, we will need the workspace’s shared keys, which are not
included in the default output but can be retrieved through the command in Listing 7-7.

Listing 7-7. azure-cli code to retrieve a log analytics workspace’s shared keys

az monitor log-analytics workspace get-shared-keys
-g <RessourceGroup> -n UniquelogAnalytics

This will return in a last JSON output as shown in Figure 7-10 from which we’ll need
the primarySharedKey.

{
"primarySharediey™: "ZRSy2WSrrLMrulbSUBSOIANrxKT32qixTANIS3X2LRKVNCMhAb+aU: :
"secondarySharedkey”: "SS5zZxadl42WSQXapfCmOgrsSb/e2kdYC6UgYdBZzTISEYrWI/BK1E j=="

i

Figure 7-10. Output of Listing 7-7

Now, you should ideally put the results of some of these values into environment
variables. You can skip this step but would then need to input them manually every
single time which would make automation basically impossible. Those variables are

e SPN_CLIENT_ID: appld from output of Listing 7-4
e SPN_CLIENT_SECRET: password from output of Listing 7-4

e SPN_TENANT_ID: tenant from output of Listing 7-4
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e WORKSPACE_ID: customerld from output of Listing 7-6

e  WORKSPACE_SHARED_KEY: primarySharedKey from output of
Listing 7-7

e SPN_AUTHORITY: https://login.microsoftonline.com

Uploading Logs and Metrics

As mentioned before, the process consists of two steps. First we're going to collect the
usage, logs, and metrics for every single deployment and write the result to a JSON file
using the commands in Listing 7-8. The --path parameter will define the name of the
output file, while the --force parameter will overwrite the target file in case it already
exists.

Listing 7-8. azdata command to export metrics and logs to a json file

azdata arc dc export --type metrics --path metrics.json --force
azdata arc dc export --type logs --path logs.json --force

azdata will confirm the export for each component as you can see in Figure 7-11.

his option exports metrics of all instances in "arc” to the file: "metrics.json”.
ollecting metrics for POSTGRESINSTANCES instance: '"arc.arc-pg-01°’

Successfully got metric: "CPU Usage'’

Successfully got metric: 'Memory Usage'

Suc!stfully got metric: ‘Rows Fetched/second’

Successfully got metric: 'Rows Inserted/second’

Successfully got metric: 'Rows Updated/second’

Successfully got metric: 'Rows Deleted/second’

Iz:\Users\arc>azdata arc dc export -t metrics --path metrics.json --force
T

JCollecting metrics for POSTGRESINSTANCES instance: ‘arc.arc-pg-02°
Successfully got metric: 'CPU Usage’

Successfully got metric: 'Memory Usage’

Successfully got metric: 'Rows Fetched/second’
Successfully got metric: 'Rows Inserted/second’
Successfully got metric: 'Rows Updated/second’
Successfully got metric: 'Rows Deleted/second’

Figure 7-11. Output of Listing 7-8

In the second step, we will upload these JSON files using the commands in
Listing 7-9.
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Listing 7-9. azdata command to upload metrics and logs from a json file

azdata arc dc upload --path metrics.json
azdata arc dc upload --path logs.json

In this case, azdata will confirm the upload for each component as you can see in
Figure 7-12.

C:\Usersharcrazdata arc dc upload --path metrics.json

"arc-dc-local” 1s uploaded to Mure "fsubscriptions/ fresourcegroups/arcBock/providers/Microsoft. AzureData/da
taControllers/arc-dc-local”

"local-mi-B2" has been deleted from Azure "/subscriptions/t fresourcegroups/arcBook/providers/Microsoft. AzureD
atafsqlManagedInstances/local-mi-82".

“arc-pg-81" has been uploaded to Azure “/subscriptions/¢ /resourcegroups/arcBook/providers/Microsoft. AzureData
fpostgresInstances/arc-pg-@1”.

“arc-pg-82" has been uploaded to Azure “/subscriptions/¢ /resourcegroups/arcBook/providers/Microsoft . AzureData
fpostgresInstances/arc-pg-62~,

"arc-mi-81" has been uploaded to Azure “/subscriptions/¢ /resourcegroups/arcBook/providers/Microsoft.AzureData
fsqlManagedInstances/arc-mi-@1”.

“arc-mi-82" has been uploaded to Arure “/subscriptions/ fresourcegroups/arcBook/providers/Nicrosoft . AzureData
fsqlManagedInstances/arc-mi-82=.

Azure rescurce_id: fsubscriptions/t WfresourcegroupsfarcBook/providers/Microsoft. AzureData/postgresInstances/arc-pg-81
Metrics upload is succeeded

Figure 7-12. Output of Listing 7-9

The upload is now completed. You could now go ahead, create a script file that
combines the export and the upload, and schedule it to run on a regular basis to
constantly get your insights pushed and made visible in the portal.

Monitor Your Resources in the Azure Portal

After uploading your logs and metrics for a resource for the first time, they can be found
by searching in the Azure Portal (see Figure 7-13).

P arc-mi
Services
No results were found. h‘
Resources
E:’ arc-mi-01 SQL managed instance - Azure Arc
& arc-mi-02 SQL managed instance - Azure Arc

Figure 7-13. Arc Managed Instances showing in the Azure Portal
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Alternatively, every single data instance’s dashboard in Azure Data Studio will have a
deep link - just like when accessing the built-in dashboards - to the instance in the Azure

Portal as shown in Figure 7-14.

SQL managed instance - Azure Arc Dashboard (Preview) - arc-mi-01 X

«

[ Delete () Refresh | Open in Azure Portal

Figure 7-14. Link to an Arc Managed Instance in the Azure Portal from ADS

In the portal, you will again

see the instance’s details like which Data Controller is

managing it as well as subpages for Metrics and Logs (see Figure 7-15).

Home >

B arc-mi-01 =

SOL manraged instance « Arure Are | PREVIEW

£ Search (Ctrl+)) a@ <> feedback
B Overview ~ Essentials
i Resource group
Activity |
i arcBook
Fa, aceass control (1AM) Cocstion
EastUS
@ Tags
Subscription
Settings
Subscription ID
B Locks
Monitering
0 plerts
i Metnics
P Logs
Automation
i Tasks

F Export template

Support = troubleshooting 9

B vew support request

Data controller
arc-de-local

Namespace

ar¢ k
External endpoint
192.158.1.4:30485

Last upload
7 minutes ago

Develop and Manage

Azure Arc enabled data services are currently in public preview. You can develop contamerized
applications alengside your Azure Arc enabled SQL Managed Instance and manage these data
applications with the azdata oi and Azure Data Studio.

Migrate existing data @ View metrics and logs in Azure
Migrate exasting SOL Server data te Azure MMonitar your Arure Arc snabled SOL
Arc enabled SOL Managed Instance Managed instance metrics and logs in Azure

Figure 7-15. Single Arc Managed Instance showing in the Azure Portal

On the Metrics page, you can analyze the uploaded metrics, just like you could for an

instance residing in Azure, as you can see in Figure 7-16.
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44 arc-mi-01 | Metrics %
T o) onmnaged imstamce - Azure A
F* Search ¢+ @t tewcan () Refen (5 Share v () Feedback Lecal Time: Last 24 hours (Automatic - § minutes)
B Overview Awg CPU Usage for are-mi-01 &7
Activity bo = z =
[} ty bog S Add metric "y 4 er Y5 Apolys = Line chart o [, Diillinto Logs ~ [T New alert nde  &* Pin to dashboard <
P Azoess control ()
/" scope Metric Metric By
¢ T [
\* [aremion ] | st server | [cpuusage ]| g < 0.}
Settings = %
B lodks
Monitoring =
B et ,,l||I
4 Matrks i
@ Logs ogs
Autamation
& Tasks
G Export template & an

Support + troubleshooting

B toew support request

P Unage thog]
it

002
Figure 7-16. Arc SQL Managed Instance showing in the Azure Portal - Metrics

The same logic applies to Logs which can be analyzed using log analytics as shown
in Figure 7-17.
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Hema » Rescurce groups » arcBook > arc-mi-01
« arc-mi-01] Logs = *

55 o maraged instance - Anure Arc

| 2 seareh jarlen by ®

B Overview

B activitylog

By Accass centrel pAM) sqiManagedinstances_logs_CL
LA

Settings Proview Data

B Lok Tenantld

Mositaring 09T bd- R4 220000 Te-fad s deenn
W Ak #5007 Ak Al P 20aten T e fiaf S0 Dnnes
Al Matnes 509e760-3ad 4500 1 a5 5000 0eeen
P Logs HS09ET8A-FaL2 2ata T Te-Sa0 000
Aumtomation HEOPTEATLT-Shata ] 0BRSS T0een
o Tasks 2508:760- 282 40s8-a1 1e-BabB0cd0eeea
F Sport template 5096760 Ba42-48aba 1 1e-SabS0c e en
Suppart + troubleshooting FEOPETE- T2 300t 1265058 000s
B new suppert recuest S0PATEA-PeAT-200 01 1a-BaBE0Sd s

2509700304 2280 b2 1 e Bl M0 Deeea

Sec in query cditor

Figure 7-17. Arc Managed Instance showing in the Azure Portal - Logs

Summary and Key Takeaways

In this last chapter, we’ve explored the options of getting an overview of your Azure Arc-
enabled data services’ status as well as how to link your deployment to the Azure Portal
to make metrics and log files available for analysis.
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