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Introduction

Cloud Debugging and Profiling in Microsoft Azure is both a primer and handbook for
working in Azure. Every organization’s and individual’s adoption and experience of
cloud-based software development is unique, so this book aims to strike a balance
between providing content relevant to introductory users as well as more experienced
ones. As the many services and features of Azure are constantly evolving, it is not
possible to provide a manual addressing all aspects of Azure, so this book highlights
some of the more common features, including samples of services from the major
categories: Functions as a Service (FaaS), Software as a Service (SaaS), Platform as a
Service (PaaS), Infrastructure as a Service (IaaS), and Database as a Service (DaaS).

To aid in the discussion of the many topics, a fictitious company’s journey through
Azure is used to illustrate how cloud adoption can benefit many enterprises. The journey
involves moving many on-premises components to similar Azure services, as well as
highlighting some of the benefits and advanced tooling offered as part of the Azure
ecosystem.

This book is for developers and DevOps engineers looking for insight into the
complexities of distributed systems and the features available, to enable a better
understanding of how to profile and debug cloud-based solutions in Azure.

xvii



CHAPTER 1

Building Solutions in the
Azure Cloud

There are many different facets and considerations for developing on Microsoft Azure.
This chapter discusses why and how building for the cloud differs from on-premises
development. It introduces you to different terms that will be explored further as we
explain their blades in the Azure portal, including Function as a Service (FaaS), Software
as a Service (SaaS), Platform as a Service (Paa$S), and Infrastructure as a Service (IaaS).
Then we will explain why you need a comprehensive strategy for debugging and profiling
in Azure, as well as the basics of what that entails. Throughout the chapters, we will use a
fictitious company to illustrate different scenarios, and in this chapter, we will introduce
the company;, its business objectives, and how we will use Azure to achieve them. The
goal of this chapter is to provide a high-level view of development on Azure, as well as

to set the tone of the book, in explaining an introductory perspective on debugging and
profiling.

When considering how to profile and debug on Microsoft Azure, you should first
explore all your options for building solutions in this cloud platform. This chapter
discusses why and how building for the cloud differs from on-premises development.
We'll progress through different terms that will be explained further in later chapters,
including FaaS$, SaaS, Paa$, and IaaS. Then we will show you why you'll require a
comprehensive strategy for debugging and profiling in Azure, and we'll cover the general
structure of that strategy.

© Jeffrey Chilberto, Sjoukje Zaal, Gaurav Aroraa and Ed Price 2020
J. Chilberto et al., Cloud Debugging and Profiling in Microsoft Azure,
https://doi.org/10.1007/978-1-4842-5437-0_1



CHAPTER 1  BUILDING SOLUTIONS IN THE AZURE CLOUD

Introduction to Microsoft Azure

Microsoft Azure is a collection of cloud services that is constantly improving and
expanding to cover additional development and platform requirements, integrations,
and deployments. Using the Azure cloud-computing infrastructure and platform, you
can build, deploy, and manage your applications, services, and IT solutions in the
cloud, using Microsoft’s worldwide network of data centers. Microsoft manages more
data centers (directly and with partners) than any other cloud service provider, which
includes 54 regions worldwide, making Azure available in 140 countries (as of the writing
of this book). More data centers results in an increasing scale, preserving data residency,
compliance, resiliency, and global consistency.

With on-premises software development and deployment, enterprise companies
hold the responsibility for building, maintaining, and upgrading all the layers and levels
in their software and its underlying infrastructure. Microsoft Azure provides a massive
library of services that gives you more options and control of your solution and software
architecture, without the infrastructure maintenance.

Azure utilizes virtualization, which entails creating an emulation layer to map the
software instructions to the hardware instructions. Through this process, the virtualized
hardware executes in software as if it was the physical hardware. And then the user can
run this virtualized hardware on the physical servers.

Services

As of this writing, Microsoft Azure is composed of more than 180 services and products.
Those products are typically and currently broken down into 22 categories: Al + Machine
Learning, Analytics, Blockchain, Compute, Containers, Databases, Developer Tools,
DevOps, Hybrid, Identity, Integration, Internet of Things (IoT), Management and
Governance, Media, Migration, Mixed Reality, Mobile, Networking, Security, Storage,
Web, and Windows Virtual Desktop.

The following provides a summary of the different categories.

Al + Machine Learning

With machine learning, computers use data to forecast future events, including
behaviors, outcomes, and trends. Computers can learn without being directly
programmed for that learning outcome. For example, when you purchase an item at a
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store, machine learning can compare your purchase to all your previous purchases and
all the similar purchases made by other customers, thus determining which coupons to
give you, knowing which ones you’re most likely to use.

Another example is predictive maintenance. You can use Al to predict future failures
and then prevent them, to maximize the life and uptime of your product, service, app,
or web site. You can minimize unscheduled equipment downtime and detect anomalies
(such as when devices will fail). You can prevent expensive failures and outages.

Azure Machine Learning Services provides a scalable platform of model management.
Azure Databricks leverages the Apache Spark analytics platform. Cognitive Services
provides a library of API capabilities for contextual interactions (such as image-processing
algorithms to identify, alter, and moderate photos). And Azure Bot Service allows you to
build intelligent bots that interact naturally with users on web sites or in apps. There are 35
services in this category.

Analytics

Now that you have some data options, you must explore solutions that will transform
that data into actionable insights. SQL Data Warehouse, Azure Databricks, and Machine
Learning all provide analytics. There are 15 services in this category.

HDInsight is a managed Hadoop and Spark service. Data Factory is an integration
service that orchestrates and automates your data movement. Stream Analytics provides
real-time data stream processing, which can be from millions of IoT devices. Data Lake
Analytics is on-demand and pay-per-job. Azure Analytics Services is an enterprise grade
analytics engine.

Blockchain

Blockchain solutions provide a trusted means for organizations to collaborate without
requiring a central authority. Azure Blockchain Service, Azure Blockchain Workbench, and
Azure Blockchain Tokens are services to build and manage blockchain-based applications.

Compute

The services offered in Compute range across Faa$, IaaS, and PaaS services. As a

FaaS$ service, Azure Functions provide serverless application development. Offering
more control over the environment but letting the developer concentrate more on the
application instead of the hardware, cloud services provide a scalable Paa$ offering. IaaS

3
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services offer a wide range of virtual machines across Windows and Linux operating
systems, with an assortment of base images. Later in this chapter, we will explore each
category of cloud-based solutions.

Containers

Using containers is an effective way of bundling and managing applications that use
OS-level virtualization to support efficient application isolation. Azure offers a range of
services for managing and hosting containers, including the Azure Kubernetes Service,
Container Instances, Service Fabric, Azure Container Registry, and Web App for
Containers.

Databases

Azure has more than 10 fully managed database services that free you from managing a
database. You can scale quickly and distribute globally, without experiencing downtime.
SQL Database is a fully managed relational database that provisions and scales very
quickly. You can find similar high-availability and security in Azure Database for MySQL,
as well as Azure Database for PostgreSQL.

Cosmos DB is multi-model and supports NoSQL. Or you can use virtual machines to
host enterprise SQL Server apps. SQL Data Warehouse is an elastic data warehouse with
security built into every level of scale. For an exhaustive architectural tour of Azure data
options, see the Azure Data Architecture Guide on the Azure Architecture Center web site
(http://aka.ms/DataArchitecture).

Developer Tools

Azure provides many developer tools for exploring, building, managing, and monitoring
Azure services, including Visual Studio, Azure Lab Services, Azure DevTest Labs,
software development kits (SDKs), and command-line interfaces (CLIs).

DevOps

Azure DevOps is Microsoft’s suite of tools for managing an application Software
Development Lifecycle (SDLC), including Azure Boards for planning and tracking tasks
across teams, Azure Repos for secure and reliable source control repositories, Azure
Pipelines for managing the build and release process, and Azure Test Plans for managing
and monitoring automated tests, load tests, and test scripts.
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Hybrid

Azure supports many services that allow for solutions to span both on-premises data
centers and cloud data centers. These services vary greatly and include, but are not
limited to, Storage, Identity, DevOps, Al + Machine Learning, Networking, Security, and
Storage. Additionally, Azure provides the ability to host many cloud services in private
data centers by using Azure Stack.

Identity

Azure Active Directory (AD), Azure Active Directory Domain Services, and Azure Active
Directory B2C are examples of services Azure provides for managing user identity and
securing applications and data.

Integration

Azure supports integration in the cloud and on-premises, and some services allow

the integration to span across both. Logic Apps allow complex business processes and
workflows to be developed in an intuitive cloud service. Azure Service Bus and Event Grid
are powerful services that provide reliable cloud messaging and event-based solutions.

Internet of Things

Azure offers many services that support Internet of Things (IoT) devices, and it provides
both a flexible and comprehensive platform for building scalable IoT solutions. Azure
IoT Hub, Azure IoT Central, and Windows 10 IoT Core Services provide support for
connecting and managing billions of IoT assets in a secure and reliable manner. Azure
Sphere and Azure IoT Edge allow you to extend the cloud out to the smallest of devices.
When these IoT services are combined with other Azure services, Azure has excellent
and leading-edge support for building IoT solutions.

Management and Governance

Many Azure services are provided to simplify and automate the management,
compliance, and monitoring of cloud resources. These include services for protecting
data, such as Azure Backup and Azure Site Recovery, as well as services for monitoring
applications and infrastructure, such as Azure Monitor, Azure Service Health, Network
Watcher, and the Azure portal. Services for automating many tasks include Scheduler,
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Cloud Shell, and Automation. Traffic Manager and Azure Lighthouse provide control
to allow a customer to protect, manage, and scale a cloud network. Cost Management
+ Billing has many views and features to support how costs are managed, including
detailed interactive views, alerts, and integration support to monitor cloud spending.

Media

Azure provides several services for delivering high-quality video content globally. These
include Content Delivery Network and Media Services for delivering content, as well

as services for encoding and streaming. Content Protection, Video Indexer, and the
Encoding service allow for scalable services for handling media content. The Azure Media
Player simplifies playback by providing a single player for a wide range of media formats.

Migration

Migrating solutions to the cloud, disaster recovery, and data transfer are supported by
many services, including Azure Site Recovery, Azure Database Migration Service, Data
Box, and Azure Migration.

Mixed Reality

Immersive interaction is supported in Azure, using cutting-edge technologies, including
Azure Digital Twins and Spatial Anchors, for building mixed-reality experiences. Remote
Rendering allows for rendering high-quality 3D content, and the Kinect Development
Kit provides building solutions with advanced Al sensors.

Mobile

Building and deploying cross-platform and native mobile applications is supported

in Azure. Services for building mobile applications include Xamarin, which supports
cross-platform development, while Mobile Apps simplify building back-end services for
mobile applications. Visual Studio App Center allows you to continuously build, test,
release, and monitor mobile applications.

Networking

Services are provided to support connecting cloud and on-premises infrastructure and
services. Services for managing network security include Azure Firewall Manager and

6
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Traffic Manager, while Azure Firewall, Azure DDoS Protection, and Web Application
Firewall provide powerful and scalable protection. Azure ExpressRoute, VPN Gateway,
Virtual WAN, and Azure Bastion provide secure connectivity options to data centers,

virtual machines, and cloud services.

Security

Security is a primary concern for Azure, and many services are available to monitor, detect
threats, and keep customer data safe. Security Center and Azure Sentinel are examples of
security management services provided to protect enterprise data. Key Vault provides a
best-practice approach to maintaining secure control of sensitive keys and other secrets.

Storage

Azure Storage has a range of solutions to fit any size enterprise’s requirements.
Supporting both SMB 3.0 and HTTPS, Azure File storage provides an inexpensive and
simple storage solution designed for lifting and shifting migrations of on-premises data
to the cloud. Designed as a cost-effective solution for massive volumes of data, Azure
Blob storage provides a scalable storage solution for unstructured data. Also, part of the
storage suite of services is Azure Table storage, which provides a simple, low-cost service
for schemaless storage of data. Optimized for Apache Spark and Hadoop analytics
engines, Azure Data Lake Storage provides secure data lake storage. These are just
highlights of some of the storage-related services provided by both Microsoft and other
vendors, including massively scalable cloud repositories, archiving services, as well as
storage designed for high-performance computing.

Web

Azure has many services for building scalable web applications. Azure App Service
and Web Apps allow for hosting scalable, global cloud web applications. Azure
SignalR Service, Notification Hubs, and API Apps provide specialized services for web
application development.

Windows Virtual Desktop

Windows Virtual Desktop provides a comprehensive desktop virtualization service that
runs in the cloud, allowing for a highly scalable, always up-to-date experience that is
available on any device.
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Categories of Cloud-Based Solutions

This section uses five general categories to discuss cloud-based solutions, in order to
provide more background context.

FaaS—Function as a Service

Function as a Service (FaaS), also known as Serverless, is an offering of services that
provides a platform for running and managing functionality (i.e., code) in the cloud,
without any of the complexity of the infrastructure required to run the functionality.
This is where the term serverless comes in, as the detail of the servers that run the
functionality have been abstracted away, thus no longer making it the concern of the
application developer.

Serverless has many benefits for cloud-based solutions. In general, serverless
applications are easier and faster to deploy. They tend to support modern architectures,
such as microservice architecture, very well. As their scope is limited to the functionality
required, they tend to be quicker and less costly to develop than traditional applications.
With built-in scalability, serverless applications are a cost-effective way of hosting
reliable and resilient functionality.

Azure FaaS offerings are under Azure Functions. They will be covered in more detail
in Chapter 3.

SaaS—Software as a Service

Software as a Service (SaaS) consists of products that are consumed directly where the
building and hosting of the service are not handled by the consumer. This includes
services such as Dynamics 365, SharePoint Online, and Office 365. The Azure portal and
Azure DevOps themselves can be viewed as Saa$ offerings, as they function to provide
aview of the Azure services customers have access to. The details of hosting the two
portals are completely managed by Microsoft.

The Azure portal is primarily covered in Chapter 2, although it is referenced
throughout the chapters. Azure DevOps is covered in Chapter 8. Application Insights, an
SaasS for recording and viewing application telemetry, is covered in Chapter 4.
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PaaS—Platform as a Service

Customers can build upon a Platform as a Service (PaaS) without being concerned about
the infrastructure used to support the service. This includes Cloud Services and App
Service, wherein the customer is responsible for building the service but does not have
to be concerned about the infrastructure that hosts the solution.

Azure App Service is covered in Chapter 6.

laaS—Infrastructure as a Service

Infrastructure as a Service (IaaS) provides essential infrastructure to cloud-based
solutions. From networking to storage, [aaS powers many of the other Azure services
and provides secure and reliable communication to on-premises solutions. Many of the
cloud-based infrastructures mirror on-premises components and allow for cloud-based
networks to be defined, linking virtual machines, storage repositories, and other services
running in and external to the Azure data center.

Azure Storage is covered in Chapters 3 and 5.

DBaaS—Database as a Service

Database as a Service (DBaaS) provides repositories that run in the cloud and include
RDBMS and schemaless databases. Azure SQL provides a managed cloud-based SQL
Server repository that includes many features tailored to running in the cloud, including
encryption, auditing, and automated backup support using Azure Blob storage. Azure
Cosmos DB provides a multi-model database service that has been designed to support
globally distributed applications.

Azure SQL and Azure Cosmos DB are covered in Chapter 5.

Building for the Cloud

Previously, monolithic, single-tiered applications formed one program on a dedicated
platform. This design made it easier to be predictably scalable and consistent. Now, with
a cloud-based architecture, your application can be built as small independent services,
which leverage APIs to send messages and events. This is a new microservices approach
to application development.
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Your application can grow as much as necessary, by adding new instances. Your
application can now scale elastically, as required. Rather than fewer large updates, you
have the agility to regularly make smaller updates. Rather than a manually managed
system, you're now looking to design automated self-management.

Knowing how to profile and debug cloud-based solutions is essential to gaining the
most value from running solutions in Azure. We will explain these topics in the subsequent
chapters, but the following sections cover another aspect of gaining the benefits of the
cloud: architecture.

Architectural Solutions

A successful cloud-based solution must take into consideration the cost vs. the value
gained, the application’s resiliency, disaster recovery, scalability, and security. In
addition, you want to build a DevOps process to ensure predic table and reliable
automated deployments. In order to achieve this, you'll need a system of monitoring,
diagnostics, and testing.

In general terms, architecting cloud-based solutions does require a shift in designing
and developing solutions to take advantage of the cloud’s many benefits, including
elastic infrastructure, improved accessibility, more resilient availability, improved
security, and more rapid application development. For some organizations, the initial
move to the cloud will include moving applications from on-premises infrastructure with
little or no modification. This is referred to as lifting and shifting. Though this approach
is cost-effective and reduces the risk of potential regression, in many situations, it will
require additional effort to gain the benefits of running in the cloud.

Solutions architected with the cloud in mind, known as cloud-native solutions,
tend to be made up of smaller, distributed services and applications. There are many
architectural patterns that fit this profile, and we will cover event-driven architecture and
microservice architecture as examples.

Event-Driven Architecture

A solution made up of applications and services that responds to changes in state can
be termed as event-driven architecture (EDA). As an example of EDA, let’s consider
the scenario of a customer’s address changing. In this example, the system will take
three actions: send an acknowledgment e-mail, update the customer’s address in the
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database, and create a log of the address change. In a more monolithic application,
this might be comprised of a single web page that performs these three steps in a single
method, as illustrated in Figure 1-1.

Send e-mail

=
‘ “ ‘ Update user’s address

Create log of address

/myApp/changeAddress
change

Figure 1-1. Monolithic architecture

In EDA, this might be changed to use the publish-subscribe pattern, or pub-sub.
In this pattern, an event is published to a shared service, known as a service bus.
Applications interested in events subscribe to the service bus to be notified when
events of a certain type are published. In our example, this is the change address event.

g,

Figure 1-2 illustrates how this might look in Azure.

Send E-mail Send Grid
/myApp/changeAddress Service Bus Updateuiustomes &

SQL Database

%
<D)—

Figure 1-2. Event-driven architecture
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In this diagram, a request is still made to the changeAddress web method, but
instead of handling the functionality in the web application, an event is published to the
service bus. Three subscribers are then triggered by this event. The first sends an e-mail;
the second updates the customer; and the third creates a log entry.

The monolithic version does have some merit over the EDA example, in its
simplicity, but in cloud-based solutions, a more distributed approach is better. First, by
separating the functionality into smaller components, we can handle change better. For
example, if additional functionality is required, this can be added into this architecture
relatively simply, by adding another listener for the event.

Microservices

The microservice architecture is a popular architecture for cloud development. You can
build apps that are scalable and resilient and that you can easily automate and deploy. This
is achieved by designing smaller services that are autonomous and independent. Each of
your services is given a singular purpose. Rather than rebuilding and then redeploying your
application, you can update the services individually and independently. And rather than
creating a data layer to persist the data, each service persists its own data.

If we revisit the EDA sample, we can illustrate microservice architecture, as shown in

Figure 1-3.
< :."r> 4’ '
Send E-mail Send Grid
._— H
Q= —{al—@
/myApp/changeAddress Service Bus Update Customer Azure Active Directory
B2C
A
7 _ >
/
J
Create Log SQL Database

Figure 1-3. Microservice architecture

12



CHAPTER 1 BUILDING SOLUTIONS IN THE AZURE CLOUD

In the diagram, each service becomes independent, including its persistence layer.
As you will have noticed, the difference between the diagram for EDA and microservices
is not significant. This is intentional, as the two architectures complement each other.

Architecture Summary

EDA and microservice architecture lend themselves to cloud-based solutions in

many ways. As the coupling between areas of the solution is reduced, multiple teams

contributing to the same solution are less likely to run into conflicts as the solution evolves.

Also, as the solution is made up of independent and isolated components, different areas

of the solution can be scaled independently, allowing for both improved reliability as

well as improved cost-effectiveness, as only the areas of the system requiring additional

resources are increased. Another important consideration: in general, multiple smaller

components are less costly in cloud-based solutions than a single larger component.
There are other architectures that are relevant, and the following are provided as

additional resources to explore:

o Azure Customer Advisory Team: http://aka.ms/CAT

o Azure Architecture Center: https://docs.microsoft.com/en-us/
azure/architecture/

o Azure solution architectures: https://azure.microsoft.com/en-us/
solutions/architecture/

Profiling and Debugging Strategies

As cloud-based solutions benefit from different architectures rather than traditional
solutions, the profiling and debugging strategies used for cloud-based solutions also
change. The following chapters will progress through different categories of cloud-based
development, and for each one, different profiling and debugging strategies will be
discussed. Because cloud-based solution development is vast, so is the range of strategies
that could be shown. We strove to provide a collection of the most effective and helpful
strategies for a wide range of teams.
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To aid in the discussion of the different strategies, a fictitious organization will be
used to illustrate one company’s journey into the cloud, from an on-premises solution.
Our focus is to provide context for the different categories of cloud-based solutions and
not how to develop a solution. Because of this, we have made the samples as simple as
possible but complex enough to provide useful scenarios.

The following section will introduce the fictitious company, followed by a summary
of the chapters and how they relate to the company’s journey into the cloud.

CoffeeFix

Throughout the chapters we will use a fictitious company, CoffeeFix, to illustrate
different profiling and debugging aspects of Azure. CoffeeFix is a manufacturer of
high-quality coffeemakers (machines and pots that brew coffee), used in the most
prestigious coffeehouses in the world. Its signature feature is a sensor-controlled brewing
process that is designed to produce consistently full-flavored coffee. Because of the
competitiveness of the coffeemaker market, CoffeeFix coffeemakers send information
back to a central system, to be analyzed, in case the coffeemakers are showing signs of
requiring maintenance.

For our purposes, the company has been very successful and now has coffeemakers
installed across the globe. Unfortunately, the current solution has not been able to scale as
smoothly as the business, and CoffeeFix is looking to invest in scaling their current solution.

Current Solution

The current CoffeeFix solution consists of an application that runs on the coffeemakers,
a central web site, and a database. Both the web site and the database are currently
hosted in a server at CoffeeFix headquarters. Figure 1-4 illustrates the current solution.
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Unit Unit Unit LI Unit Unit

CoffeeFix On-Premises

Figure 1-4. CoffeeFix architecture

We will point out some key elements of the diagram. First, there are many
coffeemakers, and CoffeeFix refers to each coffeeemaker as a unit. As the units are
running in coffeeshops across the globe, they are deployed externally to the CoffeeFix
headquarters. Periodically, each unit will submit information back to a web site hosted
on the CoffeeFix premises. The information submitted contains data about running the
unit and whether there have been any issues detected. The information received from
the units is stored in SQL Server and the file system. Both SQL Server and the file system
are located at the CoffeeFix headquarters.

Source

Included in this chapter’s source material is a starting solution that represents the
CoffeeFix solution. It includes a .NET Core console application and a .NET Core web site.
The console application represents the application used by a unit to submit information
to a web API that is hosted by the web site. The web site API saves the submitted
information, or telemetry, to a file in a folder called telemetry.

Please take a moment to become familiar with the solution, as we will be modifying it in
subsequent chapters. First, using a shell of your choice (for example, PowerShell or Bash),
navigate to the root directory of the Chapter 1 source. The following command should be
issued to build the solution:

dotnet build .
15
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Next, start the web site by using the run command, as follows:
dotnet run --project CoffeeFix.Web

You should see an indication that the web site is up and running. See the following
example, which shows the web site has started and is listening on ports 5000 and 5001:

F3 J:ivgithCloud-Debugying-and-Frofilingh Chapterl> dotnet run - -project CoffeeFix,Web
: Microsoft.AspNerCore. ction. KeyNanagesent . 1 03
User profile is available. Using ‘C:)Users)Jeffrey)Appbate)LocallASP.NET) Keys' as key rep ¥ and Vindows DPAPL to encrypt keys at rest.
Hosting environment: Development
Content root pach: J:igizicloud-lebugging-snd-Profiling\ChaprerliCoiesyix.Veb
How listening on: https://localhost:5001
Now listening on: http://localbost:S000
Application avarted. Preaa Corl+C to ahut down.

In a browser, navigate to the https://localhost:5001 URL and confirm that the
web site is running (Figure 1-5).

B <« [ Home page - CoffeeFix. X 4 v

localhost:

CoffeeFixWeb Home Privacy

Welcome

Learn about building Web apps with ASP.NET Core,
Figure 1-5. CoffeeFix web site

With the web site still running, we will run a console application to submit data to
aweb API hosted on the web site. This represents a unit that is submitting data back to
headquarters. In a new shell, navigate to the root of the solution again. Run the following
command to launch the console application that represents the unit:

dotnet run --project CoffeeFix.Console https://localhost:5001 CCC791E1-
C95A-4253-AA2B-C95240D2E430

The preceding run command uses two parameters. The first is the URL of the web
site to submit telemetry to, and the second parameter is an ID that uniquely identifies
the unit. Any unique ID or GUID will work.

If the telemetry is successfully submitted, a success message is shown. See the
following example:
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s J:\git\cloud-Debugging-and-Prefiling\Chaprerl> dotnet run ect CoffeeFix.Console https://localhost:5001 CCCT91EL-COSA-4253-AAZE-CI5240D2E430
CoffesFix Consols successfully submitted telemetry.
CoffesFix Console completed. g )

As an additional step to validate that everything worked, look at the telemetry folder
inside the web site folder. You should see a folder created with the ID that was submitted

(Figure 1-6).

Cloud-Debugging-and-Profiling » Chapter1 » CoffeefixWeb > telemetry > ccc791e1-c95a-4253-aa2b-c95240d2e430

Name Date modified Type Size

20200323-09401 2.t 23/03/2020 9:40 AM Text Document 5 KB

Figure 1-6. CoffeeFix telemetry

Take a moment to review the solution, to get a general idea of how the sample
solution was constructed. The purpose of the solution is to provide an illustration that
many developers will be familiar with, while including enough complexity to make
the migration to the cloud performed in subsequent chapters meaningful. Both the
application and web site were created using the templates provided by Visual Studio.

Business Requirements

The CoffeeFix business has recognized that the current solution requires some
investment. As the business has been growing, the solution has not been able to keep up,
and certain activities that were fine with a small number of units have not scaled well.
For example, the upgrade of the application on the individual units is a costly and
sometimes faulty process. Currently, a representative is required to manually update the
software when a release is required. As more units have been deployed, the process of
manually updating the units has become impractical.

CoffeeFix in Chapters

In the different chapters, we will go into more detail on the required enhancements to
the solution. The chapters have been designed to provide both an example of how an
on-premises solution might move to being cloud-based, as well as practical debugging
and profiling examples.

Following is an overview of the enhancements, by chapter.
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Chapter 2: Azure Portal Overview

Chapter 2 provides an overview of the Azure portal and many of its features, including
creating a new subscription, menus, and some important settings to tailor the portal to
a user’s requirements. The chapter is intended as an overview and does not cover the
CoffeeFix scenario specifically.

Chapter 3: Services in the Cloud

CoffeeFix will use two popular services, Azure Functions and Azure Logic Apps, to
enhance the process of submitting data from a unit.

Chapter 4: Application Insights

The current method of sending telemetry back to the main web site will be replaced
with Application Insights. The CoffeeFix business is looking to use Application Insights
to improve how the telemetry is recorded, viewed, and analyzed, by leveraging the
capability of a performance-monitoring solution.

Chapter 5: Databases and Storage

The current database and file storage runs on an on-premises infrastructure. In this
chapter, we will use Azure SQL Database and Azure Cosmos DB to provide cloud-based
repositories.

Chapter 6: Web Apps

The main web application is currently running at the CoffeeFix headquarters. In this
chapter, we will move the application to Azure App Service.

Chapter 7: Identity Security with Azure AD

Currently, user authentication to the main web application is done using local identity
management. In this chapter, we will move the identity management to Azure AD.
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Chapter 8: Azure Build and Release Automation

The business is looking to improve the current method of upgrading units, by running
the application in a container and using Azure DevOps to automate and control the
process of building new versions of the application reliably.

Chapter 9: External Tooling

This chapter will show how external tooling can be used to enhance a customer’s Azure
experience, by using services external to Azure.

Chapter 10: Monitoring the Solution

The final chapter will illustrate how an organization can achieve a high-level view of a
cloud-based solution, using the CoffeeFix services now running in Azure.

Summary

Many of the strengths of the cloud encourage solutions that are more distributed in
nature. Of course, it is possible to build a monolithic solution in the cloud or a solution
composed of microservices in a single on-premises data center. The point made in this
chapter is because of the cloud’s elasticity, the cost-effectiveness of smaller, independent
services, and the cloud’s globally distributed nature, cloud-based solutions are better
suited to a solution with a more distributed architecture.

Because of this, there are challenges in how to profile and debug distributed
solutions. Many tools exist in the Azure portal and Azure DevOps, among others, that
allow for individuals, ranging from operations to management, to get visibility of the
different aspects of a solution. From server status to application telemetry to cost,
this book aims to provide an understanding of where to look and how to configure
comprehensive profiling and debugging in Azure.

Chapter 2 provides a first look at the Azure portal and its main features. Many of
these features are relevant for all services in all categories, including Faa$, SaaS, PaaS,
IaaS, and DBaasS.
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Exploring the Azure Portal

Opening the Azure portal for the first time can be a daunting experience! The goal of this
chapter is to help both individuals new to Azure and more experienced users navigate
and get more from the Azure portal experience.

Azure Portal

The Azure portal is an extensive single-page application with two purposes. First, it
provides a means of viewing the details of your Azure subscriptions. Second, it supports
most actions that can be applied to your Azure subscription and its many different
blades. This chapter explores the Azure portal and some of its common features. We will
explain the dashboard and how you can create different views for different scenarios.
The Favorites section also is covered, as is using the Cost Management + Billing blade.
Also, we will explore the portal’s support features and introduce the Cloud Shell.

Subscriptions

There are several types of subscriptions, ranging from pay-as-you-go to enterprise
agreements. Everything covered in this book is applicable to all subscriptions, and all
the examples are built using a pay-as-you-go subscription. However, it is worthwhile to
provide an overview of the different subscription types.

Pay-as-you-go: This provides a flexible payment plan that offers no
minimums or commitments.

Enterprise agreements: Large organizations can have a tailored
enterprise agreement, which offers flexible billing options and
best prices.
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Dev/Test. This provides discounted rates on Azure, to support
development and testing.

It is also worth noting that Azure has many programs that provide free monthly
credit to Visual Studio subscribers and verified student accounts.

Getting Started—Creating a Subscription

This section covers creating a new Azure subscription and walks through the steps

for getting set up. Getting started with Azure is easy, by using the wizard provided at
https://azure.microsoft.com/en-us/free/. After navigating to the page, you will be
greeted by a banner with the Start free button (Figure 2-1).

Create your Azure free account today

Get started with 12 months of free services

Start free >

Figure 2-1. Starting a free subscription

The Start free button opens a wizard that walks you through the setup process. If
you have not yet logged in with a Microsoft account, you will be asked to do so. This can
be a work or school account used to access Office 365 or a Microsoft account used for
Outlook.com, Hotmail, Office, OneDrive, Skype, Xbox, and Windows. The first step is to
set up some background information about the owner of the subscription (Figure 2-2).
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1 About you ~

Country/Region @

New Zealand o ‘

Choose the location that matches your billing address. You cannot change
this selection later. If your country is not listed, the offer is not available in
your region, Learn More

First name

Jeffrey ‘

Last name

Chilberto ‘

Email address @

| il oot roem ‘
L

Phone

| B Wi ‘

GST Number @

By proceeding you acknowledge that if you use your org: on's email, your ion may have rights to
access and manage your data and account. Leam more

Figure 2-2. About you

This is especially useful for countries that support a goods and services tax or value
added tax (for example, New Zealand and the United Kingdom). This simplifies the
billing process, if the subscription progresses beyond a free status. Also, this information
can be supplied later, if required.

Next, a simple phone verification step is required, either by text or phone. The
following example (Figure 2-3) shows the verification by text, with a sent verification
code entered.
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2 |dentity verification by phone ~
A text or phone call helps us make sure this is you.

Country code

| New Zealand (+64) b d ‘

Phone number

We delivered a code to your phone.

Verification code

l 788322 -

Verify code

Figure 2-3. Identity verification

A second form of identification is also required: a valid credit card. This is shown in

Figure 2-4.

3 Identity verification by card ~

We ask for your credit card number to verify your identity and to keep out
spam and bots.
You won't be charged unless you upgrade.

Figure 2-4. Identity verification by credit card

The last step is to accept the subscription agreement and offer details and
acknowledge the private statement and communications policy (Figure 2-5).

4 Agreement ~

| agree to the subscription agreement, offer details, and privacy statement.

[:' I would like information, tips, and offers from Microsoft or selected partners about Azure,
including Azure Newsletter, Pricing updates, and other Microsoft products and services.

Sign up

Figure 2-5. Agreement
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It will take some time to provision the subscription. Once the subscription is ready, a
link is provided for accessing the portal (Figure 2-6).

You're ready to start with Azure

Go to the portal >

Figure 2-6. Ready to start

By clicking the Go to the portal link, the browser navigates to the Azure portal.

Even in an empty subscription, this can be somewhat overwhelming, as illustrated in
Figure 2-7.

m Db e e R

Home > Quickstart Center

I Quickstart Center £ X

Gat marsed  Take an cnline course

Setup guides

Dur guides walk you thiough deployment soenarios 10 help You Set up, Manage, and secuns your AZure eronment

Azure setup guide Azure migration guide _ Azure innevation guide
=W swp-oy-step gudance to help Step by siep guidance to help =W step oy-step gudance 1o help

Beming pUIn, TRt U3, ded pcuee aases wireen gewesamant, Btk inrovatve sokiont

Azute fof your crganizaticn Drepane for migeation and make Vevetiging Adure platfcem

the 38 try Az capabiities

g Open »

Start a project

Ehoose fram the popular services below S0 creste your first sesoure and beunch you project Ostensioe, see &5 services

ol Create  web app o Deploy a virtual machine Set up a database Start a data analytics =3 Store, back up, or archive
== 5uid and depioy web apps that 2| %un your workioads in the cloud Expiore options for managing y % project t data
can e ana he redundaecy s el aticeul Put machine Iearrieng and atificial Exteras clata stceage 50 the cloud
o physical bardmace etegeree K work on yous apis t hou disaster

Figure 2-7. Portal dashboard

We will point out the major sections now and expand upon them later in this
chapter. First, the main section is the dashboard. The dashboard is primarily used to get
a quick view of a subscription and its resources. There can be multiple dashboards per
subscription, and each can be customized in both layout and content. To the left of the
dashboard is a dynamic menu of blades, as well as services that are marked as favorites.
At the top of the portal is a header menu bar containing a search function, settings, the
current user and directory, and some other useful features.
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Portal Settings

One of the first features to visit in the portal is Portal Settings. This is at the upper right,
displayed as a cog (£33). The Portal Settings menu provides the ability to apply general
changes, and we will walk through these now.

The first option is the ability to set a session time-out, which controls when the user
should be logged out when inactive. Figure 2-8 shows the different options available.

Configure directory level timeout
Sign me out when inactive

Never s I%

Never

After 15 minutes
After 30 minutes
After 45 minutes
After 1 hour
After 1.5 hours
After 2 hours

Custom duration

Figure 2-8. Portal Settings: Log me out

It is great to allow the users to set this, depending on their environment and
requirements. For example, administrators might want to have a shorter time-out
window, in case they want to make sure that if they forget to lock their workstation, their
session will time out after 15 minutes of idle time. Someone in operations, however,
might use the dashboard to monitor activity and use an idle workstation to present the
dashboard on a shared monitor.

There are two default views: Dashboard and Home. This helps personalize the
experience, as some prefer a dashboard-type view, as shown in Figure 2-9.
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2 Search resources, services, and docs (G+/)

Dashboard ~ + 7 L 2 & / Db @

Aute refresh : Off

All resources
Free Tral

1]
HEE
[ 1 1]

Mo resources to display

Try changing your filters if you don't see what you're looking
for. Learn more &

Create resources

LV Service Health Marketplace
v P

5]

Last updated: a minute ago

teps

Create DevOps Starter

Quickstarts + tutorials

n Windows Virtual Machines o
Provision Windows Server, SOL Server, SharePoint VMs

n Linux Virtual Machines &

Provision Ubunty, Red Hat, CentOS, SUSE, CoreOS Vihis

":q- App Service o
& Create Web Apps using MET, Java, Noede,js, Python, PHP

zios,  Functions o
g Process events with a serverless code architecture

ﬁ SQL Database &
Managed relational S0L Database as a Senvice

£ search resources, services, and docs (G+/)

Azure services

+

W B ® = &8 -

Create a Subscriptions Azure ADB2C Al resources Resource Virtual App Services Storage sl databases  More
resaurce groups machines accounts
Navigate
G num m
Subseriptions [4]  Resource aroups BEE Al esources [Ed oashboard
Tools
Al Microsoft Leamn of 2ur o e Security Center e Cost Management
-
o Learn Azure with free online Maniter your apps and Sequre your apps and Analyze and optimize your
training from Microsoft infrastructure infrastructure cloud spend for free

Useful links

Technical Documentation o

re Services 05

Azure Migration Tools Find an Azure expert

Azure mobile app

Recent Azure Updates o
Quickstar Cente

Figure 2-9. Dashboard and Home views
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Alternatively, the Home view provides more of a grid-like list of services and options.
The portal supports six themes: four standard and two high contrast (Figure 2-10).

Choose a theme

FHRCN

High contrast theme ©

White Black )

Figure 2-10. Portal Settings: Themes

Another nice feature of the portal is the pop-up notifications. These are shown in
the upper-right corner when different activity occurs in the background. For example,

when provisioning a new service, a notification will be shown when the deployment has
completed (Figure 2-11).

X
@ Resource group created 10:40 AM

Creating resource group 'Chapter2AzurePortalGroup' in
subscription 'Free Trial' succeeded.

Figure 2-11. Notifications

These can also be disabled, by unchecking the option in the settings (Figure 2-12).

Enable pop-up notifications (O

Figure 2-12. Disabling pop-up notifications (uncheck the box)

The language and regional settings can also be specified in Portal Settings (Figure 2-13).
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General Language & region

Language
Choose the language displayed in the portal.

English v

Regional Format
Choose a regional format that will influence how
your date/time, numeric, and currency data will

appear.
English (United States) N
Apply Discard

Figure 2-13. Portal Settings: Language

Also, Portal Settings allows you to export your settings, and you can reset to the
default settings (Figure 2-14).

Useful links

Restore default settings
Export all settings
Delete all settings and private dashboards

Figure 2-14. Portal Settings: Restore and Export

What Is an Azure Blade?

The main portion of the Azure portal displays the currently selected blade. When you
first log on to the portal, the dashboard blade is presented by default. Other blades exist
for different resources or services in the portal. For example, the SQL databases blade
displays the provisioned databases in the current subscription. It provides the ability to
view details about each database and to provision a new database. Most of the blades
have a similar structure or template, which allows for a more consistent experience, even
though the content might differ greatly.
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Dashboard

The dashboard provides a custom view of Azure that can be tailored as needed.

A developer, administrator, and operations manager will all have different requirements
when viewing their Azure subscriptions. For example, an operations manager might
want to have visibility only of the overall status and performance of provisioned
resources, while the administrator might want to have a dashboard summarizing the
cost across different provisioned services. Therefore, the dashboard is very flexible and
allows you to make a large amount of customizations.

Tiles—Resizing and Positioning

The dashboard is composed of different tiles that can be positioned and resized. We will
illustrate this by changing some of the tiles. First, start by selecting the Edit action at the
top of the dashboard (Figure 2-15).

Dashboard ~~ | Mewdashboard 7T Upload ) Download &y Share 7 Full screen [} Clone  [i] Delete () Refresh

Figure 2-15. Dashboard Edit

This sets the dashboard to a customization mode, which allows you to add new tiles,
and you can delete, resize, and move existing tiles. New tiles are added by using the
Tile Gallery at the left side of the page. We will cover this in more detail in the following
“Creating a New Dashboard” section. To adjust the existing tiles, you hover over a tile
(Figure 2-16).

w o
[ ¥
*’ Service Health

Figure 2-16. Dashboard adjusting an existing tile

As shown in the following image (Figure 2-17), the cursor changes to reflect the
tile, and it can be dragged to a new location. Also, a delete icon and a context menu are
shown.
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i

i

.3

4x4 E
6x4 [
[

O

]

<dng

6x6
Refresh
Remove from dashboard

Done customizing

Figure 2-17. Dashboard tile context menu Edit

The context menu allows you to reshape the tile to certain available sizes. Not all tiles
support all sizes. For example, the Marketplace tile only supports the three sizes shown
in Figure 2-18.

A A A N S S AN

b’ P
Marketplace

ﬁ' . 2x2 i

L]

4x2 :::E

Refresh @)

Remove from dashboard [ii]

Done customizing

Figure 2-18. Dashboard Marketplace tile

The size is written in columns by rows. For example, 4 x 2 indicates four columns by two
rows. It is possible for tiles to support shapes not covered in the drop-down menu. These tiles
support the ability to resize the tile by dragging a handle in the bottom-right corner.

For example, the handle is shown in the following tile, which is used to display
metrics collected about a running application (Figure 2-19).
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V!\vg Process CPU (all cores) for H#FWabDww kyerani

22%

2%
v s i
1.6%

1.4%

1.2% ;
1% :
DB% ------------------------

" L]
0.69; " e rannen ) \

04% o T—
0.2% \'

0%
Feb 23 March Mar 8 Mar 15 Mar 22 UTC

Process CPU (all cores) (Avg)
A LT

0.74+

Figure 2-19. Dashboard metrics example

When you have finished making changes to the dashboard, click the Done customizing

button at the top of the page (Figure 2-20).

Add, pin, move, and resize your tiles. Done customizing

Figure 2-20. Dashboard Done customizing button

Creating a New Dashboard

The portal supports having multiple dashboards, which allows you to have different
views of the Azure resources. For example, you might want a view of only the production
services, or a view that provides a summary of the activity of all the databases.

To create a new dashboard, use the New dashboard action at the top of the current

dashboard (Figure 2-21).
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Dashboard v~ T Upload L Download 2 Edit ¢ Share ”Fullscreen [ Clone [ Delete () Refresh

Figure 2-21. New dashboard

This creates a new dashboard and sets your view to editing the new dashboard. At
the top of the view, you can specify a new name, as illustrated in Figure 2-22, with the
name Production Database Dashboard.

‘ Production Database Dashboard ‘

Figure 2-22. Dashboard name

On the left side, the Tile Gallery is shown (Figure 2-23), which allows you to add tiles
to the dashboard.

Tile Gallery

‘P Search tiles

23 tiles ©® You can drag any tile to the dashboard
Figure 2-23. Dashboard Tile Gallery

Spend some time looking at the different types of tiles. As you progress through the
chapters, we will provide examples of different tiles that might be of interest. The list of
tiles grows significantly once you have provisioned services.

Sharing Dashboards

Another feature of dashboards is the ability to share a dashboard with other users.
The other users must be within the same subscription. Access is controlled by using
role-based access (RBAC). This is done by publishing a dashboard, which creates the
dashboard as a resource within the subscription. The dashboard resource can then be
managed in a similar manner to the other resources within the subscription.

To share a dashboard, select the Share link at the top of the view (Figure 2-24).

Dashboard ~ + MNewdashboard 7 Upload . Download 7 Edit /" Full screen [ Clone 1l Delete (D Refresh

Figure 2-24. Dashboard sharing
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You will then be prompted to enter some information about sharing the dashboard
(Figure 2-25).

Sharing + access control X

This dashboard is currently private.

To share this dashboard, publish it as an Azure
resource. Azure Role Based Access Control will
determine who has access to the dashboard.

Access to individual tiles can differ from access to
the dashboard itself.

Learn more about sharing and access

Dashboard name *

Production Database Dashboard J

Subscription Name *

Varrasd Fawme Ueperh 7

| Publish to the 'dashboards' resource group.

Location *
(US) East US N

Figure 2-25. Dashboard sharing using RBAC

The Dashboard name is what other users will use to identify the shared dashboard,
as shown in Figure 2-26.

Dashboard ~ + Newdashboard 7 Upload { Downlo:

Dashboard

£) Production Database Dashboard

Figure 2-26. Shared dashboard
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Navigation

Being able to quickly navigate the Azure portal is essential. This section includes
some useful tips and explains the features of the portal that are designed to assist with

navigating the site.

Setting Favorites

On the left side of the portal is the Favorites bar, which provides a convenient way for
accessing blades that you often view. This is set to some common blades by default. One
of the first things you should do is set this to the blades that are the most relevant to you.
Located above Favorites is All services (Figure 2-27). Select this option to show all the
blades.

—+— Create a resource

ﬂ‘ Home

.1 Dashboard

:— All services o

% FAVORITES

Figure 2-27. Service favorites

To the right of each blade is a star, which indicates whether you want it to be shown
as a favorite. The blades are organized into categories, and some are shown in more than
one category. Because this list can become overwhelming, a handy tip is to use the Filter
located at the top (Figure 2-28).
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All services | 2 logid

Overview (&) .L(oglc Afg;‘ 1 Logic Apps Custom Connector
Categories @ Integration Service Environments

Figure 2-28. Favorites filtering

The above image shows how the filter can be used to show only those blades relating
to logic.

In the Favorites menu, the items can be reordered. To reorder a favorite, first mouse
over the item to be moved. Three dots will then appear toward the right side of the item
(Figure 2-29).

% FAVORITES

255 All resources
@ Azure AD B2C
Q@

Application Insights

~—
¢4’

Resource groups %

@

App Services

|

SQL databases

£

Storage accounts

A\ 4

Azure Active Directory
@ Monitor
@ Advisor

0 Security Center

Figure 2-29. Reordering favorites menu
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By clicking the dots, the item can be moved to a new location within the Favorites
menu. This way, you can quickly reorder your list alphabetically or put your more
frequently used items at the top.

Searching for a Resource, Service, and Docs

Navigating through Azure resources and services can be a challenge when there are
multiple subscriptions or when the number of services provisioned grows. The Favorites
menu helps you organize the blades into what logically makes sense to you. This next
section shows you how to quickly jump across the subscriptions and other areas of the
portal. At the top of the Azure portal is the ability to search resources, services, and docs,
and it provides an efficient way for you to navigate across the different elements of Azure
(Figure 2-30).

[ L Search resources, services, and docs (G+/) l

Figure 2-30. Search bar

This capability has some great features that are worth highlighting. First, when you
click the search bar, it displays a list of recent blades (Figure 2-31).
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I £ Search resources, services, and docs (G+/) I

- Search history

® Event Grid Subscriptions
V) active dir
“0) function

0 eve
0 send

Recent See more

Microsoft Partner Network Subscription
= TechNetEventGrid-tpc Event Grid Topic
[ *] TechNetEventGrid Resource group
= technetsamplestorage Storage account
= communityserverless Storage account

Searching all subscriptions. Change

—

Figure 2-31. Recent search history

There are two subtle points to this: a See all link (on the right, under the search
box) and the ability to change the filtering when there are multiple subscriptions.
Once you enter some text, the list is changed to display the matching items (Figure 2-32).

38



CHAPTER 2  EXPLORING THE AZURE PORTAL

£ analytics X
Services o See all Marketplace ° See all
7.4 Azure Data Explorer Clusters 9 Pyramid Analytics Bl Office
ﬂ Log Analytics workspaces [y Semeon Customer Feedback Analysis Platform
~ I Stream Analytics jobs [ Data Quality Management Platform
[+) Data Lake Analytics 4 Intelligent Edge
&= Analysis Services Documentation e See all

“.) Azure Synapse Analytics (formerly SQL
O ynap ytics ( ySQLDW) What is Analytics - Azure DevOps | Microsoft Docs

@ " . -
#2 Application Change Analysis Use-cases for built-in analytics with Azure Cosmos DB ...

@b Cognitive Services Azure Stream Analytics documentation | Microsoft Docs
(‘, Cost Management + Billing Get started with Azure Monitor Log Analytics - Azure ...
P i

'e* HDInsight clusters Resource Groups e

Resources 0 [4] deepanalyticsgroup

B TempTextAnalytics Cognitive Services

Searching all subscriptions. Change

Figure 2-32. Broad search

The preceding screenshot illustrates this feature well, as it shows the search spans
across multiple types of resources. In this example, we entered the word analytics into
the search bar. The first section (1 in the preceding image) shows resources matching the
text. In this example, the match was TempTextAnalytics, a Cognitive Services resource
containing Analytics in the name. Similarly, the second section (2) shows the resource
groups that match our search. The third section (3) shows the services that either
match the name or the keywords associated with the service. The fourth section (4)
indicates entries from the Marketplace, while the fifth section (5) provides links to the
documentation, with our search text in the title. Note that only the first two sections are
provisioned components, while the other sections provide a means of either jumping to
provisioning a new resource or viewing the documentation.

39



CHAPTER 2  EXPLORING THE AZURE PORTAL

You’re Not Alone—Help and Support

The Azure portal provides many great features for provisioning and working with the
existing blades, and considerable effort has been made to ensure that help and support
are available. At the top of the page is an option to bring up more help and support

(Figure 2-33).
<»

Figure 2-33. Help and support menu

This option provides several links to additional information about Azure. Next, we
will look at the options indicated in Figure 2-34.

Help X

Help + support

Visit the help and support center to create or track a
support ticket and monitor health.

What's new

Azure roadmapc
Launch guided tour
Keyboard shortcuts
Show diagnosticsc!

Privacy statementc?

Figure 2-34. Help + support
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Help + Support

Azure is complex, and being able to receive help and support is essential. The Help
+ support section provides access to documentation, including tutorials and how-to
articles, community resources (such as the MSDN Forums and Stack Overflow), as well

as the ability to create support requests (Figure 2-35).

& Microsoft Azure

Azure updates

Leam about impartant Azure product updates, roadmap, and announcements. Subscribe to notifications to
stay informed.

A RSS feed

Search all updates Product category
Browse by category
Status Update type
(I umn wowevanase  [] wemeview ] 0T 1M DEVELORMENT All
Filter Results Reset Filter
March 2020 Azure at Ignite

Mar23  Azure Security Center—Protection for Azure Kubemetes Service is now available

BEE mow avasLABLE
TARGET AVAILABILITY: Q2 2020

Azure Security Center is expanding its container security features to protect Azure Kubernetes Service (AKS).

See all Azure anncuncements from
Microseft ignite >

Mar23  Flatcar Container Linux available in Azure Marketplace
BEE now avaLape
Flatcar Container Linux by Kinvolk is now available in the Azure Marketplace, Flatcar is an immutzble Linux
distribution for containers, and a compatible fork of CoredS Container Linux Resources

DCownload the quarterly Azure Updates

retrospective.

Mar23  Azure Database for MySQL—Three years reserved capacity is now available 4 201904
BEE NOW AVAILABLE 4 201903
4 201902

Figure 2-35. Help + support options
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Before contacting support, you should explore the documentation and community
resources, but it is valuable to have support available. Select the support plan that fits
your subscription. The plans range from a free Basic plan to the Premier plan for critical
systems that require a high level of service to minimize the business impact.

A new support request can be created by using the New support request option,
which guides you through raising a support ticket (Figure 2-36).

Search all updates Product categary

Service Bus Integration

Status Uglate type

D NEE nowavawase || N PREVIEW D BT IN DEVELOPMENT Compliance

Filter Results Resat Filter

March 2020 Azure at Ignite

Mar 17 Announcing Azure Private Link GA for Azure Services
BEE now AVAILABLE

Azure Private Link now includes multiple new services available in Preview and GA

See all Arure announcements from
e Anae Cogritive Soarch: [ Secihy Microsoft Ignite >

Figure 2-36. New support request

As an illustration of this feature, Figure 2-37 shows how to raise a technical issue on a

function app in the subscription.

Status:

|
|:| HEE NOW AVAILABLE D IN PREVIEW ‘ i IN DEVELOPMENT|

Figure 2-37. New support request basics
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Describe the specific problem and upload any supporting files, as shown in
Figure 2-38.

Have you tried one of these?

Community

=. MSDN Forums 2 Stack Overflow @AzureSupport =2 Serverfault
Information and discussion by Answers to a wide range of Azure Quickly connect with our problem Answers to natwork infrastructure
Microsoft and the community programming issues solving experts problems
MSEN forums Azure @ Stack Overflow Tweet @BAzureSupport Azure @ Serverfault

Figure 2-38. New support request problem

The last step is to provide your contact information, including your preferred contact
method (Figure 2-39).

Home > Help + support

Help + support

|/O| «

2 Overview

Support

_}_

New support request

)

All support requests

Support Plans
Service Health

Advisor

£ & QR @

Get started with Azure

Figure 2-39. New support request contact
43



CHAPTER 2  EXPLORING THE AZURE PORTAL

Depending on the support plan, Microsoft support will investigate and resolve the
support request. Submitted support requests can be viewed in the All support requests
link, as shown in Figure 2-40.

Basics Solutions Details Review + create

Create a new support request to get assistance with billing, subscription, technical (including advisory) or quota
| management issues.
! Complete the Basics tab by selecting the options that best describe your problem. Providing detailed, accurate
information can help to solve your issues faster.

* What is your issue related to? Azure services hd
* Issue type | Technical ~ l
* Subscription [ Microsoft Partner Network (20e1783a-fc3c-daae-bb... v l

Can't find your subscription? Show more

* Service @ My services O All services

[ Function App v ]
* Resource [ communityv3 e ]
* Summary I Gap in logs from Mar 23rd to Mar 24th \/l
* Problem type [ Monitoring ' l

Figure 2-40. New support request tracking
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Azure Roadmap

Azure is continuously being updated with new features and improvements to existing
functionality. A great way to keep up to date with changes is by using Azure roadmap.
The Azure roadmap link directs you to a feed of the latest Azure updates and news
(Figure 2-41).

Basics Solutions Details Review + create

Want a solution right now?
Try following the recommended steps below. These solutions are written by Azure engineers, and will solve most
common issues.

. Recommended Solution

Recommended documents

How to Monitor Azure Functions 5

Was this helpful? Yes No

Figure 2-41. Azureroadmap

The Azure updates page gives you the ability to filter by product and type of update.
For example, Figure 2-42 shows a filter of the Service Bus product for news related to
compliance.
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Basics Solutions Details Review + create

With your current support plan, you can create requests for billing, subscription management and quota increase.

| For technical support, upgrade to a paid support plan or explore our free resources.

Get expert technical support Ask our community
| ® ®
\ [ ] (]
| aA M
5 Frem $29/month, our support plans provide Whether you have a technical support plan or not,
access to expert 1:1 technical support. you have access to a large community of experts

and Microsoft engineers who can help you.

Azure Community Support o

ADDITIONAL RESOURCES

Azure documentation &
Tweet @AzureSupport of
Service Health

Link support benefits

Figure 2-42. Azure updates filtering

As well as news about existing products, this is a great way of understanding what
changes are being worked on by using either the In preview or In development tabs. For
example, the following (Figure 2-43) indicates change currently in development.
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Now available In preview In development
Products Update type
Browse w Search for a product /O A ¥

[

November 2018

In development: Azure Service Fabric runtime version 6.4 & SDK updates

Azure Service Fabric runtime version 6.4 with the corresponding SDK and tooling updates is under
development and will start rolling out scon with many enhancements including support for Windows Server
1803, low-latency storage improvements, and more.

Service Fabr Serices

In development: Azure Service Fabric Mesh Fall 2018 refresh

The serveriess Azure Service Fabric Mesh Fall refresh is under development and will be released soon with
mprovements such as auto-scale and network and gateway resources, in addition to storage improvements
and fixes.

Figure 2-43. Change in development

Launch Guided Tour

We recommend you take the guided tour, to become familiar with the Azure portal. By

clicking the Launch guided tour link, a dialog is shown that enables the tour to begin
(Figure 2-44).

Figure 2-44. Launching the guided tour

We will not repeat the tour here, but you should start it, to walk you through the
major components of the portal.
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Cloud Shell

In the following chapters, we will provide many examples of using the portal, but we will
also use scripts to provision, maintain, and view the Azure subscription and services.
The Azure Cloud Shell is a feature that provides a browser-delivered PowerShell or Bash
console for running commands. In the menu at the top of the page, the Cloud Shell can
be launched as indicated in Figure 2-45.

Welcome to Azure Cloud Shell

Select Bash or PowerShell. You can change shells any time via the environment selector in the
Cloud Shell toolbar. The most recently used environment will be the default for your next session.

EBash PowerShell

Figure 2-45. Cloud Shell

The shell launches and connects to the Azure subscription. If this is the first time the
shell has been launched, storage will have to be mounted. We provide the steps to guide
you through this process. First, you select the type of Cloud Shell: Bash or PowerShell
(Figure 2-46).

You have no storage mounted

Azure Cloud Shell requires an Azure file share 1o persist files. Learn mare
This will create a new storage account fer you and this will incur a small menthly cost. View pricing

# i
Subscrption

I Free Trial Show advanced settings

Figure 2-46. Welcome to Azure Cloud Shell
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The type is the default and can be easily changed later. The next step is to create
storage in the subscription. This is shown in Figure 2-47.

X
You have no storage mounted
* Subscription * Cloud Shell region
I Free Trial | Southeast Asia Hide advanced settings
* Resource group * Storage account * File share
2 Createnew @ Use existing @ Create new Use existing ® Create new Use existing
I Chapter2AzurePortalGroup chapter2storage chapter2share

For guidance on Cloud Shell storage, please refer to the Cloud Shell documentation.

Create storage I Close I

Figure 2-47. Cloud Shell setup

For more control of the storage to be mounted, click Show advanced settings
(Figure 2-48).

Bash v O ? @ [a M D

Your cloud drive has been created in:

Subscription Id: Teslafcti» Lt {L1E-~BalSb add)eds "{4L0D
Resource group: ChapterZ2AzurePortalGroup

Storage account: chapterZstorage

File share: chapter2share

Initializing your account for Cloud Shell...-
Requesting a Cloud Shell.Succeeded.
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help” to learn about Cloud Shell

jeff@Azure:~$ D

Figure 2-48. Cloud Shell storage
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You can create a new resource group, storage account, and file share, or you can
select existing components for each option. Once you select your settings, click the
Create storage button, to mount the storage, initialize the terminal, and authenticate into

Azure, as shown in Figure 2-49.

PowerShel v (O ? & [ M {3 B

Requesting a Cloud Shell.Succeeded.
Connecting terminal...

MOTD: Customize your experience: save your profile to $HOME/.config/PowerShell
VERBOSE: Authenticating to Azure

VERBOSE: Building your Azure drive ...
PS /home/jeff> D

Figure 2-49. Cloud Shell authentication

Additional information about persisting shell storage is located in the Azure Cloud
Shell documentation, available at https://docs.microsoft.com/en-us/azure/cloud-
shell/persisting-shell-storage.

The Cloud Shell provides the ability to run Azure CLI commands conveniently in
the browser. As an introduction, we will cover some basic information. First, note that
the type can be changed between Bash and PowerShell, depending on your personal
preference (Figure 2-50).

jeff@Azure:~5 az group list ——quer§ "[?tégs.applicationType:"
[

"id": "/subscriptions/20el783a-fc3c-4aae-bbaS-96bb06aaZd68/resourceGroups/TechNetEventGrid"”,
"location": "southeastasia",
"managedBy": null,
"name": "TechMWetEventGrid",
"properties": {
"provisioningState”: "Succeeded"
N
"tags": {
"applicationType": "repository"
}J’
"type": "Microsoft.Resources/resourceGroups"

Figure 2-50. Bash and PowerShell support
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Because the shell is authenticated with the current subscription, calls using the
Azure CLI are immediately available. For example, if you wanted to list all the groups
tagged with an application type of repository, you can use the command az group list
-tag "applicationType=repository" (Figure 2-51).

jeffrey@Azure:~% az group list --tag "applicationType=repository”
[

{
"id": "/subscriptions/" - — {/resourceGroups/PhotoBackupResourceGroup”,
"location": "southeastasia”,

"managedBy": null,
"name”: "PhotoBackupResourceGroup”,
"properties”: {
"provisioningState"”: "Succeeded"
}s
"tags": {
"applicationType": "repository”
}
}

]

Figure 2-51. Cloud Shell group list

More commands will be covered as we progress through the chapters.

The Cloud Shell is provided free of charge, but it requires local storage, which
incurs a cost that depends on how much data you store, the volume and type of storage
transactions, and which redundancy option you choose.

Summary

The Azure portal provides many features for managing, monitoring, and exploring
Azure. Becoming familiar with Azure can be daunting, but the portal provides many
resources, from help and support to flexible and powerful search, as well as navigation
features to assist you in becoming comfortable with the features and components of
Azure.

With Chapter 1 and Chapter 2, you have a basic understanding of Azure and the
Azure portal. Now it is time to move the CoffeeFix organization into the cloud. Chapter 3
describes how to build services in the Azure cloud.
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Services in the Cloud

Working with various services in the cloud is fun. On the one hand, Azure allows you to
add serverless components to the application, and on the other, you have app services
and more. Organizations can keep their applications on-premises or in the cloud.
Orchestration, however, can be a challenge. This chapter demonstrates the power of the
cloud, using examples from Azure Functions and Logic Apps. We will add a serverless
component to a solution that can be connected to application insights. An example of
building an Azure function and calling it from a Logic App will be provided. Tags for
billing also will be explored.

The chapter is broken into the following sections: “What Is Serverless,” “Azure
Functions,” “Logic Apps,” “An Overview of API Management Services,” and “Using Tags

for Billing”

Technical Requirements

This chapter uses sample code to explain the various topics under consideration.
The following are prerequisites for working with these code samples:

o Visual Studio 2019: Visual Studio is available for both Windows and
Mac. If you do not have Visual Studio 2019 installed on your machine,
you can install it from here: https://visualstudio.microsoft.com/
downloads/. In this chapter, we used Visual Studio 2019 Community
Edition for Windows, which is a free version. However, you can
select any edition, per your choice, click Download, and follow the
instructions on your screen to install Visual Studio. Do not forget to
install Azure SDK. (Select Azure development from the Workloads
tab; refer to Figure 3-1.)
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ng — Visual Studio Community 2019 — 16.2.4

Waorkloads Individual compenents

Language packs

Installation locations

Installation details

Web & Cloud (4)
2 reUuEs UsvERspEL
@ ASRNET and web develapment IA Azure development v] 2 .NET Core cross-platform development
Build web applications usi Core. Azure SDKs, tools, and projects for developing doud apes, w Azure development *
HTML lavaSeript, and Containers in ereating resources, and budding Containers including ncluded
P Python development ~ MNodejs development i
Editing, debugging interactive development and source Bu etwork spplications using Node js, an
etrel for Pythor asyre ~driven; JvaScript contie o
Windows (3)
Bl NET desktop development m Desktop development with C+=
\-...] Build WPF, Windows Forms, and console applications using Build Windows deskiop applications using the Microsoft
€= Visual Basic, and 7=, Co toolset, ATL o MFC

WEl Universal Windows Platform development
L} Create applications for the Unversal Windzws Platform
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Figure 3-1. Selecting Workloads

o Avwalid Azure account: You will require login credentials for the Azure
portal. If you don’t have an Azure account, you can get a free account
from here: https://azure.microsoft.com/free/.

Note The source code for this chapter can be downloaded at https://
apress.com/9781484254363.

What Is Serverless?

Before we begin to discuss serverless computing (in short, serverless), let’s review web
applications before the advent of serverless (let’s call these traditional web applications).
Traditional web applications are built and deployed on a server (most of the classic ASP.
NET web applications are deployed on an IIS web server). The HTTP requests (via these
web apps to the server) are managed to some extent.

To manage and provision resources for web applications, we must ensure the following:

1. Our server must be up and running, even if the web application is
not serving a single request (also referred to as being in an idle state).

2. Asan owner of the application, to better serve our users, we must
make sure that our server is always up and running (known as
server uptime).
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3. We should make sure the server is secure and up to date (any new
software updates should be applied).

4. Scaling is a salient factor for web applications. We should ensure

that our server is scaled up or down, whenever scaling is required.

The preceding requirements vary from organization to organization. For example,
if an organization is small or consists only of one individual, there may be a lot of
overburden to handle. Owing to this overburden, important tasks, such as building and
developing an application, might be overlooked. On the other hand, in big organizations,
there are separate teams to handle infrastructure, and routine tasks could be performed
by a team other than the development team. However, implementation and support of
the process could slow down actual development tasks.

Note Serverless computing is an adaptation that allows developers to worry less
about resources, infrastructure, and operating systems.

If we think as a developer, our prime task is to handle all these glitches, so that we
can concentrate on development tasks and not bother with extraneous issues. So, what
are the possible solutions?

1. Aserver that has all the required software (operating system,
required runtime, SDKSs, etc.)

2. Aserver that is able to execute the code dynamically
3. Aserver that is infra-ready (such as sign-and-go)

The preceding solutions come with serverless computing. In serverless computing,
we build serverless apps and do not have to provision and manage any servers. In this
way, we work only on development tasks and can devote less attention to infrastructure
concerns. The complete code runs on a cloud provider (in our case, Azure) and
is triggered by such events as HTTP requests, database events, queueing services,
monitoring alerts, file uploads, scheduled events, and so forth. The code that is sent to
Azure for execution is usually sent as a function. That is why serverless computing is also
referred to as Function as a Service (FaaS).
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Note In simple terms, Function as a Service (FaaS) is an arrangement of a
platform that provides a facility to write/manage functionalities of the application,
with no need to think about the infrastructure.

Why Develop Serverless Applications?

In the previous section, we identified the various issues with traditional web
applications, and you saw how these can be resolved using serverless computing.
Serverless computing has advantages over traditional web applications, and there
are reasons (both technical and commercial) why serverless applications should be
preferred over traditional server-hosted applications, such as the following:

o Fully managed services: With serverless applications, you need not
worry about managing your servers, resources, etc. There is also no
need to worry about the server’s uptime. As a developer (organization
or individual), you only need to concentrate on the development of
your application.

e Lower cost: In a serverless application, we have lesser costs, as we will
be paying only for the resources that are in use. No cost is accrued
if the application is in an idle state (that is, if no request is being
served).

e Easy scalability: Serverless computing can handle thousands of
concurrent functions in less than a second.

An Overview of Azure for Serverless Applications

In this section, you will see the various services, provided by Azure, to work with
serverless applications (Table 3-1).
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Table 3-1. Azure Services

For Services/Resource

Compute Azure Functions

Storage Azure Storage

Database Azure Cosmos DB

Security Azure Active Directory

Messaging Event Grid and Service Bus

Workflow Logic Apps

Managing APl APl Management

Analytics Event Hubs and Azure
Stream Analytics

In the upcoming sections, we will expand our imaginary application, CoffeeFix. We
will solve the problem of processing the report data, with the implementation of Azure
Functions and Logic Apps.

Requirements

For our CoffeeFix application, we must implement the following, to solve the problems

previously discussed:
o The application should collect the report and its data.
o Report data should be saved in a new file (Azure Blob Storage).
e The application must send an e-mail.

e The application must generate process report data and send a file
(on-premises).

Figure 3-2 shows the implementation of our requirements.
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CoffeeFix Console App

Save Report

Local File

Azure Blob

Send E-mail

h 4

CoffeeFix Functions

Dowload Report Data

Figure 3-2. Visualization of the app flow

The preceding requirements can be fulfilled with a system containing a console
application and a Logic App in the cloud. Our system will work like this: a console
application will collect data and generate a report and add/update the report file to
Azure Blob Storage. Any update in Blob will initiate an action by SendGrid and forward
an e-mail. After this, it will also trigger an Azure function to generate a process report

and send the file.
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Azure Functions

In the previous section, we discussed serverless computing and serverless applications.
Azure Functions helps us create serverless applications. With the use of Azure Functions,
we can run a small piece of code on Microsoft Azure. As a developer, you should not
have to worry about the infrastructure. With Azure Functions, you can concentrate on a
specific problem. You can accelerate the development of an application by using these
functions, because you do not first have to create a virtual machine (VM) or publish a
web application on the server.

We can sum up Azure Functions by saying it consists of a piece of code executed on
Microsoft Azure. It helps us run code on demand and does not require explicit provision or
management infrastructure. So, we can conclude that Azure Functions does the following.

e Provides ease of development: We can choose the development
language. (To check the complete list of languages for selection,
please visit https://docs.microsoft.com/en-us/azure/azure-
functions/supported-languages.) The choices can be any of the
following:

o C#

e Java/Maven
e JavaScript

o PowerShell
e Python

o Is cost-effective: Azure Functions are cost-effective because we
pay only for the time our code runs. Refer to the complete pricing
model at https://azure.microsoft.com/en-us/pricing/details/
functions/.

o Enables working with its own libraries: We can add NuGet and NPM
packages to use with our libraries or external libraries.

o Isopen source: With an MIT License, the runtime of Azure Functions
is open source, and you can make changes, if required. The complete
source code can be found at https://github.com/Azure/azure-
functions-host.
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Note Azure Functions’ runtime has two major versions: 1.x and 2.x. 2.x is the
current version, to which improvements are being made, although both versions
support the production environment. Moreover, runtime 2.x runs on .NET Core 2.
Therefore, a function built on this version runs on all platforms supported by .NET
Core, including macOS and Linux.

Creating a Function App

As discussed in the preceding section, the CoffeeFix application needs to send e-mails.
To implement this feature, we will create a function. Before you start this section, please
make sure that you have fulfilled all the prerequisites, as outlined in the “Technical
Requirements” section.

We must create a function app, so that we can group functions as a logic unit. We
will create this app using the Azure portal. You can also create a function app with Visual
Studio, Azure CLI, or PowerShell.

1. To start, login to the Azure portal, via the URL https://portal.
azure.com, by using your Azure portal credentials.

2. Click Create a resource from the left navigation bar of the Azure
portal (Figure 3-3).

& tal azure.com;# creat . @

Home * New
New %
Lot
Azure Marketplace  See ol Popular
Get started M
Recently created
Al + Machine Learning Ubuntu Server 18.04 Vi
° @ Leam more
Analytics
L]
Blockchain Web A
ol Web App
B N
M i
iaines
= Cominers SQL Database
Databases uickstart tutoris
Developer Tools
R Serveriess Funclion App
Devips Auickstart tutorial

Identity

+ Cosmos DB
Integration y
Quickstart tutorial

Internet of Things

-0 e+ 6

Figure 3-3. Compute
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3. Click Compute and then Function App (Figure 3-4).

Blockchain
Reserved VM Instances
Compute % Quickstart tutorial

Containers

Kubernetes Service

Databases Quickstart tutorial

Developer Tools

Service Fabric Cluster
DevOps )
Quickstart tutorial

Identity

Integration Web App for Containers
@ Quickstart tutorial

Internet of Things

Media Function App
Mixed Reality Quickstart tutorial
IT & Management Tools ket i
Networking Quickstart tutorial

Figure 3-4. Function App

4. From Function App, the Create screen provides the app settings (Figure 3-5).

Home > Mew > Function App

Function App g x
* App name
coffeefadunctionapp -

-azurewebides.net
* Subscription

Macrosoft Azure Sponscrshap (580dbacs-¢#41-460d-1 Tb-2f T209#00c 16) -
Resource Group @
®) Create new Use existing
eoffeefuduncticnapp -
.05
e -
* Hosting Plan @
Conzumption Flam -
oeation
Contral US ~
* Rustime Stack
MNET Core -
* Storage @
®) Create new () Use eisting
cotfedfatunchibdd] v

Figure 3-5. Create screen
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The following are the required settings to create a function app, as shown in

Figure 3-5:

App name: A globally unique name for the function app. We have
named our app function coffeefixfunctionapp.

Subscription: A valid Azure subscription, under which our new
app is to be created.

Resource Group: Name of a resource group in which our new app
is to be created. A resource group is a container that holds related
resources for an Azure solution (in our case, Function App).

OS: This refers to the targeted operating system (OS). We selected
Windows as our preferred OS.

Hosting Plan: Defines how resources are added to your function
app. We used the default Consumption Plan, where resources are
added dynamically, as required by our functions.

Location: Your region of choice. We selected Central US.

Runtime Stack: The preferred runtime stack. We selected
.NET Core.

Storage: A globally unique name. This is a storage account that is
to be used by our function app.

Application Insights: We set the toggle to On, which creates the
Application Insights resource.

5. Click the Create button (as shown previously in Figure 3-5). It will

create and deploy the function app to the specific resource group
(in our case, this is coffeefixfunctionapp).

Click All resources from the left navigation bar of the Azure portal.
It will take you to the All resources screen, under your Azure
subscription (Figure 3-6).
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Figure 3-6. Available resources

7. From the All resources screen, you can filter or search a specific
resource (as shown in Figure 3-7).

Dashboard * All resources

All resources # X
& add  EE editcolumns  {) Refresh & Exportto CSV L I W Feedback @ Preview info  “a Leave preview

Subscription == Micresoft Azure Sponsorship Resource group == all © Location == all ©

+7 Add filver

Showing 1 to 1 of 1 records. Show hidden types @ Page | 1 v |of1

NAME T TYPE RESOURCE GROUP LOCATION SUBSCRIPTION

App Service coffeefodfunctionapp Central US Microsoft Azure Sponsors- ***
Figure 3-7. Filter resources
8. Click coffeefixfunctionapp, which has the type, App Service

(as shown in Figure 3-7). It will take you to a new function app
(Figure 3-8).
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Dashboard > All resources * coffeefifunctionapp
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Function app settings
= Configuration
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Figure 3-8. Overview of the function app

With the preceding steps, we have created our function app. Now we are ready to
implement the requirements for our application.

Creating an Azure Function

To implement the expected feature to our Azure function app, we must create an
Azure function that will provide us with a report. Search coffeefixfunctionapp on
the Overview screen of our function app, and then click the New function button.
You will see the Quick start screen. Here, you can select your preferred development

environment from the following options:
e Visual Studio
e VS Code
e Any other editor (using Core Tools)
e In-portal

We are using the In-portal option to create our Azure function. Click the Continue
button. From Create a Function, select Webhook + API and click Create (Figure 3-9).
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Figure 3-9. Webhook + API

How Azure Functions Works

Azure Functions is made up of two important parts:

1. Codeis the main part of Azure Functions. The previous step
created an HTTP Triggerl and code file with the name run.csx.
We wrote this code in C#. Now we will amend this default code, so
that we can download the report. The following is the amended
code (Listing 3-1).

Listing 3-1. Amended code

using System.Net;

using System.Text;

using Microsoft.AspNetCore.Mvc;

using Microsoft.Extensions.Primitives;
using Newtonsoft.Json;

public static async Task<IActionResult> Run(HttpRequest req, ILogger log)
{

log.LogInformation("Coffee report is being generated...");

string name = req.Query["name"];
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string requestBody = await new StreamReader(req.Body).ReadToEndAsync();
dynamic data = JsonConvert.DeserializeObject(requestBody);
name = name ?? data?.name;
string desc = name != null ? $"Fantastic Coffee made by {name}" : "Who
made this coffee?";
Guid reportId = Guid.NewGuid();
var report = new {
ReportId = reportld,
Maker = name !=null ? name:"no name",
Desc = desc,
Pass = name != null

};

byte[] filebytes = Encoding.UTF8.GetBytes(JsonConvert.
SerializeObject(report, Newtonsoft.Json.Formatting.None));
log.LogInformation("Coffee report is generated.");

return new FileContentResult(filebytes, "application/octet-stream")
{FileDownloadName = $"{reportId}.txt"};

2. Configis basically a JSON file, created with the name function.
json. This config file defines the trigger, binding, and other
configuration settings. The following (Listing 3-2) is the
configuration code for the Azure function we created.

Listing 3-2. Configuration code
{

"bindings": [
{
"authLevel": "function",
"name": "req",
"type": "httpTrigger",
"direction": "in",
"methods": [
"get”,
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"post"
]
})
{
"name": "$return”,
“type": "http",
"direction": "out"
}

The following are the properties of the function. json file:

o authlevel determines if a key is required to run the function. The
authorization level has the following values:

o anonymous: If this is selected, no API key is required.

e function: The default value. For this, a function-specific API key
is required.

e admin: If this is selected, a master key is required.

e name: This is required. It is the variable name that is used in the
function code for a request or request body.

o type: This is required and should be httpTrigger.
e direction: This is required and should be in.

o methods: In our case, we use the HTTP methods get and post.

Testing the Azure Function

Now that we have created an httpTrigger function, we can test it by calling a get or
post resource. To do this, we require a function URL. Copy the function URL from the
function screen (Figure 3-10).
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Home > coffeefdfunctionapp - HilpTrigger!
coffeefixfunctionapp - HttpTrigger1 # X

Get function URL

Key u

Copy to cliphoard

Figure 3-10. Function URL

Paste this URL in your browser, and you will receive a text file. Now, paste the URL
in your browser again, by adding the query parameter name. This will again give you a
text file. This text file is a randomly generated report file. (In the real world, you would
implement business logic.) You will also see the logs from Logs (Figure 3-11).
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You have chosen to open:
|:] bd0de80b-Tcb7-4f93-a8e1-152245d0f499.txt
which is: Text Document (113 bytes)

from: https://coffeefoduncti bsites.net

FF

What should Firefox do with this file?
(O Open with | Notepad (default) "
(®){Save File

Do this automatically for files like this from now on.

oK Cancel
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v Llogs Console & Reconnect [QCopylogs BBPause @ Clear ”Expand

2019-09-08T02:03:05 wWelcome, you are now connected to log-streaming service. The default timeout is 2 hours.

Change the timeout with the App Setting SCM_LOGSTREAM_TIMEOUT (in seconds).

2019-09-08T02:03:26.530 [Information] Executing 'Functions.HttpTriggerl®' (Reason="This function was

programmatically called via the host APIs.', Id=cebd1740-ff42-4000-9947-410386eb4c26)
2019-09-08T02:03:26.532 [Information] Coffee report is being generated...
2019-09-08T02:03:26.533 [Information] Coffee report is generated.

2019-09-08T02:03:26.533 [Information] Executed 'Functions.HttpTriggerl' (Succeeded, Id=cebd1740-

ff42-4000-9947-410386eb4ac26)

Figure 3-11. Logs (downloaded file and Console display)

We can also test our function, by clicking Test from the tab available at the right-

hand side of the screen. Click the small icon » to expand the Test section, provide the

required values, and click Run at the bottom right (Figure 3-12).
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3}
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{"Reportld”:"75fae9df-1aal-4f85-adbb-b4115a467eb8" , "Maker" : "A:

.
Figure 3-12. Testing

Monitoring the Azure Function Apps

To begin, click Monitor on the Function App screen. The monitoring screen provides
complete details of requests. It indicates the date and time in UTC, the success, the
result code, the duration, and the operation ID of the request. This data reflects the
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previous 30 days. You can receive invocation details of specific operations by clicking
Success/failure status. Figure 3-13 shows the data of our function apps (for the
previous 30 days).

T2 Refresh

Application Insights Instance Success count in last 30 days Error count in last 30 days Query returned 20 items Troubleshoot your app

coffeefodunctionapp o 14 0 10 [4 Runin Application Insights ¥ Diagnose and solve problems
DATE (UTC) v SUCCESS v RESULT CODE v DURATION (MS) v OPERATION 1D v
2019-09-08 02:03:25.522 (] 200 12.9268 01c3dabal222dddT53fadbfeaT2eT180
2019-09-08 02:01:01.365 0 200 10,7228 S¢alcalBbT26ef4194babb09a497T31
2019-09-08 02:00:47.339 (] 200 16.591 ab4T4d5af5fT0T439b425922830776d
2019-09-08 01:5%:48.831 ] 200 6.0421 36ab232800be3 540241 2cadcff6330c
2019-09-08 01:58:36.503 (] 200 119.647 b15ed0f25fd92047 ach 15b436d159bf
2019-09-08 01:5%:19.574 0 200 176.1536 1e357365¢BcBecdbbifTalbdeddabase
2019-09-08 01:52:19.501 (/] 200 254.2937 5eBT5f33a095f458044ba2 5 db S5 5a1
2019-09-08 00:3%:03.508 /] 200 81854 5274c16c06d3¢145b123e407fele 5d87
2019-09-08 00:35:02.976 (/] 200 25.2979 cdd2dad96cd50842ba386de0dETE5643
2019-09-08 00:33:45.125 o 200 8.6025 OfeasTdB2b63bT46bEESb26936ac Th26
2019-09-08 00:33:43.356 (V] 200 26.0753 2d5a255039e4f419c4Tce 14342903

Figure 3-13. Logs

Logic Apps

Workflows and processes are important mechanisms for running any organization or
business smoothly. These workflows and processes could include drafting and sending
e-mails to clients, extracting data from Excel spreadsheets, etc. For example, how much
time and cost is incurred to send 100 e-mails? There should be some mechanism that
automates such processes and workflows, to save time and reduce costs (from manual
intervention). It would be more efficient to integrate these automated processes with
multiple applications. We can achieve this with the help of the Microsoft Azure Logic
Apps service.

Note Azure Logic Apps is an iPaaS (Integration Platform as a Service) with
in-built scalability.
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Azure Logic Apps is serverless. It provides a mechanism for integrating workflows
and processes with multiple applications on Azure. With the help of a visual designer,
we can configure the workflows. Built-in standard connectors and enterprise integration
connectors help us to do this and define a workflow.

The following are the various components of Azure Logic Apps:

¢  Workflow

e Managed connectors
o Triggers

e Actions

o Enterprise Integration Pack (EIP)

Creating a Logic App

In this section, we will create our logic app. Our logic app will make a workflow to send
e-mail and return a workable file.

1. Onthe Azure portal, click Create a resource » Integration » Logic
App (Figure 3-14).

New

Azure Marketplace  Sez s Featured See all
Get started e
() e
Recently created
Al + Machine Laarning ':l{';‘i(&' APl Management
‘,Cn.c.l Chuickstart tutorial
Analytics =

Blackehain
Compute
Containers
Databazes
Developer Tocls
DevOps
Identity

Intemaet of Things

Media

Figure 3-14. Create a resource—Logic App
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2. The next screen provides all the information related to Logic App
(Figure 3-15).

&« ¢ e

Home » Mew > Logic App

Logic App

You can add triggers snd actions to
your Logee App aftes creaticn.

Figure 3-15. Logic App details

The preceding figure shows the following information to create

our logic app:

Name: A globally unique name for the logic app. We have named
our logic app coffeefixlogicapp. (You can provide any name of
your choice.)

Subscription: The Azure subscription. You could have more than
one Azure subscription.

Resource group: A resource group in which the app is to
be deployed. We selected our existing resource group:
coffeefixfunctionapp. You can create a new resource group.

Location: The region where information related to our logic app is
stored. We have chosen Central US.

Log Analytics: On/off. We selected off, so that we can do
diagnostic logging.
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3. Click Notifications to follow the progress of the deployment of the
logic app (Figure 3-16).

Notifications

Dismiss all ~~

o Deployment succeeded

Deployment 'Microsoft.EmptyWorkflow' to resource group
‘coffeefixfunctionapp’ was successful.

a few seconds ago

Figure 3-16. Deployment notifications

4. When you see a Deployment succeeded notification, click Go to
resource (Figure 3-16). It will take you to Logic Apps Designer
(Figure 3-17).

Home > coffefidogicapp > Logic Apps Designer

Start with a common trigger

Pick frem one of the mest commonly used triggers, then orchestrate any number of actions using the rich cellection of connectors

When a new tweet is
posted

When a HTTP
request is received

Termplates

Choose a terplate below to create your Logic App.

‘When a message is
received in a Service _,
Bus queue
Ll
o

When an Event Grid Recurrence When a new email is
resource event received in
occurs Outlook.com

‘When a new file is
created on OneDrive

Figure 3-17. Logic Apps Designer
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5. From the available templates, click Blank Logic App (Figure 3-18).
Home > coffefislogicapp > Logic Apps Designer

X Logic Apps Designer

Templates
Choose a template below to create your Logic App.

Ca:egnry:l All e Sortby:| Popularity

HTTP Request- Peek-lock receive a
Service Bus
message and

complete it

Blank Logic App

Figure 3-18. Blank Logic App

Per our requirements, we need to save a file in Azure Storage (we already created
Azure Storage; refer to the “Creating a Function App” section), send an e-mail, and,
finally, generate a report file. To complete this workflow, we must add triggers and
actions to our logic apps.

Adding Triggers

In Logic Apps, triggers fire whenever a specific condition is met. Triggers are core
components of Logic Apps, and every logic app must start with a trigger. By adding a
trigger, we are setting up a workflow to implement our new requirements (discussed
under “Section Requirements”).

75



CHAPTER 3  SERVICES IN THE CLOUD

1. From Logic Apps Designer, search for Blob Storage and select
When a blob is added or modified (properties only) (preview)
Azure Blob Storage under the Triggers tab (Figure 3-19).

Home > coffefdogicapp * Logic Apps Designer

X Logic Apps Designer

H X P Run A <> Code view [im Templates [ Connectors 7 Help

Azure Blob Form
Storage Recognizer

: i
Actions [ o st of connectors | When a blob is added or modified
(properties only)
a blob is added or modified (properties only) (preview) ® " This operation triggers a flow when one
ure Blob Storage )} of mare blobs are added or modified in a

container, This trigger will only fetch the
file metadata. To get the file content, you

. 2 d 4
Don't see what you need? €an use the “Get file content” operation.

@ Help us decide which connectors and triggers to add next with UserVoice

w

Figure 3-19. Triggers

By adding a trigger in the preceding step, we are telling our app to
begin a flow whenever at least one blob is added or modified in
the Azure Blob Storage container.

2. Select our storage, coffeefixfunctibdo7, and click Manually
enter connection information. If you do not see a list of available
storage accounts, refer to Figure 3-20.
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Microsoft Azure

Home > coffefodogicapp  Logic Apps Desigrer

Logic Apps Designer

Hsave X oiscard P P codeview W Templates B Connectors P Help

D When 3 blob is 3dded or modified (properties only)

C®E0é-+ S EDOOm T

Figure 3-20. Storage accounts

Note The system will require complete information for Azure Blob Storage (for
Manually enter connection information), including such details as the connection
name, Azure storage account, and a valid access key. You can provide all these
details from the Storage Account screen. To reach this screen, search your storage
account name from the Home screen of the Azure portal (our storage account is
coffeefixfuncibd07). See Figure 3-21.
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Microsoft Azure P Search resources, senv

2 » cotfeeficfunctibd0T - Access keys

coffeefixfunctibd07 - Access keys ®
«
= Use access keys to authenticate your applications when maling requests to this AZure storage account. Store your access keys securely - for eample, using AZure Key Vault
. . -and don't share them. We recommend regenerating your access keys regularly. You are provided two access beys 50 that you can maintain connections using one key
4 Overaew while regenerating the other,
* E aaniylog When you regenerate your access keys, you must upoate any Azure resources and appboations that access this storage account 1o use the new keys. The acion will not

nterTupt access to disks from your virtual machines. Learn more
i Acowss control (AM)

B T Ftorage account name .
<2 o coffeefatunctibad)
o XK Diagnose and solve protlems
Pl & Osta ramster e
(=] T Storage Explarer (preview)

1)
» Semings
= nnection string

Access keys DefaukEndp: ttpd b7 &

#®  Geo-replication

key2 03
& CORS g
Configuration -
Encryption

Connection string

? Shared access signature - m

Q

G® 0 &+
[ -

Firewalls and virtual networks

a

Figure 3-21. Storage keys

Click the Create button after adding coffeefixblobcname (Figure 3-21) as the
connection name and select the storage account from the list (refer to Figure 3-22).

When a blob is added or modified (properties only)

“ConnectionName I _offeefixblobcname ||

* Storage Account

Name Resource Group Location

coffeefofunctibd07 coffeefofunctionapp centralus

Manually enter connection information

Figure 3-22. Connection information

We picked our existing Blob Storage account, and this account has the following
existing containers:

e Azure-webjobs-hosts

e Azure-webjobs-secrets
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We need a container that contains only our report files. So, we can add it from our
Azure Blob Storage screen. From the Azure Blob Storage screen, search for Blob service
and select Blobs. Now click Container, to add our new container, as shown in Figure 3-23.

Let’s name it “container-reports.”

..... coffesfidfunctibde? - Blobs

™ coffeefixfunctibd07 - Blobs = %

T Storage Explorer (preview) New container

Blob service

[ slobs

B8 Custom damain

W Soft delete

= Azure CON

oK Cancel
@ Add Azure Search e

*
L
]
°
L
a
-
@
t
+
e
&
D

Figure 3-23. Container name

We must also set the Public access level, to specify how the container can be
accessed. These levels are:

e Private (no anonymous access): This is the default access level. With
this access level, container data is not available publicly and is only
accessible for the account owner. To demonstrate the access levels,
we keep the default access level.

e Blob (anonymous read access for blobs only): This allows read access
of blobs to all.

o Container (anonymous read access for containers and blobs): This
allows read and list access to the container.

Complete your container selection and provide all the required information,
and then click Save from Logic Apps Designer, to complete the trigger (Figure 3-24).
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ome » coffefedogicapp * Logic Apps Designer

Logic Apps Designer X

X piscard P < codeview [ Templstes B Comnectors 2 Help

1] When a blob is added or modified (properties only) (Preview)

Azure Blob Storage *

*
 /
L2 =
=
5

Figure 3-24. Container selection

a0 H

Add Action

We completed the first step when we added a Blob trigger to our logic apps. To achieve
the expected features for our logic apps, we must add an action that will send an e-mail.
To demonstrate this feature, we will use SendGrid to send e-mails. For this, you will
require a valid SendGrid account. If you do not have a SendGrid account, you can create
one for free here: https://signup.sendgrid.com/.
Open our Logic app designer and click New Step. Search for SendGrid, and you will
see a list of all its actions (refer to Figure 3-25).
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0 coffeldosicing - Logic ava desl =

¥ bl Pp - Logic app

« H »® P Run <> code view [l Templates B Connectors P Help

]

A i -"
* ] n When a bich is added or modified (progerties only) (Preview
o sl Access contral (LAM) l
] # Tags
E Choose an acton ><
o X Diagnase and solve problems

£ SendGrid

L] Development Tools l I
2 v Logic app designer For¥ou ANl Bult-in  Standard Enterprise Custom
= —_
L < Logic app code vew
- Versons m
- APl connections Sendirid
1 i Queck start guides
L 4 P Release notes
® Settings
L] " ~

& viorkdiow settings Adda gobalsppression
3 i @

@ Access keys
F-| Adel recipient 1 Gt ~

Identity SandGrid @
PEOpEtieS Ciiete th ghotal upprettion
& oo S v

Figure 3-25. SendGrid Actions

By clicking Send email (v3), you can select any option, per your requirements. Give it
a meaningful connection name. We used the name coffeefixsendmail, provided a valid
SendGrid Api Key, and clicked Create (Figure 3-26). You can generate a new SendGrid
Api Key from https://app.sendgrid.com/settings/api_keys.

n When a blob is added or modified (properties only) (Preview)
1

-

©)

3
m SendGrid ®

* Connection Name

coffeefixsendmail

* SendGrid Api Key

SV AVAVVADAVVANAVAVVAVABVVVAVAVNANANNR NN RNRARARRRRARRRRR RS l......{ |

Figure 3-26. SendGrid Connection Name and Api Key
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On the next screen, provide complete information and contents of the e-mail and
click Save.

Adding Azure Function

We will use the Azure function that we created in the “Creating an Azure Function”
section. This function will generate and download the report to save in on-premises
storage. We created the Azure function with an HTTP trigger template. The HTTP trigger
template can accept content that has the application/JSON type from our logic app. To
use this function with our logic app, we require a custom route. The custom route is only
possible for the functions that have an OpenAPI definition.

Note The OpenAPI definition contains information about the available operations
in an API. It also discloses the structure of the request and response data.

We will create an OpenAPI definition for our function using Azure API Management
(we will discuss this in more detail later in this chapter). Select API Management from
Platform features and create or select an existing definition. Complete the details and
click Link API on the next screen (Figure 3-27).

Dashboard » coffeefifunctionapp » coffeefedfunctionapp - AP Management
| coffeefixfunctionapp - APl M it %

& =

C.D_S API Management
i Expose your HTTP trigger Functions through Azure APl Management - manage. protect. secure. and publish the APIs. Learn mare

i Select APt Management instance and API for your Function App.
APl Management
cobfeefinapin ~

Create new

== Create New == w

Figure 3-27. API Management

82



CHAPTER 3  SERVICES IN THE CLOUD

From the Import Azure Functions screen, select the Azure function. Note that you
will see only functions that use the HTTP trigger. Leave the default values on Create
from function app and click Create. Click Test, if you want to test the functionality. Click
Download OpenAPI definition, and you will get a JSON file (Figure 3-28).

cofeefix API

HOME APIS APPLICATIONS ISSUES ADMINISTRATOR -
= HitpTrgger . . L, API definit
coffeefixfunctionapp e
ISR HipTrigger S T
Import from “coffeeficfunctionapp™ Function App
HttpTrigger
HttpTrigger1
Try it
Reqguest
R URL
thpes:/ re-api pTriggert
Request heade
Ocp-Apim-Subseription-Key string Subscription key which provides access to this APL Found in your P

Figure 3-28. Downloading OpenAPI definition

Note Cross-origin resource sharing (CORS) is a way to use restricted resources
on a web page from outside the domain.

Only functions that have OpenAPI definition will be available (Figure 3-29).
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Cheose an action X B2l Choose an action X

For You All Built-in Standard Enterprise Custom

&>

caffeetidfun
dionspp

. . | coffesfofunctionapp

Recent Clear

Figure 3-29. Adding Azure Functions

Our API should work smoothly. So, let’s set up cross-origin resource sharing (CORS)
and access resources from all origins. You can set CORS from the Function App screen,

«u "

under the Platform features tab. Set the Allow Origins value as “+” and click Save.
Now it’s time to add Azure Functions to our Azure logic apps. Go to the Logic Apps
screen, open Logic Apps Designer, add a new step, and search Azure functions. Then

choose an existing function and set its parameters, as required.

Back to the CoffeeFix Console App

In previous sections, we have created our logic apps (to configure the workflow
for sending e-mail on an updated blob and to call an Azure function to perform
calculations) and Azure Functions. Now we will amend our CoffeeFix console app to
work with Logic Apps.

We will continue with the CoffeeFix console app and make changes, per our new
requirements. Let’s add a new package, so that we can work and connect with Azure
Blob Storage. We add the package from the Windows command prompt (Figure 3-30).

-dotnet add package Microsoft.Azure.Storage.Blob

Figure 3-30. Adding a package to Azure Storage Blob
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Note You can also add the Microsoft.Azure.Storage.Blob package, by using the
NuGet Package Manager console.

After this, we will add the following, using directives (see Listing 3-3).

Listing 3-3. Using directives

using Microsoft.Azure.Storage;
using Microsoft.Azure.Storage.Blob;

To connect with our Azure Blob Storage account, we need a connection string.
The connection string can be found on the Azure portal. Open Storage Account and
under Settings click Access key and copy Connection string (Figure 3-31).

keyl 00
Key
| Replace with your Key

Connection string

| N Replace with your Connection . . |

Figure 3-31. Key and Connection string

We added our connection string value to an environment variable of the
local operating system (we are using Windows Operating System). Replace
<addyourconnectionstringhere> from setx COFFEEFIXCONNECT STR
<addyourconnectionstringhere> with a valid storage connection string (Figure 3-32).

B Administrator: Command Prompt

C:\Windows\system32>setx COFFEEFIXCONNECT_STR "<addyourconnectionstringhere>"

Figure 3-32. Setting the environment variable
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The following statement helps us to retrieve the storage connection string from the
environment variable:

string coffeeFixConnectionString = Environment.GetEnvironmentVariable
("COFFEEFIXCONNECT_STR");

The CoffeeFix console app will terminate if the system does not find the connection
string (Figure 3-33).

:\e1 Bitbucket\CloudDebuggingAndProfiling\Chapter3\CoffeeFix.Console>dotnet run Joseph 2481fbe@-d8fe-4cae-8560-6605b12
Be3s

offeeFix Console completed.

Figure 3-33. Exception due to unavailability of connection string

Here is the resulting text:

Failed to send report: System.Exception: A connection string has not been
defined in the system environment variables. Add an environment variable
named ‘COFFEEFIXCONNECT _STR’ with your storage connection string
as a value. at CoffeeFix.Console.Common.CloudStorageHelper.PrepareRe
portAndUploadToAzureBlob(String name, Guid makerId) in...line 38.

Test CoffeeFix Console App

Let’s run our application, to see if it is working as expected. Open the command prompt
and go to the folder in which the CoffeeFix console app is stored. Perform these steps:

1. Build the application. Enter dotnet build, to build our console
application.

2. Run the application. Pass dotnet run, to execute the application.
Our console app requires arguments, so we will get the following
exception (Figure 3-34):

D:\01 Bitbucket\CloudDebuggingAndProfiling\Chapter3\CoffeeFix.Console>dotnet run

CoffeeFix Console completed.

Figure 3-34. Parameters are required
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3. Provide the required argument. Pass command dotnet run
Davis CB81F3C2-1182-4A5D-A941-52A80CEBE1D1 and note the
result. This is the valid command for our console application.
Figure 3-35 shows the results.

D:\01 Bitbucket\CloudDebuggingAndProfiling\Chapter3\CoffeefFix.Console>dotnet run Joseph 2481fbe@-d8fe-4cae-8560-6605b12
Beldb

File is created C:\Users\aroraG\Documents\Report_217345@c-bdc6-49b5-a99a-99a568e62673 . txt

Uploading to Blob storage as blob ‘Report_2173456c-bdc6-49b5-a99a-99a568e62673.txt"

CoffeeFix Console completed.

Figure 3-35. Successful run with valid input

We added Listing 3-4 to upload the file to Azure Blob Storage. Method
PrepareReportAndUploadToAzureBlob is responsible to perform the Upload File
operation.

Listing 3-4. Upload a file to Blob Storage

public static async Task PrepareReportAndUploadToAzureBlob(string name,
Guid makerId)
{
string coffeeFixConnectionString = Environment.GetEnvironmentVariable
("COFFEEFIXCONNECT STR");
CloudStorageAccount coffeeFixStorageAccount;
if (CloudStorageAccount.TryParse(coffeeFixConnectionString, out
coffeeFixStorageAccount))
{
CloudBlobClient cloudBlobClient = coffeeFixStorageAccount.
CreateCloudBlobClient();
CloudBlobContainer cloudBlobContainer = cloudBlobClient.
GetContainerReference("container-reports");
await cloudBlobContainer.CreateIfNotExistsAsync();

//setting permissions are optional
BlobContainerPermissions permissions = new BlobContainerPermissions

{
PublicAccess = BlobContainerPublicAccessType.Blob

};

await cloudBlobContainer.SetPermissionsAsync(permissions);

87



CHAPTER 3  SERVICES IN THE CLOUD

Utility.name = name;

Utility.makerId = makerId;

Utility.PrepareReport();

System.Console.WritelLine($"File is created {Utility.SourceFile}");

System.Console.WritelLine("Uploading to Blob storage as blob '{0}
Utility.localReportFileName);

CloudBlockBlob cloudBlockBlob = cloudBlobContainer.

GetBlockBlobReference(Utility.localReportFileName);

await cloudBlockBlob.UploadFromFileAsync(Utility.SourceFile);
}

else

{

throw new Exception("A connection string has not been defined in

the system environment variables. " +
"Add an environment variable named 'COFFEEFIXCONNECT STR' with your

storage " +
"connection string as a value.");

}

The preceding code (Listing 3-4) works like this:
o Gets the Connection string from the Environment variable.
o Connects the Azure Cloud Storage account and creates BlobClient.
e Adds Container.
o Sets permissions for the container.

o Generates Reportdata by using the GenerateRandomDataForReport
method (Listing 3-5). This demonstrates that we have created
random data.
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Listing 3-5. Generate Reports Data

public static byte[] GenerateRandomDataForReport(string name, Guid makerId)
{

var random = new Random();
var report = new StoreReport
{

MakerId = makerId,

Supervisor = name,

UpTimeMeasure = random.Next(300, 22000),

BeanCount = random.Next(100, 33000),

WaterLevel = random.Next(0, 9),

RandomMetricsA = Enumerable.Repeat(0, 500).Select(i => random.
Next (0, 99)).ToArray(),

RandomMetricsB = Enumerable.Repeat(0, 500).Select(i => random.
Next(0, 99)).ToArray(),

RandomMetricsC = Enumerable.Repeat(0, 500).Select(i => random.
Next (0, 99)).ToArray(),

};

return Encoding.UTF8.GetBytes(JsonConvert.SerializeObject(report,
Formatting.None));

e Saves to alocal file.
o Uploads the local file to Azure Blob Storage.
e Causes Console app to execute and perform two tasks:

o Itcreates areport and saves it to a local folder in the text file. This
text file stores JSON data (Figure 3-36). You can view the JSON
data with any JSON viewer, by opening the local file in any text
editor from the local folder.
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=2 {}sson

W Makerld : "c658¢171-1961-4984-87e0-a2cd68703818"
W Supervisor : "David”
# UpTimeMeasure : 19861
@ BeanCount: 19983
& WaterLevel: 6

@ [ ] RandomMetricsA

o [ ] RandomMetricsB

£ [ ] RandomMetricsC

Figure 3-36. JSON output

e Areportis uploaded to Azure Blob Storage. You can also check the
file from the Azure portal. Go to your Azure Blob Storage and open
the container, and you will find the same file (Figure 3-37).

Home  coffesfidfunctibd? - Storage Explorer (preview)

%= coffeefixfunctibd07 - Storage Explorer (preview, # X
g p
g scceum
1% [seren ] “-Uplosd L Oownload ? Open -+ NewFolder (7 CopyURL D- Selectll = More
= Overview ~' B BLOB CONTAINERS & 3 v T | container-reports S T P yp—— 5
F I ssure-webjobs-hosss
= it MAME A RCCESS THR  ACCESS TR LAST MODIFED  LAST MODIFED moRTYRE Co
Activity log ™ szure-webjobs-secrets
. i e Y o [ Report_2173450c- bch-49b5-29%- 002568062673 bt YA, H1ADPM  Block Blsb |
N Acrevs comtros AN . i [ Report dcO432ed- 1385-4ath.34Te- 182228098702 00 Y2019, %1211 PM  BlockBlob 4
& Tags v FILE SHARES
5 » Il queves
Diagnase and sobve problems v O TaALes
W Data transfer
Ta Storage Explorer (preview)
Settings
Access keys
®  Geo-replication
B CoRs
@ Configuration
& Encryption
o Shared access signature < >

Showing 1to 2 of 2 cached items

@ Firewalls and virtual networks

Figure 3-37. Files stored

e Assoon as our Azure Blob updates, it triggers Logic Apps and initiates
the e-mail (Figure 3-38).
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[Vest] CoffeeFix - Raport genevated - Message (HTML)

7 Tell me what yeu want 1o de

- — & L T —— 3 To Manacer T e [ 5 Fa &

Bgnore X 2 £ Emeeting | M non 3 ToManig ¥ : Rules a P 53’, A find N q
SR 3 € = € : > 1 Team Email ES Reply & Delete o i Onetiote 2 = [} Related = i

3 unk~ elete Archive Reply eply Forward Iy - H Ve Mark Follow ranslste ad Zoom

S A S Mere F Creste New ' = ErAdionst | pnead Ug- w by select- Aloud

Delete Beipand Quitk Steps ! Meve ngs . Eaning Speech | Toom

' [Test] Coffeefix - Report generated

A ¥ thers B probienc with ow this svescagi i QR chck v 16 vt 1 B0 & e Bogwrri

Viet his: email in our browses

Hi there
Flease be updated, your Azure Blob Storage of CoffeeFix has been updated

‘When you're ready 1o change the look of your email, take a look through the
“design” tab to sel background colors, borders, and other styles

If you need a bit of you can see what other Mailchimp users are

doing, or leam about email design and blaze your own trail

Figure 3-38. Sample mail

« Finally, Logic App calls a function, and it sends a CoffeeFix store
report to on-premises storage. Figure 3-39 shows the JSON output of
the report.

3{}son
® Reportid : "5Safc20c-09ae-4515-bc62-e599f1b5d205"
W Maker : "Davis”
# Desc: "Fantastic Coffee made by Davis”
4 Pass:true

Figure 3-39. JSON view of output

We tested it and found that our CoffeeFix console application is working according
to our requirements.

An Overview of APl Management Services

With the help of the Azure API Management (APIM) service, we can publish, secure,
transform, maintain, and monitor our APIs. Azure API Management provides an
interface with which we can easily create an API dashboard for our customers. API
Management manages the tasks related to API calls, such as authentication and
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authorization, rate limit, request and response transformation, logging, and tracing, and
also other versions of APIs.
The complete system of API Management is built on the following three

components:
o APl gateway
¢ Admin portal

o Developer portal

Creating an APl Management Service

From Azure portal, click Create a resource » Integration » API Management
(Figure 3-40).

Azure Marketplace  See Featured Seesall

Get started {‘y_.} 2

Recently ereated

A1 + Machine Leaming PR AP| Management
[.x"‘}ﬁ
Analytics

Blockehain

start tut

Compute

Containers

Databases

Developer Tools .
PR integration Senvice Environment
DevOps (é,' Learn more
dentity
nector
— .

nternet of Things

Figure 3-40. Selecting API Management

The next screen provides all the information required to create an API Management
service. After inserting the relevant information, click Create (Figure 3-41).
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APl Management service o X
_______________________________________________________________________________________________ -

* Name

I coffeefixapim \/l

.azure-api.net

* Subscription

| v |

* Resource group

| coffeefofunctionapp v |

Create new

* Location

| Southeast Asia v |

* Organization name @

[ Coffee Fix v]

* Administrator email @

Pricing tier (View full pricing details)

| Consumption (99.9 SLA, %) v |

Enable Application Insights v

Automation options

Figure 3-41. Creating API Management services

APl Management Products

Products in Azure API Management are similar to groups that contain one or more
APIs. In other words, a product contains a usage quota and the terms of use for the APIs.
Once a product is published, developers can subscribe to the product and begin to use
its APIs. We've created a “Basic” product with which to group all free APIs with specific
usage quotas. Click Create, then Publish, so that the product will be available on the
Developer portal (Figure 3-42).
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i“ Add product O

APl Management service

State (Published (ETTIENTD)

Requires subscription |v/]

Requires approval

Subscription count limit | 10

Legal terms
T8D

APIls

Select API

DISPLAY NAME DESCRIPTION

coffeefixfunctionapp Import from “coffeefixfunctionapp” Fu... ...

Figure 3-42. Add product

Once our product has been created, we can define policies for it, such as accepting
only JSON requests or providing only XML responses, etc. To keep our example simple,
we are not making any changes in product policy.

Adding a subscription for the Basic product allows developers to subscribe to the
subscription package. To make our code simpler, we've added a Basic subscription,
which is free for all subscribers (Figure 3-43).
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* Name
| Basic \fl

Display name
| Free |

Allow tracingj

Figure 3-43. New subscription

SERVICES IN THE CLOUD

Subscriptions have subscription keys (Primary and Secondary). These keys are
required in order to use APIs of products belonging to a subscription. Figure 3-44 shows

the Subscription keys of Basic—Subscriptions.

Daskboard » Al resources * coffeefcapm - Products » Basic - Subseriptions
Basic - Subscriptions
1% o addsubseripion 88 Comns O Refresh | 7

Crverview AP| cOnsumers can subscribe to Products 1o stan uging your AR, Learn mare

Product

£ Settings
= APz Free [ sesmsssEsRRRERERI sessssssssasseten Inm
= Policies

Subscriptions

Figure 3-44. Subscription keys

DISPLAY NAME PRIMARY KEY SECOMDARY KEY STATE OWNER
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To test our API outside the Azure portal, we can use Postman. Open Postman
and test POST (https://coffeefixapim.azure-api.net/coffeefixfunctionapp/
HttpTrigger1). Figure 3-45 shows the API response, using Postman.

POST ¥ hups:/feoffeefixapim.azure-api.netfcoffeefidfunctionappMupTrigger|| m Save ~

WEY VALUE DESCRIPTION

dl
&
0o

Id": "dS@3aafp-db7e-4e3D-0975-dBl6ad3adabe”,

av Arora

tastic Coffee made by Gaurav Arora”,

Figure 3-45. Calling our API with Postman

We have now reviewed API Management services and created APIs, products, and
subscriptions from the Azure portal. Please note that most of the features discussed were
being previewed at the time of writing this book.

The Azure API Management Developer portal is available in the Premium, Standard,
Basic, and Developer tiers of API Management. We have created API Management from
the Consumption Tier.

To demonstrate the API Management Developer portal, we have created another
Azure APIM, using the Developer Tier (which is not recommended for production). It

will forward an e-mail from the APIM team (Figure 3-46).
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Azure APl Management

Your Azure APl Management instance 'coffeefixapimnew’ is ready
to go! You can find it in the Azure portal.

To get started, follow this tutorial. It will show you how to create an
API, define its operations and then test it in an interactive console.
All in under 5 minutes.

These resources might be helpful too:
Documentation

Forum

Updates

Feature requests

Many thanks!
Azure APl Management Team

Figure 3-46. Sample e-mail from the Azure API Management team

Our new Azure APIM service gives us built-in products and APIs. Do not change
anything; keep the default values. Figure 3-47 shows the default products.

DISPLAY NAME ACCESS CONTROL STATE
Starter Administrators, Developers, Guests Published
Unlimited Administrators, Developers, Guests Published

Figure 3-47. APIM products

We can go to the Developer portal and edit/update the components. The overview
screen shows all the information related to the Azure APIM service (Figure 3-48).
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[Z publisher portal 2 Developer portal (2 New developer portal (previ... @ Delete

Resource group (change) Developer portal URL
coffeefifunctionapp https://coffeefixapimnew.portal.azure-api.net
Status Gateway URL

Online https://coffeefixapimnew.azure-api.net
Location Tier

Central India Developer (No SLA)

Subscription (change) Virtual IP (VIP) addresses

Microsoft Azure Sponsaorship public: 104.211.77.42

Subscription ID Repository
580dbac4-cf41-460d-a17b-af7299f00c16 € Disabled [

Tags (.c.haﬁq\c_:J

apim : cost

Figure 3-48. APIM overview

We will open the Developer portal, to test our newly added APIs. The Developer
portal provides samples and a way to test the APIL. You can modify the contents and
layout of the Developer portal. In addition, the Publisher portal provides a way to
add more content. Figure 3-49 shows the APIs (Developer portal) of our imaginary
application, CoffeeFix.

cofeefix API

HOME APIS APPLICATIONS ISSUES
IS HitpTngger . > & API definiti
coffeefixfunctionapp N
ISR HipTrigger S T
Import from “coffeefixfunctionapp” Function App
HttpTrigger
HttpTriggerl
Try it
Request
Request URL
hitpes:/ i azure-api Trigger1
Request heade
Ocp-Apim-Subscription-Key string Subscription key which provides access to this APL Found in your Profile.

Figure 3-49. APIs (Developer portal)
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This section discussed Azure APIM services and provided an overview of its various
components. Next, we will discuss how to use tags for billing.

Using Tags for Billing

Tags are used to organize resources logically, by using properties that we define. Tags can
be associated to a resource or a group of resources directly. Tags can be very useful when
we want to locate or select resources or groups of resources from within the following:

o The console
¢ Web portal
e PowerShell
e The API

Tags also help to organize resources for billing management. In this section, we will
demonstrate this by setting up an Azure policy to Append tag and its default value.
We will use Azure portal to set up the policy. Make sure you're logged in to your Azure
account. In this example, we will use the Azure Sample policy available on GitHub
(https://github.com/Azure/azure-policy/tree/master/samples).

You can initiate the new policy with a sample value from this link: https://portal.
azure.com/?#blade/Microsoft_Azure Policy/CreatePolicyDefinitionBlade/uri/
https%3A%2F%2Fraw.githubusercontent.com%2FAzure%2Fazure-policy%2Fmaster%2Fs
amples%2Fbuilt-in-policy%2Fapply-default-tag-value%2Fazurepolicy.json.

e Alternatively, you can click the following link for a blank policy:
https://portal.azure.com/?#blade/Microsoft_Azure Policy/.

From Azure portal, from the New Policy definition screen, make changes to suit
your requirements. We are creating this policy for the category compute and the tag
costCenter. In our sample JSON file, we amended these values, as shown in Listing 3-6.

Listing 3-6. Setting a policy

"parameters": {

"tagName": {
"type": "String",
"metadata": {
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"description": "costCenter"

}
})
"tagValue": {
"type": "String",
"metadata": {
"description": "coffeefix"
}
}

In Listing 3-6, we have set a policy with tagName CostCenter and tagValue
coffeefix. After all the necessary amendments, click Save, to create a policy definition.
You should receive a notification of success, as shown in Figure 3-50.

Notifications

...........................

More events in the activity log = Dismiss all ~

...........................

0 Creating policy definition succeeded

Creating policy definition 'Billing tag policy and its default value' in
"Microsoft Azure Sponsorship' was successful.

a few seconds ago

Figure 3-50. Notifications

Summary

This chapter introduced serverless computing and Azure Functions and its
implementations. We continued to evolve our imaginary application, CoffeeFix, and
added various advantages and usages of serverless computing, by implementing
Azure Functions. We also covered integration with respect to EIP, by using Azure
Logic Apps. The sample application was extremely simple, but, we hope, provided
some understanding as to how serverless computing can been used to ease the work
experience. We also added the power of API Management to our sample application.
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With the help of a bit of code, we discussed various advantages and important features
of API Management. Finally, we discussed the magic of Azure Tags and how we can
manage our costs by using these.

In the next chapter, we will monitor a solution, with the help of Application Insights.
We will introduce the Application Insights blade and Log Analytics reporting. The
Application Insights blade supports many types of applications and platforms, and its
ability to simplify views is important for focusing on the specific concerns of a particular
scenario. Log Analytics uses a query language built on the language supported by Azure
Data Explorer, and Chapter 4 will offer some examples of generating reports.
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Application Insights

Using an Application Performance Management (APM) service effectively is essential
to the health of modern solutions. An APM provides a means to gain a view of deployed
applications that may span across data centers, as well as of cloud and on-premises
applications. As modern solutions tend to be composed of more distributed systems,

a sophisticated, flexible, and intuitive APM is necessary for maintaining the health of a
solution and to gain a comprehensive view.

Application Insights is Microsoft’s APM as a service offering. It includes powerful
analytics, error detection, and visual tools to allow for a comprehensive view of
running systems. Many of the Azure services provide support for sending telemetry to
Application Insights, and a wide variety of platforms, including .NET, Node.js, and J2EE,
are supported. Telemetry can be collected from both applications running in the cloud
as well as on-premises.

This chapter introduces the basic mechanics of Application Insights, as well as how
to use Log Analytics to report on the telemetry data collected. The CoffeeFix console
application will be used to demonstrate features of Application Insights. There are
many ways to send telemetry data, and using a console application is a good way to
understand the building blocks of Application Insights in .Net Core applications. In
subsequent chapters, other approaches will be shown.

This chapter introduces the Application Insights blade and Log Analytics reporting.
The Application Insights blade supports many types of applications and platforms, and
its ability to simplify the view is important for focusing on the specific concerns of a
particular scenario. Log Analytics uses the Kusto query language, which is built on the
language supported by Azure Data Explorer.

This chapter covers these topics in the following sections: “Creating Application

” u ” u ” u

Insights,” “Adding a Telemetry Initializer,” “Tracking Dependencies,” “Tracking

”

Exceptions,” “Additional Telemetry Processing,” “Viewing Application Insights Data in
the Portal,” and “View Analytics.”
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CoffeeFix

To illustrate using Application Insights, we will add the service to the CoffeeFix console
application that sends information to the main office. Currently, the coffeemakers
send back information periodically about how well they are performing, the conditions
they are running under, and a status to indicate if they require maintenance. Different
support operators monitor the status of the coffeemakers in their region and arrange
for service technicians to service any coffeemakers that require maintenance. This
system has worked reasonably well, but after several instances in which a coffeemaker
fault was not detected promptly, the business is looking for a better way to monitor the
coffeemakers.

In this scenario, we will add Application Insights to the CoffeeFix console
application, to collect telemetry information.

Creating Application Insights

The first step is to provision an Application Insights service; we will use the Azure portal
to achieve this. This service will capture telemetry data in a console application that we’ll
create later in the chapter.

In the portal, navigate to the Application Insights blade, either by using the search at
the top of the screen or the Application Insights link on the left side menu (Figure 4-1).

Dashboard > Application Insights

Application Insights

+ Add] == Edit columns O Refresh [

Figure 4-1. Adding Application Insights

Some basic information about the service is collected, and the following is an
example for the CoffeeFix console application (Figure 4-2).
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PROJECT DETAILS

Select a subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage
all your resources,

* Subscription @ Microsoft Partner Network b
* Resource Group @ (New) ApplicationinsightsTestGroup v
Create new

INSTANCE DETAILS

* Name @ ApplicationinsightsTest v

* Region @ ' (Asia Pacific) Australia East v |

Figure 4-2. Project details

Once the service is created, the Instrumentation Key will be used later, when we
create the .Net Console Application (Figure 4-3).

Click to copy
Subscnption ID on Ke

, - 691¢ 7-se4a-beea-033d0ac34d03 %
Tags (change)

Figure 4-3. Copy the Instrumentation Key

Later in this and subsequent chapters, we will explore different areas of the
Application Insights blade. For now, we only need access to the Instrumentation Key on
the Overview section.

Adding Insights to the CoffeeFix Console
Application

Let’s look at hooking up the CoffeeFix application to Application Insights. Working
from the Chapter 2 solution, we will be using the Microsoft.ApplicationInsights NuGet
package to send the telemetry to Application Insights.

The first step is to add the Microsoft.ApplicationInsights NuGet package. In the
Package Manager Console, we will set the Default project to the CoffeeFix.Console
application (Figure 4-4).
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Package Manager Console

Package source: All

Figure 4-4. The Package Manager Console

The following command adds the NuGet package:
Install-Package Microsoft.ApplicationInsights

In our Main method, we set the Application Insights instrumentation key identified
earlier:

TelemetryConfiguration configuration = TelemetryConfiguration.Active;
configuration.InstrumentationKey = "[replace with your key]";

The next step is to create an instance of TelemetryClient that will be used to send
messages to Application Insights. In this example, we send a simple event message:

var telemetryClient = new TelemetryClient();
telemetryClient.TrackEvent("CoffeeFix.Console has started!");

As this is a simple example, we have to give Application Insights enough time to
complete its activity, so we'll use a delay of five seconds to make sure the telemetry is
pushed to our service, after performing a flush of the telemetry client:

telemetryClient.Flush();
Task.Delay(5000).Wait();

The following command shows the completed application with existing information
elapsed:

using Microsoft.ApplicationInsights;

using Microsoft.ApplicationInsights.Extensibility;
using System;

using System.Threading.Tasks;

namespace CoffeeFix.Console

{

class Program

{

static void Main(string[] args)

{
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// set the Application Insights key

TelemetryConfiguration configuration = TelemetryConfiguration.
Active;

configuration.InstrumentationKey = "[your key here]";

// this simulates a coffee make sending a message back to the
main website periodically
try
{
var telemetryClient = new TelemetryClient();
telemetryClient.TrackEvent("CoffeeFix.Console has started!");

telemetryClient.Flush();
Task.Delay(5000).Wait();
}

catch (Exception ex)

{

If all went well, then after running the application, a single trace message is sent to
Application Insights. But how can you tell? The Application Insights menu bar should
have been added automatically, and a message should be indicated, as shown in
Figure 4-5.

Figure 4-5. Application Insights control

But if it was not added to the IDE automatically, then under the View menu, you can
select the Application Insights Search menu in the Other Windows section. Using this
option will load the Application Insights Search tab. At the top of the tab is a cog that
allows you to select the Application Insights account (Figure 4-6).
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Application Insights Search ® X Program.cs

104

@ Application Insights

fisual Studio or in the

Select an Application Insights Resource

ation Insights

Figure 4-6. Application Insights Search

Once the account is selected, you can perform a search of the telemetry data that
has been recorded. The following shows a search for all the telemetry recorded in the
previous hour (Figure 4-7).

Application Insights Search ® X Repo

Refine by — 2019 9:18:32 AM -

Figure 4-7. The Application Insights Search results
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Expanding the event will display additional information about the event (Figure 4-8).

Trace Details

# Properties
4 Standard

/’ Search telemetry instances

Figure 4-8. The trace results

Adding Custom Properties to Events

The next step we'll take is to add some information to our event. Fortunately, the
TrackEvent method allows for additional information to be added in the form of two
dictionaries (Figure 4-9).

'

/I Summary:

I Send an Microsoft.dpplicationInsights.DataContracts.EventTelemetry for display
' in Diagnostic Search and in the Analytics Portal.
/i

// Parameters:
// eventName:

A name for the event.

properties:
MNamed string values you can use to search and classify events.
/
// metrics:
' Measurements associated with this event.
/

// Remarks:
/i Learn more

public void TrackEvent(string eventName, IDictionary<string, string> properties = null, IDictionary<string, double> metrics = null);

Figure 4-9. The TrackEvent method
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For our example, let’s add the assembly version to the starting event:

var telemetryClient = new TelemetryClient();

var version = Assembly.GetExecutingAssembly().GetName().Version.ToString();
var props = new Dictionary<string, string> { { "Version", version } };
telemetryClient.TrackEvent("CoffeeFix.Console has started!", props);

The preceding code determines the version from the running assembly, and it adds
the version number as a property to the event. In the Visual Studio Application Insights
Search, this can be viewed as follows (Figure 4-10).

[=] Trace Details

# Properties

4 Custom
Version: 2.1.34

4 Standard (4
Event time: 19/08/2019 7:.56:44 PM
Message: Coffeef nsole has started!
Role instance: CHILBERTO-WIN10

SDK wersion: dotnetc:2.10.0-31626

Figure 4-10. Trace Details with Version

Another important form of custom property is the metrics that allow for the data
to be collected that are valuable to perform measurements across multiple events. As
an example, we'll collect a new measurement of the amount of time that the console
application took to run.

The first step is to create a StophWatch instance at the start of the application:

var watch = new Stopwatch();
watch.Start();
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A new event is then added before the call to flush the telemetry, as shown in
the following:

telemetryClient.TrackEvent("CoffeeFix.Console has ended!",
properties: props,
metrics: new Dictionary<string, double>

{

"ElapsedMilliseconds”,
watch.ElapsedMilliseconds

};

In the Visual Studio Application Insights Search, this is also shown in the properties
section of the event (Figure 4-11).

4 Custom Event Details

# Properties

4 Custom (.
ElapsedMilliseconds: 1301

on: 2.1.34

4 Standard (4
Event name: C le has ended!

Event time:

Figure 4-11. Custom Event Details

Being able to add custom properties to the telemetry will be used by the CoffeeFix
team to identify important information about the coffeemakers deployed. We have
added a version of the software running, as well as how long the application has taken to

complete. The next section will explore using some of the context properties available in
the reported telemetry.
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Adding a Telemetry Initializer

Application Insights provides several convenient ways of extending the functionality.
One of these is the ability to add initializers that are run each time the telemetry is
tracked. The interface, ITelemetryInitializer, has a single method Initialize().
Take the following example:

using Microsoft.ApplicationInsights.Channel;
using Microsoft.ApplicationInsights.Extensibility;
using System;

namespace CoffeeFix.Console

{

internal class TelemetryInitializer : ITelemetryInitializer

{

private string makerId;
private string sessionld;

public TelemetryInitializer(string userId)

{

_makerId = userId;
_sessionId = Guid.NewGuid().ToString();
}

public void Initialize(ITelemetry telemetry)
{

var context = telemetry.Context;

context.Session.Id = sessionld;
context.User.Id = makerId;

This initializer sets the session ID and ID of the coffeemaker. One important thing
to note is that the Initialize() method is run per event and not once. This is why the
_sessionIdis setin the constructor and not in the Initialize() method.
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The initializer is added to the telemetry and will be applied to each new instance of
TelemetryClient:

TelemetryConfiguration.Active.TelemetryInitializers
.Add(new TelemetryInitializer(args.Length == 2 ?
args[1]
"[unknown]"));

The CoffeeFix.Console application takes two parameters. The second is the ID of
the coffeemaker. This is why if it is not supplied, then the value of " [unknown]" is used.

As expected, when the application is run, the account ID and session ID are now set
(Figure 4-12).

# Properties
4 Custom (.

nsedMilliseconds:

4 Standard (6

Event name:
Event time:
Role instance:
SD

Session ID;

User 1D: [unknown]

Figure 4-12. The event with Session ID and User 1D

In the CoffeeFix.Console example, the TelemetryContext is empty, but when
used in combination with other ApplicationInsights packages, the properties of the
TelemetryContext will automatically be set. For example, when using the ASP.Net
package, information about the web application will be set as part of each tracked web
request.
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Tracking Dependencies

Tracking dependencies of a running application is an important way of both measuring
behavior and performance, as well as understanding a running application. This
example manually adds a dependency, and like the preceding TelemetryInitializer,
in subsequent chapters, these dependencies are tracked by the framework, without
additional code having to be written.

A dependency can be tracked using the TrackDependency method, as shown in
the following command:

public void TrackDependency(
string dependencyTypeName,
string dependencyName,
string data,
DateTimeOffset startTime,
TimeSpan duration,
bool success);

In the sample application, the following call will be made to illustrate the tracking of
a successful call to a water sensor, including when the call was made and how long the
dependency took to complete:

telemetryClient.TrackDependency("Application”,
"WaterSensor",
"IsSystemOnline?",
DateTime.UtcNow,
new TimeSpan(2312),
true);

This is tracked, as indicated in the following image, in Application Insights Search
(Figure 4-13).
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8/21/2019 8:02:22 AM - Custom Event

; CoffeeFix.

# Properties

mOnline?

cy duration: Oms Dependency type: Application

8/21/2019 8
; CoffeeFix.Consol

‘ - 8/21/2019 8:02:21 AM - Dependency 4 Standard (¢

AM - Custom Event
i!

Figure 4-13. The Dependency trace

Note that the account ID and session ID are set for both the events and

the dependencies by the initializer that we defined earlier.

Manually adding dependencies is good for some unusual dependencies, but let’s

take tracking dependencies one step further and add an additional NuGet package:

Install-Package Microsoft.ApplicationInsights.DependencyCollector -Version

2.10.0

This package automatically tracks the following dependencies:

Dependencies Details

HTTP Both HTTP and HTPPS calls

WCF HTTP bindings

saL SqlClient calls

Azure Storage Calls made with the Azure Storage Client to Blob, Table, and Queue
EventHub Client Versions 1.1 and above supported

ServiceBus Client

Azure Gosmos DB

Versions 3.0 and above supported
HTTP/HTTPS supported
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The dependency is added by constructing an instance and initializing with the
current configuration. For example:

DependencyTrackingTelemetryModule dependencyTracking = new
DependencyTrackingTelemetryModule();
dependencyTracking.Initialize(TelemetryConfiguration.Active);

When the CoffeeFix.Console application is now run, we can see both the water
sensor and the call to the API are tracked (Figure 4-14).

‘ ; 8/21/2019 8:51 AM - Custom Event

# Properties
. B8/21/2019 8:51:13 AM - Dependency 4 Standard
Jependency result code: 200 Depe

AM - Dependency

Figure 4-14. The trace details

Tracking Exceptions

Tracking failures in deployed applications is a common requirement for monitoring
solutions. Application Insights supports this with the TrackException method:

public void TrackException(Exception exception,
IDictionary<string, string> properties = null,
IDictionary<string, double> metrics = null);
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In the CoffeeFix.Console application, we add a catch to ReportSender when the
report is sent back to the main web site:

}

catch (Exception ex)

{
var telemetryClient = new TelemetryClient();
telemetryClient.TrackException(ex);

}

This results in the exception being sent to Application Insights, as shown in
Figure 4-15.

Exception Details

Y Hand
System.N et Http HetpRequestExceptio
i

* Pro perties
4 Standard

Figure 4-15. The Exception trace

Let’s highlight some things in the exception details recorded. The first is that the
stack trace is recorded, including the file and line number in which the error occurred.
As expected, the exception type and message are recorded in the properties, as well as
the account ID and session ID from our initializer.

Another useful feature are the shortcuts at the bottom, allowing for a view of the
other telemetry recorded in the session, or viewing all the telemetry recorded around
this event. This feature is very valuable when trying to identify a possible cause or
situation that leads up to the exception being thrown (Figure 4-16).
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/ Search telemetry instances

Figure 4-16. Search telemetry instances

Clicking All telemetry in this session will filter the result by session ID, as illustrated

in Figure 4-17.

Figure 4-17. Filtering telemetry

Though this is a simple example, the value of being able to filter to the session can be
shown by the resulting four messages (Figure 4-18).

Figure 4-18. The filtered telemetry result
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Additional Telemetry Processing

As we have seen, Application Insights has several means of being extended. We have
seen the ability to add custom properties to all messages, using an initializer, as well
as adding custom properties and metrics to a specific message in the TrackException
and TrackEvent methods. Another common way of extending the telemetry is by using
ITelemetryProcessor instances. These are primarily used for filtering messages before
they are sent to Application Insights, but they could also be used to alter the telemetry,
by adding, removing, or altering properties, if required. Generally, they are used to
either reduce cost by sending less messages or to reduce the number of messages within
Application Insights.

In our example, we remove the "CoffeeFix.MyConsoleApp has started!" event
from being sent. The first step is to create an instance of ITelemetryProcessor:

internal class MyTelemetryProcessor : ITelemetryProcessor

{

private ITelemetryProcessor Next { get; set; }

public MyTelemetryProcessor(ITelemetryProcessor next)

{
this.Next = next;
}
public void Process(ITelemetry item)
{
var eventTelemetry = item as EventTelemetry;
if (eventTelemetry != null 88&
eventTelemetry.Name == " CoffeeFix.MyConsoleApp has started!")
{
// skip this item
return;
}
this.Next.Process(item);
}
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In the preceding example, we are simply matching on the name of the telemetry
event, and if it matches our starting message, we do not continue handling the event.
The next step is to add to the active configuration’s telemetry processor the active

configuration:

var builder = TelemetryConfiguration.Active.TelemetryProcessorChainBuilder;
builder.Use((next) => new MyTelemetryProcessor(next));
builder.Build();

Note in the example that we are adding to a chain of telemetry processors, meaning
we can have a collection of post processing that runs sequentially for every event.

Sampling

The example of the telemetry processor targeted a single event to be removed and
differs from the feature Sampling. Sampling is the recommended way to reduce the
amount of telemetry traffic, as it keeps the gathered metrics more statistically accurate.
Our example removed specific events from being sent, while Sampling will only send

a certain percentage of the telemetry, or a sampling. For high-scale applications, this
provides a view of the performance and behavior of the application, while reducing
both the cost of telemetry traffic, as well as storage. Chapter 6 will provide an example of
Sampling while covering Web Applications.

Disabling Tracing When Developing

There are several ways to disable tracing when developing an application and/or in
situations in which you want to stop sending telemetry. A common approach is to not
set the instrumentation key. Also, there is a DisableTelemetry property on the active
configuration, as shown in the following:

TelemetryConfiguration.Active.DisableTelemetry = true;

It's pretty simple but worth mentioning, as in larger teams, this could cause
unwanted cost and tracking.
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Example Test Suite

This section takes the CoffeeFix.Console application and simulates a scenario, by
using PowerShell to run the console application, as if it was being executed by multiple
coffeemaker instances.

The final version of the CoffeeFix.Console application has been updated to support
the test scenario, in order to generate more interesting telemetry in Application Insights.
Let’s revisit some key components of the solution.

First, the initialization of the telemetry has been added to a method and is run when
the application first starts:

private static TelemetryClient ConfigureTelemetry(string coffeeMakerId)
{
// set the Application Insights key
TelemetryConfiguration configuration = TelemetryConfiguration.Active;
configuration.InstrumentationKey = "[key]";
TelemetryConfiguration.Active.TelemetryInitializers
.Add(new TelemetryInitializer(coffeeMakerId));

var builder = TelemetryConfiguration.Active.TelemetryProcessorChainBuilder;
builder.Use((next) => new MyTelemetryProcessor(next));
builder.Build();

DependencyTrackingTelemetryModule dependencyTracking =
new DependencyTrackingTelemetryModule();
dependencyTracking.Initialize(TelemetryConfiguration.Active);

return new TelemetryClient();

The ConfigureTelemetry() method first sets the instrumentation key. The
custom TelemetryInitializer is then added to provide context to the coffeemaker
that is sending the report. The next step adds the MyTelemetryProcessor to the
telemetry processor chain, in order to remove our superfluous starting event. Then the
dependency tracking module is added to track the generic web service calls. And, finally,
an instance of the TelemetryClient is returned.
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The following PowerShell script was created to generate some activity:
$sw = [system.diagnostics.stopwatch]::StartNew()

$coffeemakers = @()
1..20 | ForEach-Object { $coffeemakers += [guid]::newguid() }

for($i=1; $i -le 100; $i++)

{
if((Get-Random -Maximum 20) -eq 1)
{
$address = "https://localhost:5004"
}
else
{
$address = "https://localhost:5001"
}
$id = $coffeemakers[ (Get-Random -Maximum 19) ]
write-host "loop number $i" $sw.Elapsed
cmd.exe /C "dotnet run --no-build $address $id"
sleep (Get-Random -Maximum 15)
}

The script runs the scenario 100 times and is set to fail 5% (1 in 20) of the time,
by sending to the incorrect endpoint. The ID of the coffeemaker will be taken from a
collection of 20 randomly created values. A small delay was also introduced, using the
sleep command.

The next section will view these events in the portal.
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Viewing Application Insights Data in the Portal

Now that we have generated some activity, let’s look at how this is visualized in the
portal. After logging into the portal, navigate to the Application Insights blade. Our
application is very simple, so some of the Application Insights will be either missing
information or appear incomplete. As we explore other applications in later chapters, we
will revisit sections of the portal, to complete the picture of how to visualize applications
in the Azure portal.

Application Map

The default overview doesn’t have any useful information with our current setup, so first
navigate to Application map in the Investigate section (Figure 4-19).

B Adivity log
a4 Access control (IAM)
L 4 Tags

K Diagnose and solve problems

Investigate

=~ Application map
& Smart Detection
“ Live Metrics Stream
ilil Metrics

L Search

¢ Availability

it Failures

% Performance

B comine

Figure 4-19. Application map

This provides an interactive map of our application (Figure 4-20).
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\ IR ;'l
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IsSystemOnline?
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Figure 4-20. An application map example

When viewing the data, the map showed one instance of the application running
with 73 calls to "IsSystemOnline?", which is the water sensor. This is shown as an
Application dependency. Out of the 73 calls, 11% of them failed. Also, at the time of
running the query, there were 74 calls to the web API, with 5.4% of them resulting in
a failure and an average elapsed time of 1.4 seconds. Take a moment to explore the
Application map by clicking some of the objects. The Application map will provide
aricher experience with a more sophisticated example, but this should illustrate the
potential.

For example, by clicking the failure graphic, additional detail is provided (Figure 4-21).
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#® view in Logs (Analytics)

H Collapse all

1ltl  TOP FAILING STATUS CODES

STATUS CODE
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Investigate failures

S SLOWEST CALLS BY NAME

NAME

POST /apiftelemetry

Investigate performance

CHAPTER 4

v
COUNT
5

A4
DURATION [...
135

7~ ALL FAILED DEPENDENCY CALLS TO LOCALHOS
~’ 100% have common properties

resultCode: Faulted

cloud_Rolelnstance: CHILBERTO-WIN10

Go to details

Figure 4-21. The telemetry options

APPLICATION INSIGHTS

The detail provides several ways of investigating the telemetry further. We will look at
these later, but note the View in Logs (Analytics) link (at the top of the list), as well as the
options to view the Top Failing Status Codes, Slowest Calls by Name, and the All Failed

Dependency Calls.

Metrics

The second feature we will explore with this example is the Metrics section, from which

we can get a view of the information that has been recorded (Figure 4-22).
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Monitoring

® Logs (Analytics)
% Workbooks
Figure 4-22. The Metrics option

Metrics provides a quick means for exploring the data collected visually. The first
step to take is to set our range from the default 24 hours to the last 30 minutes of activity.
You do this by clicking the Last 24 hours button near the top of the section and then
switching to the Last 30 minutes, as shown in Figure 4-23.

(Last 24 hours (Automatic) )

| Time range Time granularity
® ) Last 30 minutes Last48 hours = Automatic ¥
Last hour Last 3 days Show time as
Last 4 hours Last 7 days uTc/GMT
( Last 12 hours Last 30 days ® ) Local
Last 24 hours Custorn

Figure 4-23. Setting the time range

Example 1: Line Chart on Custom Metric

Next, let’s add a metric to our chart. Adding a metric is done using multiple comboboxes.
These comboboxes support searching, so to create a shortcut to adding a metric, type

in the start of the metric name, as shown for ElapsedMilliseconds (Figure 4-24). (Do
you remember the custom metric we sent in at the end of a session?)

126



CHAPTER 4  APPLICATION INSIGHTS

RESOURCE METRIC HAMESPACE METRIC AGGREGATION

? |,ﬂ.pplicationtnsightsTest l Log-based metrics v E v || Sefect value(s) ©

| ElapsedMilliseconds

Figure 4-24. Selecting the elapsed milliseconds metric

Go ahead and add the metric for the average elapsed milliseconds (Figure 4-25).

RESOURCE METRIC NA M ESPACE METRIC AGGREGATION
? |App|icationlnsights‘|’est | Log-based metrics v  ElapsedMilliseconds v @ Awvg v ©

Figure 4-25. Adding the elapsed millisecond metric

The result is illustrated in Figure 4-26.

o] ApplicationinsightsTest, ElapsedMilliseconds, Avg [ ]

5 \
\
0 \ e

0

i}
0238 0240 oSS 0S50 ess 09 AM

Ela poad Millisaconds (#wg)
Applatoninsgheies

20.79

Figure 4-26. The elapsed millisecond metric view

Have a quick look at the graph, and you will notice a couple of nice features. The first
is that the graph is responsive, so when you hover over points, the value is reflected in
the bottom legend. Also, the graph periodically refreshes, making this a useful chart for
pinning to a dashboard, and conveniently, there is a button at the top of the graph to pin
it (Figure 4-27).
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|~ Line chart ~ W New alertrule | 57 Pin to dashboard A <«

Pin to current dashboard

Select another dashboard

Figure 4-27. Pin to dashboard

Example 2: Measuring Failures

The next example will compare the number of failures to the number of sessions. In our
context, a session represents a single run of the application. Note: You can remove the
previous metric by clicking the remove button on the metric, as shown in Figure 4-28.

@ ApplicationinsightsTest, ElapsedMilliseconds, 2vg %

Figure 4-28. Removing the metric

Let’s add two metrics. The first one is for unique Sessions (Figure 4-29).

RESOURCE METRIC MAMESPACE METRIC AGGREGATION
@ [ApplicationlnsightsT&st l Log-based metrics v | Sessions v Unique v 9
N

1

Figure 4-29. The Unique aggregate

The second metric is for the sum of Exceptions (Figure 4-30).

A4 [ApplicationlnsightsT&st ] Log-based metrics ~ | Exceptions v Sum

RESOURCE METRIC NAMESPACE METRIC AGGREGATION
v ©

Figure 4-30. The Sum aggregate
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First, we change the chart type from Line chart to Bar chart. The supported chart
types—Line, Area, Bar, and Scatter—visually depict the data differently, and we feel
the Bar chart depicts this information more clearly. This is done using the drop-down
menu at the top right of the chart (Figure 4-31).

|~ Line chart A

|&& Area chart

! Bar chart @

% Scatter chart
Figure 4-31. Selecting the chart type

The following is an illustration of what this looks like (Figure 4-32).

| 9 ApplicationinsightsTest, Sessions, Unique @ | | 9 ApplicationlnsightsTest, Exceptions, Surm €@

g
7
]
H
4
3
2
i
(1]
oess 09 AM 0910 o5
| Exxeptions (Sum)
J\;phﬂln sghtea ApplatoninsghrTes

130 15
Figure 4-32. The stacked bar example

And like the Line chart, the Bar chart supports an interactive experience, as shown
when one of the bars is hovered over (Figure 4-33).

129



CHAPTER 4  APPLICATION INSIGHTS

w

4
2
1
1]
Feb 22 08:49 AM 08:55 02 AN
Sesgons (Uniqus Exceptions (Sum)
Appiatoninsghties Applatoninsghties

4 2

Figure 4-33. A dynamic graph example

Search

The last section that we will cover in the Application Insights blade is Search. As we
experienced in Visual Studio, Search provides a flexible means of exploring the data.
While Metrics provides a quick way of visually exploring your telemetry, Search provides
a means of exploring the data from a visual representation, to provide details about the
specific telemetry being captured.

Search is also located in the Investigate section (Figure 4-34).

Investigate

== Application map
Q. Smart Detection
4~ Live Metrics Stream
£ Search
@ Avaiabilty

il Failures

Figure 4-34. The Search option
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The following screenshot illustrates the value of Search (Figure 4-35).

332 total results between 8/21/2019 5:27 PM and 8/21/2019 5:57 PM
30

0 Y — | — N
5:30 PM 5:35 PM 5:40 PM 5:45 PM
Depencie ncy Eerption Fegjuest Vew Trace Al

Event
216 109 7 0 0 0 0

Results C) Grouped results (2)

8/21/2019, 5:48:52 PM - CUSTOM EVENT

CoffeeFix.Conscle has ended!

8/21/2019, 5:48:52 PM - CUSTOM EVENT
CoffeeFix.Console has ended!

B/21/2019, 5:48:51 PM - DEPENDENCY
localhost
Dependency duration: 1.27 s Successful call: true Dependency name: POST fapi/telemetry

Figure 4-35. The Search results example

A graphical stacked bar chart provides a quick view of the type and quantity of the
telemetry that has been collected. The chart differs from Metrics on a couple of points.
First, it does not auto-refresh, and it only supports the single type of chart. But it does
support the ability to interact with the chart, by hovering over the bars to get a quick,
filtered result on only the relevant data. Another great feature is the ability to search over
the range of results for telemetry, containing terms in the property values. For example,
the following screenshot shows the chart after the results have been filtered for all
telemetry with the term ended (Figure 4-36).
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Search @
[ ended!|

109 total results between 8/21/2019 5:27 PM =

s

]

‘ 5:30 PM
Event Request Bxception View I
109 0 0 0
Results

8/21/2019, 5:48:52 PM - CUSTOM EVENT
CoffeeFix.Console has ended!

8/21/2019, 5:48:52 PM - CUSTOM EVENT
CoffeeFix.Console has ended!

8/21/2019, 5:48:37 PM - CUSTOM EVENT
CoffeeFix.Console has ended!

8/21/2019, 5:48:31 PM - CUSTOM EVENT
CoffeeFix.Console has ended!

Figure 4-36. A filtering search example

The other significant distinction between Metrics and Search is that Search also
provides a way of exploring the results in more detail. For example, by clicking a row in
the Results section, additional details are displayed, including a means of looking at the
properties associated with the telemetry. Note the user and session ID associated with
the event (Figure 4-37).
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A/ CUSTOM EVENT
“Il CoffeeFix.Console has ended!

Custom Event Properties

Event time

Event name
Sample rate
Telemetry type
SDK version

Cloud role instance
Device type

Client IP address
City

State or province

Country or region

8/21/2019, 5:48:52 PM (Local time)

Coffeefix.Console has ended!

customEvent

dotnetc:2.10.0-31626

CHILBERTO-WIN10

PC

0.0.0.0

Auckland

Auckland

New Zealand

User Id

Session Id

1¢03bc9d-cc47-49f3-8d 19-baSaa2f1de19

f2717ee-9407-41d3-a710-e80e4597e5¢ce

Figure 4-37. The Custom Event details

Show less

see

There are several ways of exploring the data and events in Search. For example, there

are convenient links to explore the related items (Figure 4-38).
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Related Items
Show what happened before and after this dependency in User Flows
All available telemetry for this user session

All available telemetry 5 minutes before and after this event

@ Show timeline for this session

Figure 4-38. Show timeline for this session

For example, clicking Show timeline for this session provides a quick summary of the
events that have been recorded in this session (Figure 4-39).

Session Timeline

a Ob06a209-64a4-4784-8256-75faf57afdd8
5 f3555601-a00c-47e5-ab1a-649bc293d651

Auckland, New Zealand
@ 554 ms ago

AU us.l 21 Cistom Bent Depenciency
g 1 1

s:48PM © WaterSensor

548 PM O Coffeefix.Console has ended!

Figure 4-39. The Session Timeline example

Application Insights Blade

In this section, we looked at the Application Map, Metrics, and Search features in the
Application Insights blade. All three features offer a different way to view the metrics
data that has been collected for an application. Application Map is a great way of visually
getting a topography of the application and its dependencies, as well as a means of
exploring the telemetry, by drilling into the graph for more detail. Metrics allows for
interactive graphs to be quickly developed, while Search provides a means of exploring

the telemetry more thoroughly.
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In subsequent chapters, additional features of the Application Insights blade will
be explored, and additional examples will be provided to cover the Application Map,
Metrics, and Search in different levels of detail.

View Analytics

View Analytics is a rich environment for querying and visualizing the data in Application
Insights. It uses the Kusto Query Language (KQL), which has an SQL feel and only
supports read-only queries. The syntax is designed to be easy to read and lends itself well
to handling queries against large data sets.

The View Analytics environment provides a rich design environment for building
queries supporting both visual representation of entities as well as syntax highlighting.
The environment also provides features for visualizing the data with tables and charts.
So, let’s start exploring.

Table View

To start using View Analytics, select the Analytics option on the Overview section
(Figure 4-40).

rted Q Search | =i Analytics ® Monitor resource grt

___________________

Figure 4-40. The Analytics option

To become more familiar with Analytics, let’s start exploring by simply viewing some
of the data that has been collected. In the Schema section, hover over the customEvents
table and click the eye link that appears (Figure 4-41).
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Active

v @ ApplicationInsightsTest
v APPLICATION INSIGHTS

»

3

i

M B 6@ @ @ @ B @B

traces

custombvents
pageliews

requests
dependencies
exceptions
availabilityRe sults
customMetrics
performanceCounters

browserTimings

Figure 4-41. Generating a base query

This provides a query to select the top 50 entries in the customEvents table, as shown

by the query in the editor:

customEvents
| 1imit 50

This should provide a result containing the first 50 entries that match the criteria of

the time range. See Figure 4-42.
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| Time range: Last 30 minutes

customEvents
| limit 5@

Completed. Showing results from the last 30 minutes.
E2TABLE  allCHART  Columns +
Drag a column header and drop it here to group by that column
timestamp [UTC] Y name Y
» 2019-08-21705:34:36.899 CoffeeFix.Console has ended!
y» 2019-08-21705:34:54.182 Coffeefix.Console has ended!
» 2019-08-21T05:35:52.682 Coffeefix.Console has ended!
> 2019-08-21T05:35:54.875 Coffeefix.Console has ended!
> 2019-08-21T05:36:04.652 Coffeefix.Console has ended!
» 2019-08-21T05:36:10457 CoffeefFix.Console has ended!
» 2019-08-21T05:36:11.463 Coffeefix.Console has ended!

> 2019-08-21T05:36:20.202 CoffeeFix.Console has ended!

itemType

customEvent
customEvent
customEvent
custemEvent
custemEvent
customEvent
custemEvent

custemEvent
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¥ customDimensions
["Version":"2.1.3.4"%
["Version":"2,1.34%}
{"Version":"2.1.3.4%
{"Version™:"2.1.3.4%}
["Version™:"2.1.3.4%}
["Version™:"2.1.3.4%
["Version™:"2.1.3.4%

["Version":"2.1.3.4"}

Figure 4-42. A Custom Events analytics example

¥ customMeasurements 9

["ElapsedMilliseconds";5361}
["ElapsedMilliseconds™5342}
["ElapsedMilliseconds”: 10051}
{"ElapsedMilliseconds™:3383}
{"ElapsedMilliseconds 4043}
["ElapsedMilliseconds"™:3564}
["ElapsedMilliseconds":3529}

["ElapsedMilliseconds™:3309}

The result is displayed in a table, with default columns selected. Let’s de-select some

of the columns that are always blank, by using the Columns drop-down, as shown in

Figure 4-43.
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Completed. Showing results from the custom time range.

EZTABLE  lICHART | Columns
Jy

Drag a columr _

¥ Enable Grouping

timestamp

» 2019-02-2°  Filter Columns
> 2019-02-2" gp\peT ALL | SELECT NONE
> 2019-02-2'

| appld

> 2019022 g ooName

> 2019-02-2
» 2019-02-2
> 2019-02-2

> 2019-02-2

» 2019-02-20 -
| dient_OS

> 2019-02-2

> 2019-02-2 ¥ dient Type

> 2019-02-2° ()
| doud_RoleName

> 2019-02-2

| application_Version

| dient_Browser

dient_City

| dient_CountryOrRegion

dient_IP
dient_Model

| dient_StateOrProvince

doud_Rolelnstance

# customDimensions

> 2019-02-2

#| customMeasurements

> 2019-02-2

> 2019-02-2

Figure 4-43. Column selection

| iKey

| itemCount

that column
\I)
s ended!
s ended!
s ended!
s ended!
s ended!
s ended!
s ended!
s ended!
s ended!
s ended!
s ended!
s ended!
s ended!
s ended!
s ended!

s ended!

Common KQL Expressions

itemType

customEvent
customEvent
customEvent
customEvent
customEvent
customEvent
customEvent
customEvent
customEvent
customEvent
customEvent
customEvent
customEvent
customEvent
customEvent

customEvent

v

customDimensions

{"Version™
{"Version"™
{"Version™
{"Version"™
{"Version™
{"Version"
{"Version™
{"Version"™
{"Version™
{"Version"
{"Version™
{"Version"™
{"Version™
{"Version"
{"Version"™

{"Version™

“1.3.2.5%)
"1.3.2.5")
“1.3.2.5")
"1.32.5"
“1.3.2.5%)
"1.3.2.5")
“1.3.2.5%)
"1.3.2.5")
“13.2.5%)
"1.3.2.5")
"1.3.2.5%)
"1.3.2.5")
“13.2.5%
"1.3.2.5")
"1.3.2.5")

"1.3.2.5"}

Y%

customMeasurer
{"ElapsedMillise
{"ElapsedMillise
{"ElapsedMillise
{"ElapsedMillise
{"ElapsedMillise
{"ElapsedMillise
{"ElapsedMillise
{"ElapsedMillise
{"ElapsedMillise
{"ElapsedMillise
{"ElapsedMillise
{"ElapsedMillise
{"ElapsedMillise
{"ElapsedMillise
{"ElapsedMillise

{"ElapsedMillise

This section will run through some common KQL expressions to get us used to writing

these queries.

limit

As illustrated in the preceding example, 1imit is used to return up to a specific number

of rows.
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order by

We have seen the 1imit operator already. Now let’s change this query from the first 50
entries to the last 50 entries, by adding an order by clause on the timestamp column, as
follows:

customEvents
| 1imit 50
| order by timestamp desc

where

Another common operator is the where clause, and the following example filters the data
to where the user ID is set to a particular coffeemaker:

customEvents

| where user Id == "a246a369-9f50-4b8a-bb20-daod69d2ee12"
| 1imit 50

| order by timestamp desc

The order of operators is very important. For example, when we run this query
against our result, we can see four rows returned (Figure 4-44).

timestamp [UTC] "? name ? itemType "? customDimensions '\T’ customMeasurements Y
» 2019-08-21T05:48:28.127 Coffeefix.Console has ended!  customEvent {"Version":"2.1.3.4" ["ElapsedMilliseconds":3746)
» 2019-08-21T05:47:07.767 CoffeeFix.Console has ended!  customEvent {"Version":"2.1.3.4"} {"ElapsedMlilliseconds":3589}
» 2019-08-21T05:41:46.255 CoffeefFix.Console has ended!  customEvent {"Version":"2.1.34"} {"ElzpsedMilliseconds";3984)
> 2019-09-21T05:37:24.756 CoffeefFix.Console has ended!  customEvent {"Wersion":"2.1.3.4"} {"ElapsedMilliseconds":4055}

Figure 4-44. A Custom Events query example

If we switch the 1imit and where operators, we see a different result (Figure 4-45).
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customEvents

| limit 58

| where user_Id == "a246a369-9f50-4b8a-bb20-dafdé9d2eel12"
| order by timestamp desc

Completed. Showing results from the last 4 hours.
EETABLE  wlICHART  Columns
Drag a column header and drop it here to group by that column
—

. - = . Ll
timestamp [UTC] ¥ name 7 itemType ¥ customDimensions ? customMeasurements V

» 2019-08-21T05:37:24.756 CoffeeFix.Conscle has ended!  customEvent {"Version™"2.1.3.4"} {"ElapsedMilliseconds™:4055}
Figure 4-45. A where clause example

This is because the where clause was changed to being applied to the first 50 results
instead of to the entire set of data.

summarize

Another common operator is the summarize operation, which is used to aggregate the
results. For example, if we want to determine who has been using our application the
most, we could perform a summarize on the user account ID, as follows:

customEvents

| summarize count(user Id) by user Id
| order by count user Id desc

| limit 10

Note that the limit has been set to 10, and we are ordering by the count descending,
to give us the following result (Figure 4-46).
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m Time range: Last4 hours

customEvents

| summarize count(user_Id) by user_Id
| order by count_user_Id desc

| limit 1@

Completed. Showing results from the last 4 hours.

ZZTABLE  ull CHART Columns «

Drag a column header and drop it here to group by tha
user_|d Y count_

» a246a369-9f50-4b8a-bb20-da0d69d2ee12 4

> Of75c99a-8290-4004-8ect-6e755f96f 16 4

» dbB83a316-b36a-49%e-954f-7a23ea3674% 4

> ef%be2lee-966f-4718-b433-4b58422bf1ae 4

» 19f378e9-d380-4385-893c-db157e5d8alb 4

> 557341b7-2897-44cd-9869-0afddd 2d861f 3

> 84761991-Obe7-41ed-a973-ccdB8400f0F31 3

» 4661670b-443d-4180-b238-0446c72593ba 3

> e2ec70d6-7ed40-472b-8121-464 10934837 3

> 57e69b25-4043-45¢d-0b7h-0d0012¢18254 3

Figure 4-46. A summarize example

We are just scratching the surface of summarize. There are many aggregate functions,
such as average (avg), maximum value (max), minimum value (min), summation (sum),
standard deviation (stdev), and others.

Here is a great feature of summarize: bin. Using bin, we can determine the busiest
periods of our application, by creating a summary per hour of the activity. Think of bin
as a box, collection, or group. Here is the code:

customEvents
| summarize count() by bin(timestamp, 1h)
| order by timestamp asc

And here’s a sample result of the query run across our data (Figure 4-47).
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timestamp [UTC) S count_ Y
% 2019-02-14T19:00:00.000 1
> 2019-02-14T20:00:00.000 93
> 2019-02-14T721:00:00.000 100

> 2019-02-17T720:00:00.000 100
> 2019-02-17721:00:00.000 108
> 2019-02-20T22:00:00.000 151
> 2019-02-20T23:00:00.000 73

> 2019-02-21T00:00:00.000 198
> 2019-02-21T02:00:00.000 1

> 2019-02-21T04:00:00.000 61

> 2019-02-21T05:00:00.000 1

> 2019-02-21T19:00:00.000 56
> 2019-02-21T20:00:00.000 144

Figure 4-47. A summarize example result

union

Linking tables together is also a common task, and KQL makes this easy. The following
example shows a search across the custom events, exceptions, and dependencies for all
the records relating to a coffeemaker:

union customEvents, exceptions, dependencies
| where user Id == "a246a369-9f50-4b8a-bb20-daod69d2ee12"
| order by timestamp

Here is a sample of the results (Figure 4-48).
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timestamp JUTC] ¥ name W itemTipe ¥ custombimensions | astorMeasurements % | eperation Jd ¥ | operaton_ Parentid
» 2013-08-21TOEMB20.127  CoffeefoConsole has ened!  customEvent [Version":"2.1.347 [ElapsedMiksecands™ 3745}
> POST /api/telemetry dependency S47925607D695bA0DTORE2I66312e10c  S4TIZS087DEISD4OLTIEe2I66312e 10c
» W WaterSensor dependency
> 20719-08-21T08:4 700,767 CoffeeforConsole has enced!  CustomEvent Fversion™:"2,1.347 [Elapsedvitizeconds 3580}
» 2019-08-21T0S:4T-06.570 POST fapi/telermetry dependency 068 acEeffTb20d47 3685 152ef800dbE2 OE2actellTh2IdaT a5 153ef204dbE3
> 2018-08-21T05:47.05.283 WaterSersor dependency
» 2019-08-21T054146.255  CoffeefixConsole has enced!  oustomEvent [Version™:"2.1.347 [Elapsediiseconds™ 3584}
3 2013-08-21T0E 144,630 POST /api/telemetry dependency aTe1d7 1T 0aT064 2004 270d65cobbSes 76 1d7 171007 64 2004273065 cdobSet
> 01P-08-21TOEM1432TE  WaterSensor dependency
» 20719-08-21T08:37:24.75¢ CoffeefocConsole has ended! customEvent [version™:"2.1.3.47 [ElapsedMilizeconds 4 085)
» 20719-08-21TOS:37.23.458 POST fapi/telernetry dependency 2¢BfTe3b2 a8 2e546301 T 2c8Te3b2a82e5465010240b559deB19T
> 2019-08-21T0S3721681  WalerSensor dependency

Figure 4-48. A union example
Features
There are some features of Analytics that should be highlighted.

Time Zone

The time zone will default to UTC, and to switch to a local time zone, we use the settings
option at the top right of the page (Figure 4-49).

Help &3 Settings 3= Sample queries 3 Query explorer

Save & Copyli (1 Ewnort —I]_ New alert rule ;? Pin

I Open settings menu

Figure 4-49. Opening the Settings menu

The display time zone can be set on this dialog box, as well as the default paging of
the table view and whether the results should default to being sorted by the timestamp
(Figure 4-50).
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Settings

Date & Time
Display time zone

(UTC +13:00) Auckland, Wellington

Sort results
Sort results by TimeGenerated (Log Analytics) / timestamp (App Insights)

Table view
Set # of rows per page

50
Figure 4-50. Settings Date & Time

Export

The ability to export a result to CSV and to Power Bl is supported under the option at the
top right of the page (Figure 4-51).

Save @ Copy link E»‘ Export + New alert rule ;? Pin

Export to CSV - All Columns

Export to CSV - Displayed Columns
R
Export to Power Bl (M Query)
SR 18 FEl 1131 records [7]

Figure 4-51. The Export to options

Saved Queries

The ability to save queries and maintain a collection of queries is built into the
Analytics page. To save a query, use the Save option, which is at the top right of the
page (Figure 4-52).
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Save @y Copy link G Export

Figure 4-52. The Save query button

This allows for a query to be saved and retrieved later. A query requires a name and
can be saved to a private collection or to a shared collection of queries (Figure 4-53).

Save

MName
byDay

Save to

My Queries

My Queries
Shared Queries k

Figure 4-53. Shared queries

To retrieve a saved query, use the Query explorer located at the top right of the page
(Figure 4-54)

T2 Query explorer

Filter by name or path...

Y Favorites

v R My Queries
O byDay

v 3% Shared Queries
D userActivity

Figure 4-54. Query explorer
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Analytics Summary

Analytics and the KQL have many great features for handling large amounts of telemetry
data. In this section, we have covered some of the features of running KQL queries
against the gathered data. The table view is a flexible grid for viewing the results, and we
covered some of the more common KQL operators. As we progress through the different
Azure services, Analytics and KQL will play an important role in understanding the
telemetry collected by Application Insights.

Summary

This chapter introduced Application Insights, the Application Insights blade, and View
Analytics. We covered both sending telemetry data to the Application Insights service,
as well as viewing the telemetry after it has been recorded. The sample application was
kept extremely simple, while, we hope, providing some understanding as to how the
framework has been designed, as well as how flexible Application Insights is at being
extended. We provided examples of viewing telemetry in both Visual Studio and the
Azure portal. We highlighted several of the features for investigating telemetry data. We
covered View Analytics and the Kusto Query Language (KQL), including some examples
that provide additional ways of exploring the telemetry data.

The value of Application Insights really becomes apparent with distributed systems
at scale. Without using an APM, such as Application Insights, building a bespoke logging
and monitoring system, with a rich feature set, quickly becomes impractical, due to the
required cost and effort. As we progress through the different services offered in Azure,
we will continually come back to Application Insights. Most of the services in Azure have
native support to send telemetry to Application Insights, so it can be viewed as a central
way of gaining an understanding of Azure solutions.

In the next chapter, we will explore different storage options available in Azure and
different features available for monitoring storage in the cloud, detecting issues, and
understanding how to determine issues when these storage options are being used.
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Azure Web Apps

Azure offers numerous possibilities for hosting applications. In this chapter, we are
going to look at Azure Web Apps. We will cover the different App Service plans that are
available and what the characteristics are for the different App Service plans. We will
then dive into the different debugging and profiling options that there are for Web Apps,
such as Log Analytics, Profiling from Visual Studio, and more.

Azure Web Apps

Azure Web Apps is part of Azure App Service, and it allows you to host your web sites and
applications in Azure. Besides web sites and applications, you can also host your Web
APIs and your mobile back ends inside Azure Web Apps. You can use a programming
language of your choice for developing applications. At the time of writing, Azure

Web Apps supports .NET, .NET Core, Java, Ruby, Node.js, PHP, and Python. Those
applications are hosted on Windows or Linux virtual machines (VMs) that are fully
managed by Microsoft and can easily be scaled using out-of-the-box features.

Besides scaling, you can leverage other Azure features, such as security, load
balancing, and insights and analytics. You can also use the DevOps capabilities, such
as continuous integration and deployment from Azure DevOps, GitHub, Docker Hub,
and other resources, SSL certificates, package management, staging environments, and
custom domains.

App Service Plans

Azure Web Apps are hosted in App Service plans. You can configure all the required
settings, such as the compute resources, which region you want to deploy your apps in,
and the costs, inside an App Service plan. You can choose between free plans, which are
most suitable for development applications and where you share all the resources with
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other customers, to paid plans, where you can set the available CPU, choose whether to
host your apps on Linux or Windows VMs, and more.
Azure offers the following service plan options:

o Dev/Test: Free and Shared are both part of this service plan option.
Your app runs in a shared environment, on the same VM as other
apps. This environment can also include apps from other Azure
customers and users. Each app has a CPU quota, and there is no
ability to scale up or out. The Free App Service plan can host up to 10
apps, and the shared plan can host up to 100 apps. These App Service
plans are most suited for development and test environments or apps
with less traffic. There is no SLA support for these two plans. The
Shared service plan offers the ability to add custom domains. The
service plan is shown in Figure 5-1.

4 2 (4]
Dev / Test Production Isolated
For less demanding workloads For most production workloads Advanced networking and scale

o The first Basic (B1) core for Linux is free for the first 30 days!

Recommended pricing tiers

100 total ACU
1.75 GB memory

1 GB memory

F1 60 minutes/day compute A-Series compute equivalent

11.23 EUR/Month (Estimated)

Free

“ See additional options

Included hardware
Every instance of your App Service plan will include the following hardware
configuration:

Azure Compute Units (ACU)
.  Decicates compute resources used to run appiications depioyed in
the App Service Plan. Learn more

i Memory
Memory available to run applications deployed and running in the
~  App Service plan.

.., Storage
\s 1GB disk storage shared by all apps deployed in the App Service
plan.

Figure 5-1. Free and Shared App Service plans
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e Production: There are three options:

Basic: The Basic tier is the first tier, from which you can choose
between different pricing ranges. It offers three tiers, and the
available cores and RAM double for each tier. Apps run on
dedicated Linux or Windows VMs, and the compute resources
are only shared between apps that are deployed inside the
same App Service plan. This App Service plan supports SSL and
custom domains. The Basic tier can host an unlimited number
of apps, with a maximum of three instances. It offers scaling

to three instances, but you must do this manually. This tier is
most suitable for development and test environments, as well as
applications with less traffic.

Standard: The Standard tier also has three tiers to choose
from. It offers custom domains and SSL support, can also host
an unlimited number of apps, offers autoscaling for up to ten
instances, and offers five deployment slots, which can be used
for testing, staging, and production apps. It also provides daily
backups and support for Azure Traffic Manager.

Premium: Premium offers two types of tiers, Premium and
Premium V2. They both offer all the features of the Standard

tier, but the Premium tier offers extra scaling instances and
deployment slots. The Premium V2 tier runs on Dv2-series VMs,
which have faster processors and SSD drives. This drastically
increases the performance of your application. This tier can host
an unlimited number of apps and offers autoscaling for up to 20
instances. The dedicated compute plans in the Azure portal are
shown in Figure 5-2.
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| 5
X ; [ i
Dev / Test Production Isolated
For less demanding workloads ] For most production workloads Advanced networking and scale

@ refirst Basic (B1) core for Linux is free for the first 30 days!

Recommended pricing tiers

210 total ACU 420 total ACU

3.5 GB memory 7 GB memory
P1v2 P2V2 ) ceries compute equivalent

840 total ACU
14 GB memory

P3v2 Dv2-Series compute equivalent
426.61 EUR/Month (Estimated)

Dv2-Series compute equivalent
106.62 EUR/Month (Estimated) 213.30 EUR/Month (Estimated)

 See additional options

Included features Included hardware
Every app hosted on this App Service plan will have access to these features: Every instance of your App Service plan will include the following hardware
configuration:

Custom domains / SSL
U Configure and purchase custom domains with SNI and IP SSL Azure Compute Units (ACU)
bindings " Dedicated compute resources used to run applications depioyed in
the App Service Plan. Leam more
Auto scale
LRI S SR S ’ Memory per instance available to run applications depicyed and
running in the App Service plan.
Staging slots
Ji}, Up to 20 staging slots to use for testing and deployments before o Storage
"~ swapping them into production. == 250 GB disk storage shared by all apps deployed in the App Service
plan.
- Daily backups
& Backup your app 50 times daily.

Traffic manager
37 Improve performance and availability by routing traffic between
muitiple instances of your app.

Figure 5-2. Production App Service plans

o Isolated: The isolated tier offers full isolation for mission-critical
workloads that must run in a virtual network. Your applications run
in a private environment with dedicated VMs. This tier can host an
unlimited number of apps, and you can scale up to 100 instances.
This can be 100 instances in one App Service plan or 100 different
App Service plans. To create a private environment, App Service
uses App Service Environment (ASE), which will be covered in the
next chapter. All apps run on Dv2-series VM, so this tier offers
high-performance capabilities. The isolated App Service plan is
most suitable for apps that require complete isolation because of
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high-security demands, but also need to use all the capabilities that
Azure Web Apps offers, such as autoscale and deployment slots. The
isolated service plan is shown in Figure 5-3.

X [ S 2
Dev / Test Production Isolated
For le3s demanding workdoads For mast prochuction workdoads Advanced netwarking snd scale

Recommended pricing tiers

%] compute
1007180 FLIR/Momth (Extimabecd)

Included features Included hardware
Every 8pp hotted on thet Apg Senvice plan wil have Socess 1o these festunss Every instance of your App Serace plan wil inciude the faliowing hardware conSguration:
E Single terant system ' U
] Take mone conrad over the sescurs s being wsed by your ape. W Dedicated Dvi-series compute nesources wved £ run spplkations deployed in the Apa Service Plan. Learn more
7 Rung within your own vidual networc. Memary per instance : ard the dpp
Ay, Prbeate app acoes _1 Storage
W Using an App Service Enviccranent with intermal Load Balancing (LB) S5 178 dusk storage shared by all spps deployed in the Anp Service plan.

v Scale to 2 large number of instances
= Upto 100 instances. More aligwed upon request.

& Traffic manager
ad ¥ By ng trath Pt instances of your Bpe.

Figure 5-3. Isolated App Service plans

Note You should be aware that App Service Environments are expensive. If you
create one for testing purposes, then delete it as soon as possible.

Having introduced the different App Service plans that you can use for hosting your
applications, we will now look into the different debugging and profiling capabilities. We
will start with Application Insights.

Application Insights

Application Insights is an extensible Application Performance Management (APM)
service for web developers on multiple platforms. You can use it to monitor your live
web application. Application Insights automatically detects performance anomalies,
and it includes powerful analytics tools to help you diagnose issues and understand how
people are using your app.
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It works for apps that are built on a variety of platforms, including .NET, Node.js, and
Java EE, hosted on-premises, hybrid, or any public cloud. It integrates with your DevOps
process and has connection points to a variety of development tools. It can even monitor
and analyze telemetry from mobile apps, by integrating them with Visual Studio App Center.

Developers can set up an Application Insights Resource in Azure and install a
package inside their application. This package is responsible for sending telemetry data
to Azure. You can add performance counters, docker logs, and diagnostic logs as well.

Application Insights can monitor the following:

e Ratedata: Different types of rate data can be sent to Application
Insights, such as request and dependency rates, response times, and
user session counts.

o Exceptions: Exceptions that occur inside an application can be sent to
Application Insights.

e Page views and performance: It can give information about page
views and load performance of the application.

e Diagnostic logs: This sends Docker Host diagnostic information to
Application Insights and traces logging from applications.

e AJAX calls: This is the performance of AJAX calls and failed requests
and response time.

o Custom events: You can create custom events in your applications
as well.

Adding Logging to the CoffeeFix Web App

We are going to use the CoffeeFix application for this, which has a Web App that we are
going to deploy to Azure. However, the first step is adding Log Analytics to the Web App.
We are going to do this from Visual Studio.

Adding Application Insights to the Web App

To get started with this demonstration, in Visual Studio open the CoffeeFix solution from
the Chapter 5 folder. You will see that this application consists of a console app and a
web app. In this demo, we are going to focus on the web app.
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1. In the Solution Explorer, right-click the CoffeeFix.Web application.
Then select Add » Application Insights Telemetry (Figure 5-4).

1 Solution 'Chapter5' (2 of 2 projects)
| CoffeeFix.Console
7 CoffeeFix.Web
% Build

Rebuild
Clean
View
Analyze and Code Cleanup
Pack
Publish...

Overview

Scope to This
New Solution Explorer View

File Nesting
Edit Project File
Build Dependencies

Area... Add

Kew e Ctrl+Shift+ A Manage NuGet Packages...

Existing Item... Shift+Alt+A
New Scaffolded Item...

New Folder Set as StartUp Project

Manage Client-Side Libraries...

Manage User Secrets

From Cookiecutter... Debug

Application Insights Telemetry... db Cut Ctri+X
= Re 3 Del
Container Orchestrator Support... move =
R
Docker Support... b

: : I Proj
Client-Side Library... il o

Load Project Dependencies
New Azure Weblob Project
Existing Project as Azure WebJob SFSLECE RIS E

Reference...

Properties Alt+Enter

Service Reference...

Connected Service

Class...

Figure 5-4. Adding Application Insights to your application

2. Inthe next screen, click the Get Started button (Figure 5-5).
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@ Application Insights

Gain insights through telemetry, analytics and smart detection

Detect

and diagnose exceptions and spplication performance issues
ontainers, on-premises and with other cloud providers
@o Integrate

with your DevOps pipeline using Vis {ub, and web hooks

Get Started

Figure 5-5. The Application Insights wizard

3. Inthe next screen, you must register your application in Azure
and create an Applications Insights workspace. This will all be
handled for you by Visual Studio. The Application Insight SDK
will be added to the Visual Studio solution as well. If you are not
signed in to Azure yet, first add your credentials and select the
right subscription (Figure 5-6).

Application Insights

App Map Smart Detection VS Search

Understand component n Detects anomalies and u Search and analyze your

dependencies alerts you telemetry in V5

Analytics Codelens Live Metrics

Query terabytes of data in - View method performance - See the effects of your web

just seconds inline with your code in VS app in real time

Adding Application Insights to project...

Figure 5-6. Application Insights capabilities
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4. After registration (Figure 5-7), build the project. We can now
deploy our web app to Azure.

@ Application Insights

Gain insights through telemetry, analytics and smart detection

A

Microsoft Azure Sponsorship

CoffeeFoc.Web (New resource)

Visit our for details.

Register

Getting started will...

Add the Al SDK to Send data to Azure  Automatic
your project excep

Figure 5-7. Registering Application Insights

5. Click Register.
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Deploy the Web App

You can deploy your web app directly from Visual Studio. Take the following steps:

1. Right-click the project name and click Publish. The publishing
wizard opens, and you can select how you want to deploy your app.
For this demo, select App Service in the left menu (Figure 5-8), and
keep the default selection, Create New, selected.

2. Then click Publish immediately.

Pick a publish target

Azure App Se

Fu!l'_-.-' managed, and highly scalable cloud environment

Lo W te New

W s FTP, etc

[ Folder

Import Profile... Create Profile = Cancel

Figure 5-8. Pick a publishing target

3. Inthe next screen, keep the default name, select a subscription,
create a new resource group, and call it ProductWebAppGroup.
Under Hosting Plan, click New. In the next screen, you can
provide a name for the hosting plan and select the subscription.
Create a new resource group and call it CoffeeFixWeb. Then create
a new hosting plan and select the East US region. Select the S1 size
(Figure 5-9).
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Hosting Plan
Create new

Hosting Plan

CoffeeFixWeb20191124024552Plan

Location

East US

Size

$1(1 core, 1.75 GBE RAM)

Cancel

Figure 5-9. Creating a new App Service plan

AZURE WEB APPS

Note For an overview of all the different plans, sizes, and prices, you can refer
to the following web site: https://azure.microsoft.com/en-us/pricing/

details/app-service/windows/.

4. Click OK, as shown in Figure 5-9.

5. The hosting plan screen closes. In the previous screen, we don’t

have to set Application Insights, because we already did this

manually. Click Create, to let Visual Studio create the publishing

profile and to publish the app to Azure (Figure 5-10).
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App Service Microsoft account
Create new

Name Explore additional Azure services

CoffeeFixWeb20191124030525
Subscription

Microsoft Azure Sponsorship
Resource group

CoffeeFixWeb (East US)

Hosting Plan
CoffeeFcWeb20191124024552Plan (East US, 51)

Qicking the Create button will create the following Azure
Application Insights (@ resources

None - App Service - CoffeeFixWeb20191124030525

Create Cancel

Figure 5-10. Creating a new App Service

After publishing, your browser automatically loads the published site (Figure 5-11).

CoffeeFix.Web Home Privacy Register Login

Welcome

Learn about building W re

Figure 5-11. A deployed application

Now that our app is published to Azure, we can monitor it from the Azure portal.
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Monitoring Your App Using Application Insights
and Azure Monitor

Application Insights is part of Azure Monitor. Azure Monitor delivers a solution for

collecting, analyzing, and acting on telemetry from your cloud and on-premises

environments. It helps you understand how your applications are performing and

proactively identifies issues affecting them and the resources they depend on.
To view the telemetry that is collected for our application, we must take the following

steps:
1. Open the Azure portal, by navigating to https://portal.azure.com/.
2. Inthe left menu, click Monitor, then under Insights, select
Applications. You will now see our app in the overview (Figure 5-12).
Monitor - Applications % X

Subscriptions: A1l 4 selected - Don't see » subscription? Open Directory + Subscription settings

[—] Mame T, Type T3 Resource group T4 Location T4 Subscription T,

B etz

il Metrics

i O 9@ coffeericwet Apgheation Insights Default-Applicationinsight- Esst US Microsoft Azure Sponsors-| ***
@ Service Health

B Workbooks

Insights

¥ Applications

B Virtual Machines (preview

Storage Accounts (preview

Figure 5-12. Application Insights in Azure Monitor

3. Select the application, and you will be redirected to the

Application Insights workspace that we created in Visual Studio in

the previous section.

In the Overview blade, you can see the failed requests, Server
response time, Server requests, and the Availability of the web app
(Figure 5-13).
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@ CoffeeFix.Web =
% Apphcation Dashooard @ Getingstated O Searcn i Logs (Ananics) ) Moniter resource group

e Live Meteics pubisc ¥ addresses have changed. You may nesd 10 Update your Senvice firewsil rules 10 continue
ot

® nor

& Tiagnom and sove problems
Eetigase

appheation m

Show data for st (30 minutes (TR Shoun  t2houn
Fadled requests P Server response time > Server requests »
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Eaiurm
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B server |

I
B y— ——
g g pcsor. W | e « Ko Ry ——— e e o
0 29634~ 5
Menitanng
o
B Availability

& »
: ]
-
Urage
& U

Figure 5-13. The Application Insights Overview blade

5. Inthe left menu, you can see all the features and capabilities that
Application Insights has to offer for your applications. We will
cover a couple of the features and capabilities in the next sections.
For the other features, we suggest you take some time to explore
them and get familiar with them.

Live Metrics

The Live Metrics stream from Application Insights gives you the ability to monitor and
diagnose your in-production web application. You can select and filter multiple metrics
and performance counters, which you can watch in real time for your application.
Exceptions and failed requests can be inspected using stack traces.

Live Metrics offers the following features:

o When releasing a new version of your application or fixing a bug, you
can watch the performance and failure counts of the app.

e You can monitor the effect of load tests and diagnose the issues live.
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* You can get exception traces immediately, as they happen.

o Filters can be created to easily identify a server that is having issues
focus on particular test sessions, or filter out known issues.

e You can experiment with filters to find the most relevant KPIs.

e The Windows performance counter can be monitored live (Figure 5-14).
+ Live Metrics Stream

= Incoming Requests

Raguest Kot *y Bequen Domaten *y Bagonrt Fadus Rate v

= Outgoing Regquests
Sepancancy Cal face *y Ceperency Cal Duration *x Dapandency €31 fadure Rame v

+

= Overall Health

Cammitnd Mamary *op Prooess C2U [sum of % across a8 cores] *yp Bronption Rie ]

Figure 5-14. The Live Metrics overview

Performance

The Performance blade of Application Insights gives an overview of all the performance
details for the different operations in your application. By identifying those operations
with the longest duration, you can diagnose potential problems or best target your
ongoing development, to improve the overall performance of the application.

It shows the count and average duration of each operation for the application. You
can use this information to identify those operations that most impact users. In the
following example (Figure 5-15), based on the CoffeeFix application, the GET /css/
site.css and GET /index require some further investigation because of their relatively
high duration and number of calls. Other operations may have a higher duration but
were rarely called, so the effect of their improvement would be minimal.
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%

% Coffeefix.Web - Performance

Q) setesn F Configure Brofier o View in Loga jhnatyrics) ¥ [l Anatyze with Woriboois v () Feedback

) Tima - Laat 24 howuny B » & y e oo )
Dperatlar\c ‘=rf=’.‘.*-“.’!é§ Roles
pe o o« » 1

Se‘ect cperation

OPERATICN NAME DURATION (AVG1 & COUNT - Na ingights were found

Figure 5-15. Performance overview

In this section, we have covered Application Insights. In the next section, we are
going to cover how to set the quotas of the App Service plan.

Monitoring Apps in App Service Plans

In addition to the information that you can get with Application Insights and Azure
Monitor, you can also monitor apps on the App Service plan level. For instance, you
can view the limits of the App Service plan, the CPU performance of the app, or the
amount of memory that it is using. The App Service plan offers Quotas, Alerts, and
Metrics for this.

In the next sections, we are going to cover these three aspects.

Quotas

Apps that are hosted in App Service plans have certain limits on the resources they can
use. The limits are defined by the App Service plan that’s associated with the app. These

limits are called quotas.
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If the app is hosted in a Free or Shared plan, the limits on the resources that the app
can use are defined by quotas. Quotas for Free or Shared apps are CPU, the total amount
of CPU allowed for an app per day (CPU Day) or per five-minute interval (CPU Short).
Other quotas are Memory, Bandwidth, and Filesystem. Apps that are hosted in Basic,
Standard, and Premium plans only have the Filesystem quota.

If an app exceeds the CPU (Short), CPU (Day), or Bandwidth quota, the app is
stopped until the quota resets. During this time, all incoming requests will result in an
HTTP 403 error.

Metrics

Metrics provide information about the behavior of the app or the App Service plan. In
the Metrics blade in the Azure portal, you can filter on different metrics (Figure 5-16).
Some of these metrics are as follows:

o Average Response Time: The average time it takes for the app to serve
arequest (in seconds)

e CPU Time: The amount of CPU consumed by the app (in seconds)
e HTTP: The count of requests resulting in different HTTP status codes

o Average memory working: The average amount of memory used by
the app

o Connections: The number of bound sockets existing in the sandbox
(w3wp.exe and its child processes)

e Data in/out: The amount of incoming and outgoing bandwidth
consumed by the app

o Current Assemblies: The current number of Assemblies loaded across
all AppDomains in this application
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Figure 5-16. Filtering on CPU Percentage

Alerts

Metrics for an app or an App Service plan can be used to set up alerts. Alerts are typically

created when you want to receive notifications when specific changes occur to the app

or App Service plan, such as when the App Service plan reaches a certain limit. You

can then receive a notification via an SMS or e-mail. You can also create alert rules that

automatically take certain action, such as autoscaling based on the CPU of the app.

In the next demonstration, we are going to set up an alert when the application

reaches the maximum CPU. We will then receive a notification e-mail. Follow these

steps:

1. Open the App Service plan of the CoffeeFix application in the
Azure portal.

2. Inthe left menu, select Alerts.
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3. Inthe top menu, click + New alert rule.

4. Theresource is automatically selected, which is the App Service
plan. We first must add a Condition. Click the Add button under
Condition. Then select the Signal type, CPU Percentage (Figure 5-17).

Create rule

[;t * RESOURCE

‘ CoffeeFixWeb20191124024552P1an

Select

.I * CONDITION
No condition defined click on "Add condition” 1o select o signal o
Add

Iﬁl ACTIONS
Action group name

Mo acton group selected

Select action group Create action group |

@ Action rues (preview) aliows you 1o define Bctions at 5cabt 3 well 3 SUpPress BCHoNS. Ladrn more Bbout this functionabty here

Figure 5-17. Creating an alert condition

HIERARCHY

Contain actions

Choose 8 signal below and configure the logic ¢

Signal type (

Microsoft Azure Sponsorship > (W] CoffeeFixweb  Displaying 1- 19 signals out of total 19 signals

Signal name

5. For the Operator, select Greater than; for the Aggregation type,

select Average; and set the Threshold value to 80%. This means

that the alert rule will fire when more than 80% of the CPU power

is used (Figure 5-18).
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Configure signal logic

<- Back to signal selection

CPU Percentage(Platform)

Select time series (O Chart period ()
Aggregate ~ Prev  Next Over the last 6 hou..v

4%
%
&
o o =

12 PV 1P 2PM 1PM 4PM 5 P
| CPU Percentage (hug)

cefiefrachll 411 280045 2pion
2.24-

This metric supports dimensions. Selecting the dimension values will help you filter to the right time series. If you do not select any value for a
dimension, that dimension will be ignored.

Dimension Name Dimension Values Select”
Instance 0 selected v| + O
Alert logic
Threshold O
Static Dynamic )
Operator O Aggregation type * O Threshold value * O
I Greater than ~ l [ Average b l ’ 20 v
%

Condition pre-.-i“ew
Whenever the cpu percentage is greater than 80 percent

Fuvaluated hased on

Figure 5-18. Configuring the condition
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7. Then create a new action group. An action group is a

collection of notification preferences. Call the Action group:

CoffeeFixActionGroup; assign the short name: CoffeeFix. Next,

select the right Subscription and Resource group. Create an

action, such as in the following image (Figure 5-19).

Add action group

Action group name * QO | CoffeeFixActionGroup

Short name *Q© | Coffeefix

Subscription *© Microsoft Azure Sponsorship

Resource group * @ CoffeeridVed

Actions
Action Name * Action Type *
I SendEmail v I I Email/SMS/Push/Voice b I
I Unique name for the action ‘ I Select an action type W |

@ Have a consistent format in emails, notifications and other endpoints irmespec

details. Leam more

Figure 5-19. Configuring the Action group

Email/SMS/Pw_shNoice

. Email

Email * | alerts@apress.com

D SMS (Carrier charges may apply)

jo ¥ 021

er* 1234567890

D Azure app Push Notifications

2il * () email@example.com

Phone number * 1234567890

Enable the common alert schema. Learn more
(v )
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8. Click OK and again, to create the action group.

9. Atlast, we must give the alert a name. Call it CoffeeFixAlert and set
the required severity level. Click Create alert rule.

We have now configured an alert rule that will fire when the CPU reaches a limit of
80%. An e-mail will then be sent to the configured e-mail address.
In the next section, we are going to look at how we can debug applications that are

already deployed and running in Azure.

Remote Debugging and Profiling

Azure Web Apps, API Apps, and WebJobs can be remotely debugged and profiled. This
means that applications that are already deployed and running in Azure can be profiled
and debugged on the development machine. In the next sections, we are going to set up
remote profiling and debugging in Visual Studio. We will start with remote debugging.

Setting Up Remote Debugging

Web Apps, API Apps, and WebJobs that are running in Azure can be debugged in Visual
Studio. This can be very handy when your app is acting differently in production than
it did on the local machine. In this demonstration, we are remotely going to debug the
CoffeeFix web app that is already deployed to Azure.

The CoffeeFix web app is built in ASP.NET Core. To debug ASP.NET Core Web Apps
using Visual Studio, you have to take the following steps:

1. Open the CoffeeFix web app from Chapter 5 of the source code

again.

2. Open Program.cs and set a breakpoint, such as in Figure 5-20.
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1 ' =| System;
System.Collections.Generic;
System.IO;
System.Ling;
System.Threading.Tasks;

using Microsoft.AspNetCore;

using Microsoft.AspNetCore.Hosting;
Microsoft.Extensions.Configuration;
Microsoft.Extensions.Logging;

Elnamespace CoffeeFix.Web

{
= ;n= C ;lasﬁ Program
{
0 references | 0 exceptions
=] public static void Main(string[] args)
1 {
() 1 CreateWebHostBuilder(args).Build().Run();
1 | }
& public static IWebHostBuilder CreateWebHostBuilder(string[] args) =>
WebHost.CreateDefaultBuilder(args)
i -UseStartup<Startup>();
| }
}

Figure 5-20. Setting a breakpoint

3. We deployed a release build when we deployed the app to Azure.
Right-click the CoffeeFix.Web application and click Publish. Then
click the Edit button, as shown in Figure 5-21.

CoffeefcWeb 8 X Program.cs ApplicationDbContext.cs

Publish

Actions

CoffecFxWeb

Deployme

Figure 5-21. Editing the deployment profile
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4. Go to Settings, change the configuration to Debug, and click Save

(Figure 5-22).

Publish

@» Publish

Connection

CoffeeFixWeb20191124030525 - Web Deploy *

Configuration: Debug v
Target Framework: - -n_e_tc_nr-;appz.z v
Deployment Mode: = Framework-Dependent v

Learn about deployment modes
Target Runtime: Portable b
v File Publish Options
v | Databases
v | Entity Framework Migrations

v Site Extensions Options

Figure 5-22. Changing the configuration to Debug
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5. Publish the application again.

6. Open Cloud Explorer in Visual Studio (View » Cloud Explorer).

7. Select the subscription, expand App Services, then your Resource
group, and then right-click the app’s node and click Attach

Debugger (Figure 5-23).
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Cloud Explorer

Figure 5-23. Attaching the debugger

8. The browser automatically opens to your home page running in
Azure. You might have to wait 20 seconds or so while Azure sets
up the server for debugging. This delay only occurs the first time
you run in debug mode on an app in a 48-hour period. When you
start debugging again in the same period, there isn’t a delay.

9. Visual Studio stops on the breakpoint, and the code is running in
Azure, not on your local computer. Press F5 to continue running.

Setting Up Remote Profiling

Azure Web, API Apps, and WebJobs can also be remotely profiled. The latency of HTTP
requests might be higher than normal, your process might be running slower, or the CPU
usage might be higher than expected. Then you can remotely profile your process and
get the CPU sampling call stacks to analyze the process activity and code hot paths
directly from Visual Studio.
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To set up remote profiling, we first must open the CoffeeFix web application again in
Visual Studio. Then take the following steps:

1. Open the CoffeeFix web app from Chapter 5 of the source code.

2. Open the Cloud Explorer in Visual Studio (View » Cloud
Explorer).

3. Select the subscription, expand App Services, then your Resource
group, and then right-click the app’s node and click Start Profiling
(Figure 5-24).

iy Recently Used

ugger

ot Debugger

Figure 5-24. Start Profiling
4. The remote profiling session starts, and you can run your scenario.
The CPU samples are collected in Azure for your process.

5. Make sure that there is some load on your app running in Azure.
After a couple of minutes, click the Stop Profiling button, to stop
the remote profiling session (Figure 5-25).
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) Microsoft Azure Sponsorship
» [~ App Service Plans

& App Services

CHAPTER 5

Figure 5-25. Stop Profiling

b @ CoffeeFixWeb20191124024552
& CoffeeFixWeb20191124030525

Open in Portal
Open in Browser
Open in Kudu
Attach Debugger

Attach Snapshot Debugger

Stop Profiling k

View Streaming Logs
Stop

Download Publish Profile
Search From Here

Refresh

AZURE WEB APPS

6. The profiling data collected in your Azure Web App is downloaded
and opened in Visual Studio 2019 (Figure 5-26). You can drill
down to get more information.
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Report.53ETFA3S-3C. EAGFG.diagsession & X Re

ssion: 1:06 minutes
1:00min

4 CPU (% of all processors)
100

134 (13.59%]
133 (13.78%)
124 (12.85%)
102 (10.57%)
102 (10.57%)

86 (8.91%)

Figure 5-26. Diagnostics profiling report in Visual Studio

Summary

In this chapter, we have covered profiling and debugging in Azure Web Apps. We started
this chapter by describing the different App Service plans. We then enabled Application
Insights for the CoffeeFix web app and deployed to Azure. Finally, we looked at the
different debugging and monitoring capabilities that are offered for Web Apps.

In the next chapter, we are going to cover databases and storage.

Useful Links

The following articles are all available from Microsoft. They will give you more relevant
information on all the topics covered in this chapter:

e “Azure App Service plan overview,” https://docs.microsoft.com/
en-us/azure/app-service/overview-hosting-plans, November 8,
2017.
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“Monitor apps in Azure App Service,” https://docs.microsoft.com/
en-us/azure/app-service/web-sites-monitor, January 10, 2019.

“Troubleshoot an app in Azure App Service using Visual Studio,”
https://docs.microsoft.com/en-us/azure/app-service/
troubleshoot-dotnet-visual-studio, August 28, 2016.

“Remote Debug ASP.NET Core on IIS in Azure in Visual Studio,”
https://docs.microsoft.com/en-us/visualstudio/debugger/
remote-debugging-azure?view=vs-2019, May 20, 2018.
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CHAPTER 6

Databases and Storage

Azure offers many different useful storage solutions. It offers Microsoft databases, as
well as different open source ones. In addition to databases, Azure offers other storage
solutions, such as NoSQL storage, table storage, file storage, queues, and blob storage. In
this chapter, we are going to look into the different databases and storage solutions that
Azure has to offer.

Databases

Azure offers different types of databases that you can use for your data and applications.
In addition, Azure offers various data stores for data analytics and big data. In the
following sections, we are going to describe the different types of databases that Azure
offers and the different characteristics of each database and data store.

Azure SQL Database

Azure SQL Database offers a relational database in the cloud. It offers the code base
as an SQL server on-premises, However, by using the Saa$S solution, you don’t have to
manage the underlying platform, operating system, or buy any licenses.

Azure SQL Database offers scalability without causing any downtime for your
databases. It offers column-based indexes, which make queries perform much faster.
Built-in monitoring and built-in intelligence increase the performance of your database
automatically, and disaster recovery is provided by automatic backups and point-in-time
restores. You can also use active geo-replication, for global applications.
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Azure SQL Database offers the following features:

Elastic database pools: Elastic pools are a feature that helps in
managing and scaling databases that have unpredictable usage
demands. All databases in an elastic pool are deployed on the

same database server and share the same resources. By managing

a pool of databases and not an individual database, they can share
performance and scaling. The performance of this tier is expressed in
elastic Database Transaction Units (eDTUs).

Individual databases: These are a good fit if you have a database
with predictable performance. Scaling is done for each database
separately. The performance of this tier is expressed in Database
Transaction Units (DTUs).

Azure Database for MySQL

Azure Database for MySQL is an implementation of the MySQL open source relational

database in the cloud. The Azure offering provides the same functionality and

capabilities as MySQL Community Edition.
The MySQL database is widely used by PHP developers and for a lot of PHP
applications, such as the open source CMS WordPress. MySQL offers the following

features and capabilities:
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ACID compliancy: It offers atomicity, consistency, isolation,
durability (ACID) transactions. This ensures that there is no data loss
in the case of failure. MySQL offers ACID compliancy when using
InnoDB and NDB Cluster Storage engines. InnoDB has been the
default MySQL storage engine since version 5.6.

Performance: MySQL can underperform for heavy loads and when
it must execute complex queries. It is most suitable for web-based
projects that require simple, straightforward data transactions.

Security: MySQL offers security based on access-Control lists (ACLs)
for all connections, queries, and other operations. It offers some
support for SSL-encrypted connections between MySQL clients and
servers.
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NoSQL features: MySQL only offers JSON data-type support and no
support for indexing JSON.

Programming languages: MySQL drivers support most programming
languages.

By running your MySQL databases on Azure, in addition to all the features and

capabilities that MySQL offers, Microsoft offers automatic scaling, high availability,

encryption for data at rest, automatic backup, point-in-time restoration for up to 35 days,

enterprise security and compliance, and more.

Azure Database for PostgreSQL

Azure Database for PostgreSQL is an implementation of the open-source relational

database, PostgreSQL, in the cloud. It is also based on the community version of the

open-source PostgreSQL database engine. PostgreSQL offers capabilities similar to
MySQL, but there are differences.
It offers the following features and capabilities:

ACID compliancy: It offers ACID transactions.

Performance: 1t supports a variety of performance optimizations and
is most suitable for systems that require the execution of complex
queries and where read and write speeds are crucial. PostgreSQL
performs well in OLTP/OLAP systems and with business intelligence
applications.

Security: PostgreSQL offers role-based and inherited role-
based security. It offers native SSL support for client/server
communications, and it offers row-level security.

Concurrency: PostgreSQL has full multiversion concurrency control
(MVCC) support and is extremely responsive in high-volume
environments.

NoSQL features: PostgreSQL supports JSON and other NoSQL
features, such as native XML support, JSON indexing, and key-value
pairs with HSTORE.
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Extensibility: PostgreSQL offers support for extensibility, such as
adding new functions, types, new index types, and more.

Programming languages: PostgreSQL offers programming language
extensions in the form of connectors, for most programming

languages.

Cosmos DB

Azure Cosmos DB is Microsoft’s globally distributed, multi-model database service.

Cosmos DB enables users to independently and elastically scale throughput and storage

across any number of Azure regions worldwide. This makes Cosmos DB most suitable

for applications and resources that must scale globally. Cosmos DB supports the

following APIs:

180

Programming languages: Cosmos DB offers programming language
extensions for JavaScript, .NET, R, C/C++, Java, Perl, Python, Ruby,
Tcl, and more.

SQL API: With the SQL AP], you can use SQL queries as a JSON query
language against the data set inside Cosmos DB. Because Cosmos
DB is schemaless, it provides autoindexing of the JSON documents.
Data is stored on SSD drives for low latency, and it is lock-free, so you
can create real-time queries for your data. Cosmos DB also supports
writing stored procedures, triggers, and user-defined functions
(UDFs) in JavaScript, and it supports ACID transactions inside a
collection.

MongoDB API: MongoDB is an open source document database that
provides high performance, high availability, and automatic scaling
by default. Using it inside Cosmos DB provides automatic sharding,
indexing, replication, and encryption of your data on top of this.
MongoDB also provides an aggregation pipeline, which can be used
to filter and transform the data in multiple stages. It also supports
creating a full-text index, and you can integrate it easily with Azure
search and other Azure services as well.
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Gremlin (Graph) API: The Gremlin API is part of the Apache
TinkerPop project, which is an open source Graph computing
framework. A Graph is a way of storing objects (nodes), based on
relationships. Each object can have multiple relations with other
objects. You can interact with the data using JavaScript.

Table API: The Azure Table API can be used for applications that are
written for using Azure table storage but require premium features,
such as global distribution, automatic indexing, low latency, and high
throughput.

Cassandra API: The Cassandra API can be used for applications that
are written for Apache Cassandra. Apache Cassandra is an open
source distributed NoSQL database that offers scalability and high
availability. Cosmos DB offers no additional operations management,
SLA, or automatic indexing.

In the future, new APIs will be added to Cosmos DB.
In the next section, we are going to create an Azure SQL Database from the Azure

Creating an Azure SQL Database
from the Azure Portal

To create an Azure SQL Database from the Azure portal, take the following steps:

Open the Azure portal, by navigating to https://portal.azure.com/.

2. Select Create a resource, then select SQL Database from the menu

(Figure 6-1).
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New
O Search the Marketploce _]
Azure Marketplace Seeall Popular
Get started Windows Server 2016 Datacenter
Quickstart tutorial
Recently created
Al + Machine Learning Ubuntu Server 18.04 LTS
Malyt'rcs Learn more
Blockchain g Web App
Compute @' Quickstart tutonial
Containers
SQL Database
Databases Quickstart tutorial
Developer Tools
Function App
bevops Quickstart tutonial
Identity
; Azure Cosmos DB
Integration v
= Quickstart tutorial
Internet of Things
Media Kubernetes Service
; : ﬁ Quickstart tutorial
Mixed Reality
IT & Management Tools DevOps Proj
ge r:’ ps Project
Networking Quickstart tutorial
Software as a Service (S3a%)
Storage account
Security ﬁ Quickstart tutonal
Storage
Show recently created items
Web

Figure 6-1. Creating a new Azure SQL Database server

3. Inthe Create SQL Database blade, add the following values:
a. Subscription. Select a subscription.
b. Resource group. Create a new one and call it AzureSQLResourceGroup.
c. Database name. AzureSQL
d. Server. Create a new one with the following properties (Figure 6-2):
Server name: apresssqll
Server admin login: apressadmin
Password: P@ssWord
Location: East US

Click Select.
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MNew server X

Microsoft

Server name *

| apresssqll il
.database windows.net

Server admin login *

| apressadmin v |

Password *

frnen 7]

Confirm password *

e 7]

Location *

[ s EastUS v

Figure 6-2. Specifying Azure SQL Database server configuration values

e. Want to use SQL elastic pool?: No.

f. Compute + Storage: Select Basic (Figure 6-3).

Config %
Wl
Batit Suandard Premium
e T 1 e s e e RS [op-S—— otesel e inion s 5
DTy "
5 [Basic) —
Duta mae - QL
O
X 168
s
(L]
™

Figure 6-3. Select Basic Storage
g. Then select Apply.

183



CHAPTER 6  DATABASES AND STORAGE

The configurations will now look like the following image (Figure 6-4).

Create SQL Database

Microsaf

A Changing basic options may reset selections you have made. Piease review all options prior to creating the database.

Basics  Additional settings Tags Review + create

Create a SQL database with your preferred configurations. Complete the Basics tab then go to Review + Create to

provision with smart defaults, or visit each tab to customize. Learn more [2

PROJECT DETAILS

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

* Subscription @ ' Microsoft Azure Sponsorship v
* Resource group @ ' (New) AzureSQLResourceGroup v
Create new

DATABASE DETAILS

Enter required settings for this database, including picking a logical server and configuring the compute and storage

resources

* Database name AzureSQL v

* Server @ [ (new) appresssqll ( East US) v
Create new '

* Want to use SQL elastic pool? @ ':l Yes ':E_\] No

* Compute + storage @ Basic

2 GB storage
Configure database

| Next : Additional settings > l Download a template for automation

Figure 6-4. Creating a new Azure SQL database
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4. Click Review + create and then Create, to create the new database.

Now that we have a database in place, we can look at how to manage it from the
Azure portal.

Managing Your Azure SQL Database
from the Azure Portal

After your database is created, you can open the overview blade of that database as a
starting point for managing your database. To go to the overview blade, select Go to
resource (Figure 6-5).

Microseft.SQLDatabase.newDatabaseNewServer_a6ceb53bfd324bdeacdcl - Overview
% Bodee © 11 Redegley D) Retresh

e Ovendew

& inputs

Template

STATUS OPERATICN DETAILS

Crested

Figure 6-5. Navigating to the newly created resources

In the overview blade, in the left menu, there are several configurations that can
be set for this database. We are going to cover scaling and the query editor in the next

sections.

Specifying a Server-Level IP Firewall Rule

Initially, all access to your Azure SQL server is blocked by the SQL Database firewall. To
access a database server, you must specify one or more server-level IP firewall rules that
enable access to your Azure SQL server. We are going to use this database in Chapter 7 as
well, where we are going to create an Azure MVC Web App that connects to the database.
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Therefore, we must add a firewall rule, to allow our public IP address to access the Azure
Database server.
To set the firewall rule from the Azure portal, take the following steps:

1. From the database overview page, click Set server firewall from
the top menu (Figure 6-6).

E AzureSQL (appresssqll/AzureSQL)

e Jatabae
~ Search (Ctri+ . [DCsp)' ) Restore T Export | O Setserverfirewall | W Delete X Connectwith.. W Feedback
8 Oenview - Resource group fchangey : AzureSQLResourceGroup
Status : Online
=] Activity log
Location : East US
Tags £ A
’ 9 Subscription (change)  : Microsoft Azure Sponsorship
K Dizgnose and solve problems Subscription ID : 602d227¢-01b2-4da3-3¢97-43e704fdbalc
b Quick start Tags (change) : Click here to add tags
P Query editor (preview)
Settings PEpTIEY, ET

© Configure Compute utilization
¥  Geo-Replication

@ Connection strings

&) Sync to other databases
“3  Add Azure Search 0%
Y Properties

& Locks

B3 Export template

Figure 6-6. Setting the server firewall

2. Then click + Add client IP. A new rule is created, and your public
on-premises IP address is automatically added to the Start IP and
End IP fields (Figure 6-7).
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0 Firewall settings O X

es55gl1 (SQL server;

B Save X Discard + Add client IP '

o Connections from the IPs specified below provides access to all the databases in appresssqll.

Allow access to Azure services
-» o )
Client IP address 82.173.149.73
RULE NAME START IP END IP
ClientlPAddress_2019-6-24_ | | 82 [ T82

Connections from the VINET/Subnet specified below provides access to all databases in
appresssqll.

Virtual networks + Add existing virtual network + Create new virtual network

RULE NAME VIRTUAL NETW... SUBNET ADDRESS RANGE ENDPOINT STA... RESOURCE GROUP  SUBSCRIPTION STATE

No vnet rules for this server,

Figure 6-7. Adding the client IP address

3. Click Save.

Scaling Your Database

Azure SQL Database supports two types of scaling: vertical scaling (with which you can
scale up or down the database by adding more compute power) and horizontal scaling
(with which you can add more databases and divide the database over multiple database

nodes). You can scale your databases to do the following:

1. Configure the scaling of your database. In the left menu, select

Configure (Figure 6-8).
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AzureSQL (appresssqllfAzureSQL)

€ [Mcopy "DrRestore T Export O Setserverfirewadl [ Dedete X Connectwith. WP Feedback

Resource group (change) : AZureSQLRescurceGroup Server name appresssqll databasewindows.net
B Overview
: Online
B activity log
: EastUs rungy database connection strings
T &
@ g : Microsalt Azure Sponscrship Pricing tier Basic

X Diagnose and solve problems 60ad227c-01b2-4dad-2:97-42e704fdbalc Cidest restare point : 2019-06-15 07:36 UTC

i Quick start
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P Query editor [preview) &

Settings Shew data for last: ﬁ )
Computeuliization View Max
®  Geo-Replication
#* Connection strings
¥ Sync 10 other databases
A Add Azure Search
I Properties
& Locks
B2 Export template
Security

@ Advanced Data Security

B Auditing 0

& Dynamic Data Maskin
” ’ Database data torsge O Notifications (0)  Database features (6)

O Transparent data encryption Used s
4 MB QD s-cory (4 Peroemance (1) Recovery (1) )

Figure 6-8. Configuring scaling

2. Inthe nextscreen, you can choose different tiers for your
database. When we created the database, we chose the Basic
tier. For this demonstration, pick the Standard tier and increase
the Data max size to 500 MB, as shown in the following image
(Figure 6-9).
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Basic Standard Premium
200 e Semanming woricazy £or mrICRSE W Il parIITINGE et ans For O-interaive workdizads vCare-based purchasing options
Click here ta customize your performance using
vores
DTUs Whatsa orut
o - =
Data max size
—) .
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500 MB #0GE
Cest par DT m LR 127
DTUs satectas x10
ESTIMATED COST / MONTH 12,65 R

Figure 6-9. Scaling down the database

Note You can also scale the amount of DTUs. For more information about DTUs,
refer to the “Useful Links” section at the end of this chapter.

3. Click Apply to save this setting.

We have now covered how to scale your database. In the next section, we will look at
the CoffeeFix sample application.

Updating the CoffeeFix Application

In this demonstration, we are going to move the on-premises SQL database to our Azure
SQL database that we created in the previous section. Therefore, we must update the

following pieces of code:

1. Open the CoffeeFix application from the Chapter 6 source code
folder.

2. Then open the CoffeeFix.Web application and select Data »
Migrations. Open the 00000000000000 CreateIdentitySchema.cs
file (Figure 6-10).
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+f31 Solution 'Chapter5' (2 of 2 projects)
4 +[c#] CoffeeFix.Console
P & Dependencies
b +c* Program.cs
P +c* ReportSender.cs
b +cC* Telemetrylnitializer.cs
P +c* TelemetryProcessor.cs
+E TestRunner.ps1
P +c* WaterSensorDependency.cs
&1 CoffeefFix.Web
& Connected Services

Dependencies
a M Properties

0_CreateldentitySchema.cs
01_coffeemakertelemetry.cs
b +c= ApplicationDbContextModelSnapshot.cs

b +c= ApplicationDbContext.cs

afml Models

b +c= CoffeeMakerTelemetry.cs

Ml Pages

+&] appsettings.json

+C* Program.cs

+C* Startup.cs

Figure 6-10. Scaling down the database
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3.

This class contains the code that creates the table in the database,
using the Migration namespace from Entity Framework (EF). This
way, EF creates a new table that matches the model inside the
application. However, you should be aware that it will result in the
loss of data.

We must change the database connection string in the
appsettings.jsonfile, to let EF create this database in our Azure
SQL database. Therefore, switch back to the overview page of the
database in the Azure portal and, in the left menu, under Settings,
select Connection strings (Figure 6-11).
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e AzureSQL (appresssqli/AzureSQL) - Connection strings

Figure 6-11. Retrieving the connection string

5. Copy the connection string, open the appsettings.json file in
Visual Studio, and replace the connection string in the file. This
will look like the following:

{

"ConnectionStrings": {
"DefaultConnection": "Server=tcp:apresssqli.database.
windows.net,1433;Initial Catalog=AzureSQL;Persist Security
Info=False;User ID={your username};Password={your password};
MultipleActiveResultSets=False;Encrypt=True;TrustServer
Certificate=False;Connection Timeout=30;"

b

6. Then replace the user ID and password with the values that we
used to create the database: apressadmin and P@ssWord.

7. Now build and run your application.

8. When the application is opened in the browser, click the Register
button at the top right menu (Figure 6-12).

CoffeeFixWeb  Home Privacy ﬁ Log:n

Welcome

Learn about building Web apps with ASP.NET Core.
Figure 6-12. Running the application
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9. Create an account by filling in an e-mail address and password
(Figure 6-13).

CoffeeFixWeb Home Privacy

Register

Create a new account.

Email

Password

®

Figure 6-13. Registering for a new account

10. Click Register.

11. Next, an error page is displayed, stating that there is something
wrong with the database (Figure 6-14).
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A database operation failed while processing the request.

SqlException: Invalid object name 'AspNetUsers'.

Applying existing migrations for ApplicationDbContext may resolve this issue
There are migrations for ApplicationDbContext that have not been applied to the database

e 00000000000000_CreateldentitySchema
= 20190721003101_coffeemakertelemetry

In Visual Studio, you can use the Package Manager Console to apply pending migrations to the database:
PM> Update-Database
Alternatively, you can apply pending migrations from a command prompt at your project directory:

> dotnet ef database update

Figure 6-14. Creating a new database

12. There are two ways to solve this. You can click the Apply
Migrations button, or you can open the Visual Studio command
prompt and update the database from there. For this demo, we are
going to create the tables by clicking the Apply Migrations button.
Click the button.

13. The database and tables will now be created in the Azure SQL
database.

14. We can check the database and tables in the Query editor in the
Azure portal. To open this, select Query editor (Preview) from the
SQL database overview page in the Azure portal (Figure 6-15).
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E AzureSQL (appresssqll/AzureSQL)
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Figure 6-15. Opening the Query editor

B Delete X Cornect mith

W Feedback

Cidest restore point : 2019-06-15 07:36 UTC

View Mix v f4

15. Next, we must authenticate to the server. Log in with the admin

credentials that we provided when we first created the database

(Figure 6-16).

SQL server authentication

Login *

| apressadmin |

Password *

4

Figure 6-16. Signing in to the database
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16. Open the tables section, and you will see the tables that are
created (Figure 6-17).

AzureSQL (appressadmin) O

Showing limited object explorer here.
For full capability please open SSDT.

v (A Tables

) EQdbo_EFMigrationsHistory _ +es
» B dbo.AspNetRoleClaims LLL
» EH dbo.AspNetRoles b4
» B dbo.AspNetUserClaims sas
» EH dbo.AspNetUserLogins eos
» B dboAspNetUserRoles ves
» B dbo.AspNetUsers ok
» B dbo.AspNetUserTokens oo
» EH dbo.CoffeeMakersStatus s4a

P AViews

P [ Stored Procedures

Figure 6-17. Created database tables

17. Switch back to the application and refresh the browser. Log in
with your credentials and register again. You will see that the
application now works as expected (Figure 6-18).

CoffeefixWeb Home Privacy I Hello @c.ﬂlcok.co-’!\!l Legout

Welcome

Learn about building Web apps with ASP.NET Core.

Figure 6-18. Running the application

18. When you switch back to the Azure portal again, right-click the
AspNetUsers table, and then click Select Top 1000 Rows, you will
see that the user has been added to the table (Figure 6-19).
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© e SAALITO NN e

Figure 6-19. Checking the entry in the table

This concludes the demonstration. In it, we have seen that it is very simple to move
this database to Azure. In fact, all there is to it, is to change the connection string to the
Azure database and run the application, and EF will handle the creation of the tables f
or you.

Ingesting Some Sample Data Using the Query Editor

By the time of writing this book, the SQL Query editor is still in preview. It offers an easy
way to execute SQL queries on your Azure SQL database or Azure SQL Data Warehouse
directly from the Azure portal.

In the next demonstration, we are going to use the Query editor to ingest some data
in the database. We can then monitor the database later.

1. With the Query editor still open, add the following script to add
rows to the CoffeeMakerStatus table in the database. (This SQL
query is also added to the source code for Chapter 6.) You can
adjust the amount of rows, if needed.

declare @id int
select @id = 1
while @id >= 1 and @id <= 10000
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begin
insert INTO dbo.CoffeeMakersStatus(CoffeeMakerId, Date,
Status, DataFileName)
values(NEWID(), GETDATE(), 1, 'SampleData')
select @id = @id + 1
end

We have now created in the database some rows in the CoffeeMakerStatus table. In
the next section, we are going to monitor the database.

Monitoring and Performance Tuning for the Azure
SQL Database

Azure SQL Database provides tools and methods to monitor usage, add or remove
resources (such as CPU, memory, and I/0), troubleshoot potential problems, and make
recommendations to improve the performance of the database. Azure also provides
features that can automatically fix problems in the databases.

The database can adapt to the workload automatically, using Automatic. But there
may still be some custom issues that require troubleshooting. For this, Azure SQL
Database provides tools to monitor the database performance and to troubleshoot
performance problems. These are covered in the upcoming sections.

Azure SQL Database offers the following tools and options to monitor and
troubleshoot database performance:

e Azure portal: Select the Azure SQL database from the Azure portal.
On the overview page, you will see the Monitoring chart, on which
DTU consumption is shown by default. Select Edit to change the time
range and the values that are shown. For single databases and elastic
pools only, use Query Performance Insight to identify the queries that
use the most resources.

e SQL Server Management Studio: SQL Server Management Studio
can also provide a lot of useful reports, such as the performance
dashboard. These reports can be used to monitor the resource usage
and identify top resource-consuming queries. You can use Query
Store to identify queries whose performance has regressed.
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e SQL Database Advisor: You can use this tool to view
recommendations to help you create and drop indexes, parameterize
queries, and fix schema problems. This feature is available in single
database and elastic pools only.

o Azure SQL Intelligent Insights: This tool can be used to automatically
monitor database performance. When a performance problem is
detected, a diagnostic log is generated. The log provides details
and a root cause analysis (RCA) of the problem. A performance-
improvement recommendation is provided, when possible.

e Automatic tuning: Azure SQL Database can automatically fix
problems, using autotuning. Use dynamic management views
(DMVs), extended events, and Query Store for help with more
detailed troubleshooting of performance problems.

Note More information about the tools that are covered here can be found in the
“Useful Links” section at the end of this chapter.

Monitoring Database Performance

Azure SQL Database provides tools to monitor the performance of the database. It can
monitor the following resources:

e CPU usage: Here, you can monitor whether the database is reaching
100% of the CPU usage. High CPU usage might indicate that the
database or instance should be upgraded to a higher service tier.

o Wait Statistics: Use sys.dm_os_wait_stats (Transact-SQL) on the
database, to determine how long queries are waiting. Queries can be

waiting on resources, queue waits, or external waits.

e IO usage: Check to see if the database is reaching the IO limits of the
underlying storage.

e Memory usage: The amount of memory available for the database
or instance is proportional to the number of vCores. Make sure the
memory is sufficient for the workload.
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Monitoring the Performance of the Database from the Azure
Portal

One option for monitoring the database performance in the Azure portal is to use
Metrics. To access Metrics, take the following steps:

1. Go tothe overview page of the Azure SQL Database that we have
used for the CoffeeFix application.

2. Click Metrics in the left-hand menu. Based on the sample data
that we have ingested in the database, you can filter on certain
metrics here.

3. You can filter on CPU usage by selecting the CPU percentage in
the Metric drop-down (Figure 6-20).

+ New chart f_) Refresh  |& Share W/ 1) Feedback W 11725 3:51 AM - 11726 3:51 AM [Automatic - 5 minutes

Avg CPU percentage for AzureSQL &

% Addmetric ‘v 5 A | Unechart ns () New alertrule 57 Pinto dashboard N\ +-+

B AzureSOL CPU percentage, Avg @

CPU percantage (hog)
AoreslL

297

Figure 6-20. CPU metric

4. Another example is the Data space used metric (Figure 6-21).
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=t~ New chart :_,\ Refresh |2 Snare Vv () Feedback \/ 11/25 3:51 AM - 11/26 351 AM (Automatic - 5 minutes)

Max Data space used for AzureSQL &7

A Addmetric My 2 | Unechart s ([ Newalertrule 57 Pintodashboard " -+-

B AzureSOL Data space used, Max @

Diata space used Ma)
AzureSOL

5.4

Figure 6-21. The Data space used metric

Troubleshooting Performance Problems

Your Azure SQL database can also suffer from performance problems. To diagnose and
resolve these, begin by determining the state of each active query and the conditions
that cause performance problems relevant to each workload state. To improve the
performance of the Azure SQL database, you first must know if each active query request
from the application is in a running state or a waiting state.

Running related problems can be caused by the following:

o Compilation problems: SQL Query Optimizer might produce a
suboptimal plan because of stale statistics, an incorrect estimate of
the number of rows to be processed, or an inaccurate estimate of
the required memory. If you know the query was executed faster in
the past or on another instance (either a managed instance or a SQL
Server instance), compare the actual execution plans, to see if they’re
different. Try to apply query hints or rebuild statistics or indexes to
get the better plan. Enable automatic plan correction in Azure SQL
Database, to automatically mitigate these problems.
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o Execution problems: If the query plan is already optimal, there is a
good chance that it is already hitting the database’s resource limits,
such as log write throughput. It can also be using fragmented indexes
that should be rebuilt. Execution problems can also occur when a
large number of concurrent queries require the same resources.

Waiting related problems can be caused by the following:

e Blocking: One query might hold the lock on objects in the database,
while others try to access the same objects. You can identify blocking
queries by using dynamic management views (DMVs) or monitoring
tools.

o IO problems: It can also be the case that queries are waiting for the
pages to be written to the data or log files. For this, you can check the
following wait statistics in the DMV: INSTANCE_LOG_RATE_GOVERNOR,
WRITE_LOG, or PAGEIOLATCH *

o Temp DB problems: When there are temporary tables used in queries,
or there are TempDB spills in the plans, the queries can have a
problem with the TempDB throughput.

e Memory-related problems: When there is not enough memory for
the workload, the queries can receive less memory then required. In
some cases, built-in intelligence in Query Optimizer will fix memory-

related problems.

In the next section, we are going to monitor the Azure SQL Database performance,
using DMVs.

Monitoring Performance of the Azure SQL Database Using
Dynamic Management Views (DMVs)

To monitor the performance using DMVs, we must go back to our Azure database in the
Azure portal. Follow these steps:

1. Open the Query editor again. We are going to run several queries

to monitor the performance.

2. This first query retrieves the top-10 active CPU-consuming
queries on our database:
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202

SELECT TOP 10 GETDATE() runtime, *
FROM(SELECT query stats.query hash, SUM(query stats.cpu time)
'Total Request Cpu Time Ms', SUM(logical reads) 'Total Request
Logical Reads', MIN(start time) 'Earliest Request start Time',
COUNT(*) 'Number Of Requests', SUBSTRING(REPLACE(REPLACE(MIN(que
ry stats.statement text), CHAR(120), ' '), CHAR(23), ' '), 1, 256)
AS "Statement Text"
FROM(SELECT req.*, SUBSTRING(ST.text, (req.statement start
offset / 2)+1, ((CASE statement end offset WHEN -1 THEN
DATALENGTH(ST.text)ELSE req.statement end offset END-req.
statement start offset)/ 2)+1) AS statement text
FROM sys.dm _exec_requests AS req
CROSS APPLY sys.dm exec_sql text(req.sql handle) AS
ST ) AS query stats
GROUP BY query hash) AS t
ORDER BY Total Request Cpu_Time Ms DESC;

The next query identifies the data and log IO usage:
SELECT end_time, avg data io percent, avg log write percent

FROM sys.dm db_resource stats
ORDER BY end_time DESC;

The last query is going to identify memory grant wait performance
issues:

SELECT wait_type,

SUM(wait time) AS total wait time ms
FROM sys.dm exec_requests AS req

JOIN sys.dm_exec_sessions AS sess

ON req.session id = sess.session_id
WHERE is user process = 1
GROUP BY wait_type
ORDER BY SUM(wait time) DESC;

The output of the last query can look like the following image
(Figure 6-22).
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Query 1
D Run [ Cance query 4 Save query 4 Export data as Jjson J Exportdataas.csv | Export data as xml
1 SELECT wait_type,
2 SUM(wait_time) AS total_wait_time_ms
3 FROM sys.dm_exec_requests AS req
4 JOIN sys.dm_exec_sessions AS sess
S ON req.session_id = sess.session_id
6 WHERE is_user_process = 1
7 GROUP BY wait_type

(=]

ORDER BY SUM(wait_time) DESC;

Results Messages

|;-" |5.;:-.'c"‘ to filter items

wait_type total_wait_time_ms

XE_LIVE_TARGET_TVF 22

o o~

Figure 6-22. Total wait time in seconds

Note These are some examples of the different queries that you can run on the
database, to monitor performance. In the “Useful Links” section, you can find the
URL to the web site on which you can find more queries to use for monitoring your
databases.

This concludes the database part of this chapter. In the next part, we are going to

cover Azure Storage and what capabilities it has to offer.

Azure Storage

Every application requires some sort of storage solution. Azure offers several different
types of storage, from storing files and documents to storing data sets. The first step is

to create a Storage Account. When you create a storage account, you have to determine
whether you want your data to be accessible locally or globally. Another consideration is

which account type to choose.
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Azure Blob Storage

Azure Blob Storage offers three different account types, which can be used for blob,
table, file, and queue storage. Azure offers the following storage types.

General-Purpose V1 (GPv1)

The General-purpose Storage (V1) account is the oldest type of storage account. It offers
storage for page blobs, block blobs, files, queues, and tables, but it is not the most cost-
effective storage account type. It is the only storage account type that can be used for the
classic deployment model. It doesn’t support the latest features, such as access tiers.

Blob Storage

The blob storage account offers all the features of StorageV2 accounts, except that it
supports only block blobs (and append blobs). Page blobs are not supported. It offers
access tiers, which consist of hot, cool, and archive storage (covered later in this chapter).

General-Purpose V2 (GPv2)

StorageV2 is the newest type of storage account, and it combines V1 storage with Blob
Storage. It offers all the latest features, such as access tiers for blob storage, with a
reduction in costs. Microsoft recommends using this account type over the V1 and blob
storage account types.

V1 storage accounts can be upgraded to V2.

Note For more information on pricing and billing for these different account
types, you can refer to the following pricing page: https://azure.microsoft.
com/en-us/pricing/details/storage/.

Storage Replication Types

Azure uses Storage Replication types to ensure durability and high availability. This
protects your storage accounts from unplanned and planned events, such as network or
power outages, natural disasters, and terrorism. It also ensures that during these types of
events, your storage account still meets the SLA.
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The data from a storage account can be replicated within the same data center, the
same region, across zonal data centers, and across different regions. These replication
types are named Locally Redundant Storage (LRS), Zone Redundant Storage (ZRS),
Geo-Redundant Storage (GRS), Geo-Zone-Redundant Storage (GZRS), and Read-Access
Geo-Redundant Storage (RA-GRS). They are covered in more detail in the following
sections.

Locally Redundant Storage

LRS is the cheapest option, which replicates the data three times within the same data
center. When you make a write request to your storage account, it is synchronously
written during this request to all three replicas. The request is committed when the data
is completely replicated. With LRS, the data is replicated across multiple update domains
and fault domains, within one storage scale unit.

Zone Redundant Storage

ZRS replicates three copies, across two or three data centers. The data is written
synchronously to all three replicas in one or two regions. It also replicates the data three
times inside the same data center in which the data resided, just as with LRS. It’s only
available in regions that have availability zones.

Geo-Redundant Storage

GRS replicates the data three times within the same region, as with ZRS, as well as three
copies to other regions, asynchronously.

Geo-Zone-Redundant Storage

Geo-zone-redundant storage (GZRS) uses the high availability of ZRS with protection
from regional outages, as provided by GRS. (At the time of writing this book, GZRS is still
in preview.) The data is replicated across three Azure availability zones in the primary
region and also replicated to a secondary geographic region, for protection from regional
disasters. To make a regional pair, each Azure region is paired with another region within
the same geographic area.
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Read-Access Geo-Redundant Storage

RA-GRS maximizes availability for your storage account. It provides read-only access to
the data in the secondary location, in addition to geo-replication across two regions.

Access Tiers

Blob storage accounts use access tiers to determine how frequently data is being
accessed. You are billed based on the access tier that you select for your blob storage
account. Azure offers three storage access tiers: hot, cool, and archive.

Hot

The hot access tier is most suitable for storing data that is accessed frequently in active
use. For example, you could store images and style sheets for a web site inside the hot
access tier. The storage costs for this tier are higher than those of the other access tiers,
but you pay less for accessing the files.

Cool

The cool access tier is most suitable for storing data that is not accessed frequently (less
than once in 30 days). Compared to the hot access tier, the cool tier has lower storage
costs, but you pay more for accessing the files. This tier is most suitable for storing
backups and older content that is not viewed often.

Archive

The archive storage tier is set on the blob level and not the storage level. It has the lowest
costs for storing data and the highest cost for accessing data, compared to the hot and
cool access tiers. This tier is for data that will remain in the archive for at least 180 days,
and it will take a couple of hours of latency before it can be accessed. This tier is most
suitable for long-term backups or compliance and archive data.

A blob in the archive tier is offline and cannot be read (except for the metadata),

copied, overwritten, or modified.
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Azure Table Storage

Azure table storage is based on a NoSQL data store, and it can be used for a large amount
of semistructured, non-relational data. It is more cost-effective than relational databases,
because it stores the data on cheaper servers that provide horizontal scale and high
performance.

NoSQL uses a schemaless design, and data is stored, based on key/attribute values.
You can store flexible data sets in it, and it can store any number of entities in a table, up
to the maximum capacity of the storage account (which is 500TB).

Azure table storage is most suitable for data sets that don’t require complex joins,
stored procedures, and foreign keys. You can access the data using the OData protocol
and LINQ Queries.

Azure Queue Storage

With Azure queue storage, you can create a message queue, which can be used for
applications and other Azure resources. Message queues offer an asynchronous
communication mechanism, whereby a sender adds a message to the queue, which can
be received by the receiver when requested. Applications and other Azure resources
can benefit from this, because they can decouple components, which can scale
independently from one another.

Azure File Storage

With Azure files, you can create file shares in the cloud. You can access your files using
the Server Message Block (SMB) protocol, which is an industry standard that can be
used on Linux, Windows, and macOS devices. Azure files can also be mounted, as if on a
local drive on these same devices. They can be cached for fast access on Windows Server,
using Azure File Sync (preview).

File shares can be used across multiple machines, which makes them suitable
for storing files or data that are accessed from multiple machines, such as tools for
development machines, configuration files, or log data. Azure File share is part of the
Azure Storage Client Libraries and offers an Azure Storage REST API, which can be
leveraged by developers in their solutions.
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Azure Disk Storage

The disks that are used for VMs are stored in Azure blob storage as page blobs. Azure
stores two disks for each VM: the actual operating system (VHD) of the VM and a
temporary disk that is used for short-term storage. This data is erased when the VM is
turned off or rebooted.

There are two different performance tiers that Azure offers: standard disk storage
and premium disk storage. Standard disk storage offers HDD drives to store the data
on and is the most cost-effective storage tier from among those you can choose. With
premium disk storage, your data is stored on SSDs.

Creating an Azure Storage Account with a Blob
Container Using CLI

In this demonstration, we are going to create a storage account using CLI. For this, we
are going to use Azure Cloud Shell. Therefore, take the following steps:

1. Open the Azure portal, by navigating to https://portal.azure.
com/.

2. Inthe top-right menu, select Azure Cloud Shell. Switch to Bash.

3. Add the following line of code to create a new resource group
in Azure:

az group create \
--name ApressStorageRG \
--location 'East US'

4. Add the following line of code to create the storage account:

az storage account create \
--name apressblobstorage \
--resource-group ApressStorageRG \
--location 'East US' \
--sku Standard_ZRS \
--encryption blob
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5. Then display your storage account keys:

az storage account keys list \
--account-name ApressBlobStorage \
--resource-group ApressStorageRG \
--output table

6. The outputlooks like the following image (Figure 6-23).

sjoukje@@Azure:~$ az storage account keys list \

> --account-name ApressBlobStorage \

> --resource-group ApressStorageRG \

> --output table

KeyName  Permissions  Value

keyl Full ZMHTSGSgevSWWQOWtDYKO1dbyY3Zmgr/ T4h2iGZ2F 1t8rubuvapzpcktSSXXDRtbWI41GCIUNI2Z HI ZvdVA==
key2 Full /N6TQtzXy51y3QQR8c7ZdKz@5vChzbuBV/ 2ZtnL/GHGa4sDr TvWEFICOSKZdZiexC3eQuqwt+116jL19/DCVKQ==

sjoukje@Azure:~$ I

Figure 6-23. Storage account keys

7. Setthe AZURE_STORAGE_ACCOUNT and AZURE_STORAGE_KEY
environment variables. Copy the first key from the preceding
output:

export AZURE_STORAGE_ACCOUNT=apressblobstorage
export AZURE_STORAGE_KEY="<account-key>"

8. Then you have to create the blob container:

az storage container create --name apress-container
9. Create ablob:

vi helloworld

10. When the file opens, press Insert. Type “Hello world,” then press
Esc. Next, type “:x,” then press Enter.
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11. Upload the blob 500 times to the blob container, using the
following code:

for i in “seq 1 500 ;

do
az storage blob upload \\
--container-name apress-container \\
--name helloworld$i \\
--file helloworld
done

It can take some time before all the files are uploaded. To check the files in the blob
storage container, you can navigate to the blob container in the Azure portal and check
the Storage Explorer (Figure 6-24).

:-‘ apressblobstorage - Storage Explorer (preview) 7 X

WLOBTYRL  CONTINT TYPL MILSTATUS  RAMARANG |

P BlockBob  appRctionjociel-stnam 128 Adve

Figure 6-24. The u ploaded blobs

Monitoring Your Storage Services

All your storage accounts can easily be monitored from Azure. Azure delivers a unified
view of your Azure Storage services’ performance, capacity, and availability.

Storage capacity and performance can be observed in two different ways: viewed
directly from a storage account or viewed from Azure Monitor.
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Both ways offer a consistent experience. Only Azure Monitor is capable of

monitoring different storage accounts at once. They both offer the following capabilities:

Drill down analysis: You can drill down into a specific storage
account, to help diagnose issues or perform detailed analysis by
category—availability, performance, failures, and capacity.

At scale perspective: This shows a snapshot view of the availability,
based on the health of the storage service or the API operation. It
shows both the total number of requests that the storage service
receives and latency showing the average time the storage service or
API operation type is taking to process requests.

Customizable: You can customize the metrics you want to see,
modify or set thresholds that align with your limits, and save as your
own workbook. Charts in the workbook can be pinned to the Azure
dashboard.

Monitoring Your Storage Account with Azure Monitor
for Storage

Azure Monitor for Storage allows comprehensive monitoring of all your Azure

Storage accounts in one solution. (At the time of writing this book, this feature is still

in preview.) It can give you actionable knowledge on the health and performance of

Storage accounts at scale, with the capability to focus on hotspots and diagnose latency,

throttling, and availability issues.

In the next demonstration, we are going to look at some of the features and

capabilities that Azure Monitor has to offer for your storage accounts:

1.

Open the Azure portal, by navigating to https://portal.azure.
com/.

In the left-hand menu, select Monitor. Under the Insights section,
select Storage Accounts.

You will see an overview Workbook of the different storage
accounts in the selected subscription. The table displays interactive
storage metrics and service availability states for up to ten storage
accounts, grouped within the subscription (Figure 6-25).
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An overview workbook of Storage Accounts

4. You can filter the results, based on the options you select from the

following drop-down lists:

Subscriptions: Only the subscriptions that have storage accounts
will be listed in this overview.

Storage accounts: Ten storage accounts are preselected here, by
default. A maximum of 200 of storage accounts can be returned,
if you select multiple storage accounts.

Time range: This displays the last four hours by default.

5. By selecting a value in the columns Availability, E2E Latency,

Server Latency, and transaction error type/Errors, you will be

redirected to a report that is tailored to specific types of storage

metrics that match the column selected for that storage account
(Figure 6-26).
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Figure 6-26. Part of the tailored report for the apressblobstorage account

Note For more information about the workbooks for each category, refer to the
URL in the “Useful Links” section.

Summary

In this chapter, we have covered the different types of databases and storage accounts.
We have added a database to our application and then used the Query Editor to
generate some load on the database. We then looked at the different monitoring and
troubleshooting options that are available for Azure SQL databases. In the storage
account section, we created a blob storage account and uploaded blobs using a CLI
script. We then looked at the monitoring capabilities that Azure Monitor for Storage has
to offer.

In the next chapter, we are going to cover Azure Active Directory.
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Useful Links

The following articles, all available from Microsoft, will give you more relevant
information on all the topics covered in this chapter. Some links provide more advanced
information, such as, for example, on setting up a data architecture and more.

o “Service tiers in the DTU-based purchase model,” https://docs.
microsoft.com/en-us/azure/sql-database/sql-database-
service-tiers-dtu, November 25, 2019.

o “Scale single database resources in Azure SQL Database,” https://
docs.microsoft.com/en-us/azure/sql-database/sql-database-
single-database-scale, April 25, 2019.

e “Monitor database performance,” https://docs.microsoft.
com/en-us/azure/sql-database/sql-database-monitor-tune-
overview#monitor-database-performance, January 24, 2019.

e “Monitoring performance Azure SQL Database using dynamic
management views,” https://docs.microsoft.com/en-us/azure/sql-
database/sql-database-monitoring-with-dmvs, December 18,
2018.

o “Find and apply performance recommendations,” https://docs.
microsoft.com/en-us/azure/sql-database/sql-database-
advisor-portal, December 18, 2018.

o “Monitoring your storage service with Azure Monitor for Storage,’
https://docs.microsoft.com/en-us/azure/azure-monitor/
insights/storage-insights-overview, August 14, 2019.

o “Monitor a storage account in the Azure portal,” https://docs.
microsoft.com/en-us/azure/storage/common/storage-monitor-
storage-account, July 30, 2018.

o “Detailed storage workbooks,” https://docs.microsoft.com/
en-us/azure/azure-monitor/insights/storage-insights-
overview#detailed-storage-workbooks, August 18, 2019.
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CHAPTER 7

Identity Security with
Azure Active Directory

In this chapter, we are going to cover identity security with Azure Active Directory
(Azure AD). We will cover what Azure AD has to offer for securing your identities and
applications, such as Microsoft Graph, Azure AD Business-to-Business (B2B), and Azure
AD Business-to-Consumer (B2C). We are also going to secure our application that we
created in the previous chapter, using Azure Active Directory. We are going to secure the
CoffeeFix web application using Azure AD, and then we are going to look at the different
monitoring and troubleshooting capabilities.

Azure Active Directory

Azure Active Directory (AD) offers directory and identity management from the
Microsoft Cloud. It offers traditional username and password identity management and
roles and permissions management. In addition, it offers more enterprise-grade security
features, such as multifactor authentication (MFA) and basic application monitoring,
solution monitoring, and alerting capabilities. Azure AD can easily be integrated with
your on-premises Active Directory to create a hybrid infrastructure.

Azure AD offers the following pricing plans:

o Free: This offers the most basic features, such as support for up to
500,000 objects, SSO, support for Azure AD Connect synchronization,
and standard security reports.

e Basic: This offers no object limit, SLA of 99.9%, groups, self-service

password reset, and support for the Application Proxy.
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e Premium P1I: This offers Advanced Reporting, MFA, MDM auto-
enrollment, Cloud app discovery, and Azure AD Connect Health.

e Premium P2: 1dentity protection and Privileged Identity Management
are offered.

Note For a detailed overview of the different pricing plans and all the features
that are offered for each plan, refer to the following pricing page: https://
azure.microsoft.com/en-us/pricing/details/active-directory/.

Note that Azure AD Premium is part of the Enterprise Mobility + Security Suite.

Azure AD can also be used in your custom apps and APIs and for authorizing your
users and securing your resources. It offers support for industry standard protocols, such
as OAuth2.0 and OpenID Connect, and it supports authentication for single- and multi-
tenant applications.

Azure AD offers two different endpoints that can be leveraged in your custom

applications:

e VI endpoint: This endpoint offers support for Microsoft work or
school accounts only, and it uses the Azure portal to register the apps
in Azure AD. It uses the Azure Active Directory Library (ADAL) SDK
to authenticate users within the application.

e V2endpoint: This offers support for both Microsoft work or school
accounts and personal accounts, such as OQutlook.com. It also offers
a new registration portal, located at apps .dev.microsoft.com, and
that makes it much easier to register your application in Azure AD. It
uses the Microsoft Authentication Library (MSAL) to authenticate
your users within the application. Using this endpoint, you can create
one single App ID for multiplatform apps. If your applications consist
of a separate web, Android, or iOS app, they can all use the same App
ID. You can use dynamic consent, whereby you grant permissions
only at the time you need them in the application itself and not up
front when registering the app in Azure AD.
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Microsoft Graph

Microsoft Graph is a set of APIs that connects multiple Azure services and provides a
single endpoint for developers to use in their custom applications.

Microsoft Graph is made up of relationships between the various Azure services. By
calling the endpoint for a user that is added to Azure AD, you can retrieve the documents
the user is working on, find his/her manager, retrieve the user’s meetings, get a list of
devices that the user has, and much more.

Azure AD is integrated in Microsoft Graph as well, but it can be used for more than
Azure AD features. In fact, nearly all SaaS products of Azure use Azure AD, such as Office
365, Intune, Dynamic 365, and Azure SQL. All these Azure services are integrated in
Microsoft Graph and can be used inside your apps and APIs.

Microsoft Graph offers two different endpoints: the v1.0 endpoint, which consists of
all the APIs that are generally available, and the beta endpoint. The beta endpoint offers
APIs that can still change over time.

Note To get started with the Graph API and register your app in Azure AD, refer
to: https://developer.microsoft.com/en-us/graph. This is a great
starting point, from which you can also download secure sample applications for
multiple programming languages. For an overview of all the Azure services that are
integrated in Microsoft Graph, you can refer to the preceding web site as well.

Azure Active Directory Business-to-Business

Azure AD B2B is a feature on top of Azure Active Directory that enables organizations
to work safely with external users. To be added to Azure B2B, external users don’t have
to add a Microsoft work or personal account to an existing Azure AD tenant. All sorts of
accounts can be added to Azure B2B. You also don’t have to configure anything in the
Azure portal to use B2B. This feature is enabled by default for all Azure AD tenants.

Azure B2B is integrated with Office 365 for external sharing. It also provides APIs
that can be leveraged inside custom applications, to let both internal and external users
authenticate.
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Azure AD Free features are available for external users at no cost. However, if you
want external users to use Azure AD Premium features, such as MFA and conditional
access, you must have enough Azure AD Premium licenses, with a ratio of 5:1. This
means that for every Azure AD Premium license, you can add five external users. For
example, if your organization wants to add 50 external users to Azure B2B, you should
purchase 10 Azure AD Premium licenses.

Azure AD B2B offers the following features:

e Groups: You can create groups for external users. You can use
dynamic groups as well. Administrators can set up rules to populate
groups, based on user attributes.

o Conditional access: With conditional access, you can set certain
conditions for your users. You can require external users to use
multifactor authentication, allow them access only to certain

applications, or permit access only from certain locations.

o Sharing policies: The ability to invite external users is not limited to
administrators. You can use policies to delegate permissions to other
external users. You can grant the Guest Inviter role to a user, who is
then allowed to send invites.

o Auditing and reporting: Just as with normal users, there are also
auditing and reporting capabilities. You can look into the invitation
history and acceptance details.

Azure Active Directory Business-to-Gonsumer

Azure AD B2C is a cloud identity-management solution for mobile and web applications.
It offers out-of-the-box authentication providers that can be leveraged from within
your apps and custom APIs, using only the MSAL, which is used in other Azure AD
applications as well (via the V2 endpoint).

This means that developers don’t have to add additional SDKs manually. That is all
handled by Microsoft. Next, to the authentication providers that are offered by Microsoft,
it also allows the ability to add your own authentication providers.
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Azure AD B2C offers the following authentication providers:

e Social accounts: These include Facebook, Google, LinkedIn, and
others.

o Enterprise accounts: These use open standards protocols, such as
OpenlD or SAML.

e Local accounts: These are accounts that use an e-mail address/

username and password.

Your application must be registered inside the Azure B2C tenant. After registration,
built-in policies can be configured for the app, with which you can enable different
authentication methods, set claims, enable MFA, or create a password reset policy that
the app can use.

You then add the required configuration settings for the application that is registered
in the Azure B2C tenant to your code. All the previously mentioned settings can then be
used without any further configuration.

In the next section, we will demonstrate how to add users and groups to Azure AD.

Adding Users and Groups to Azure AD

In this demonstration, we are going to add some users to Azure AD, create a security
group, and add a user to the group. Take the following steps:

1. Open the Azure portal, by navigating to https://portal.azure.com/.

2. Inthe left-hand menu, click Azure Active Directory, then, under

Manage, select Users.

3. Inthe top menu, click + New user (Figure 7-1).
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Figure 7-1. Adding a new user

4. Fill in the name of the user and the display name. Then select
Profile and fill in the first name, last name, job title, and
department (Figure 7-2).
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Figure 7-2. Specifying user values
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5. Now, when you click the Create button, the user is going to be
created as a normal user, without any permissions in Azure. If you
want to give the user certain permissions during creation, you can
click the User link under Groups and roles (Figure 7-2). There, you
can assign the required permissions to the user directly (Figure 7-3).

O Gova secsea” i wodia love your feested o cae cmason

Groups and roles

Seoupt

[ T |

Figure 7-3. Adding user permissions

6. We are not going to assign the permissions directly to the user,
because we are going to create a group. This group will be
created for all the users of the CoffeeFix application, who we are
going to secure later in this chapter. Click Create to add the user
to Azure AD.

7. Go backto the overview blade of Azure AD. Under Manage, select
Groups (Figure 7-4).
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Figure 7-4. The Groups overview page

8. Inthe top menu, click + New group (Figure 7-5).
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Figure 7-5. Adding a new group

9. Specify the following values:
o Group type: Security
e Group Name: CoffeeFix
o Group description: Users of the CoffeeFix application

e Membership type: Assigned
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10. Then click Members. Search for the user that you created in the
previous step and select it (Figure 7-6).
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Figure 7-6. Creating the group and adding a member

11. Click Select, and then Create.

We have now created a new user, created a group, and added the user to the group.
These are basic operations through which you can gain additional understanding of
how to add users and groups in Azure AD. In the next section, we are going to undertake
some more advanced actions. We are going to enable Azure AD authentication for our
CoffeeFix web app.

Securing the CoffeeFix Web App Using Azure
Active Directory

This demonstration is divided into three parts. First, we are going to make the code
changes to the application, and then we are going to register the application. Finally,
we are going to make some minor changes to the application, to update it with the
registered values and to deploy it to Azure.
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Adding Azure AD Authentication to the CoffeeFix Web App

We are going to use the OpenIDConnect and MSAL libraries to secure the application
and to prepare it. To update the CoffeeFix web app so that it can authenticate to Azure
AD, you must take the following steps:

1. InVisual Studio, open the CoffeeFix application from the Chapter 7
source code folder.

2. Open the NuGet package Manager console and add the following:

Install-Package Microsoft.AspNetCore.Authentication.
AzureAD.UI -Version 2.0.0

3. Microsoft.AspNetCore.Authentication middleware uses the
Startup class that is executed when the hosting process initializes.
Open Startup.cs and add the following using statements to it:

using Microsoft.AspNetCore.Authentication;

using Microsoft.AspNetCore.Authentication.AzureAD.UI;
using Microsoft.AspNetCore.Authentication.OAuth.Claims;
using Microsoft.AspNetCore.Authentication.OpenIdConnect;
using Microsoft.AspNetCore.Authorization;

using Microsoft.AspNetCore.Mvc.Authorization;

4. The method AddAuthentication configures the service to add
cookie-based authentication, which is used in browser scenarios,
and to set the challenge to OpenID Connect.

The line containing .AddAzureAd adds the Microsoft identity
platform authentication to your application. It’s then configured
to sign in using the Microsoft identity platform endpoint. Add the
following code to the ConfigureServices method, after Configur
e<CookiePolicyOptions>, as follows:

services.AddAuthentication(AzureADDefaults.AuthenticationScheme)
.AddAzureAD(options => Configuration.Bind("AzureAd",
options));
services.Configure<OpenIdConnectOptions>(AzureADDefaults.
OpenIdScheme, options =>
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options.Authority = options.Authority + "/v2.0/";

//

//
/7

//

//

//
//

/7

/7

//
//

//

//

//

Per the code below, this application signs in

users in any Work and School

accounts and any Microsoft Personal Accounts.

If you want to direct Azure AD to restrict the

users that can sign-in, change

the tenant value of the appsettings.json file

in the following way:

- only Work and School accounts => 'organizations'

- only Microsoft Personal accounts => 'consumers'

- Work and School and Personal accounts =>
"common'

If you want to restrict the users that can
sign-in to only one tenant

set the tenant value in the appsettings.json
file to the tenant ID of this

organization, and set ValidateIssuer below to true.

If you want to restrict the users that can
sign-in to several organizations

Set the tenant value in the appsettings.json
file to 'organizations', set

ValidateIssuer, above to 'true', and add the
issuers you want to accept to the
options.TokenValidationParameters.ValidIssuers
collection

options.TokenValidationParameters.ValidateIssuer =
false;
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5. Next, replace the services.AddMvc method with the following:

services.AddMvc(options =>
{
var policy = new AuthorizationPolicyBuilder()
.RequireAuthenticatedUser()
.Build();
options.Filters.Add(new AuthorizeFilter(policy));
}).SetCompatibilityVersion(CompatibilityVersion.
Version 2 2);

6. Then open appsettings.json and add the following code to it:

"AzureAd": {
"Instance": "https://login.microsoftonline.com/",
"Domain": "[Enter the domain of your tenant, e.g. contoso.
onmicrosoft.com]",
“TenantId": "common",

"ClientId": "Enter the Application_Id here",
"CallbackPath": "/signin-oidc"
}

7. Next, open _LoginPartial.cshtml and replace the code with the
following:

using System.Security.Claims

@if (User.Identity.IsAuthenticated)
{
var identity = User.Identity as ClaimsIdentity; // Azure AD V2
endpoint specific
string preferred username = identity.Claims.FirstOrDefault(c
=> c.Type == "preferred username")?.Value;
<ul class="nav navbar-nav navbar-right">
<li class="navbar-text">Hello @preferred username!</1i>
<li><a asp-area="AzureAD" asp-controller="Account"
asp-action="SignOut">Sign out</a></1i>
</ul>
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else
{
<ul class="nav navbar-nav navbar-right">
<li><a asp-area="AzureAD" asp-controller="Account"
asp-action="SignIn">Sign in</a></1i>
</ul>

}

Now that we have added the required code for authenticating to
Azure, let’s deploy the app to Azure. Note that we must make some
further changes to appsettings.json later, but in order to retrieve
aredirect URL, we are first going to deploy the app.

Deploy the application to Azure from Visual Studio.

After publishing the application, navigate to Web App in the Azure
portal and copy the URL of the Web App to Notepad. We will use
this in the next section for the reply URL.

Registering the CoffeeFix Web App in Azure AD

1.

2.

Go again to the Azure AD overview page in the Azure portal and
select App Registrations in the left-hand menu.

Then click New registration in the top menu (Figure 7-7).
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Figure 7-7. Adding a new app registration
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3. Add the following values to register the application:

e Name: CoffeeFix

e Supported account types: Accounts in any organizational
directory (Any Azure AD directory - Multitenant)

e Redirect URL: Paste in the application URL that you copied
(Figure 7-8).
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Register an application

* Name

The user-facing display name for this application (this can be changed later).

[ Coffeefix

Supported account types

Who can use this application or access this API?

O Accounts in this organizational directory only (PuttySoft Inc only - Single tenant)
@ Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Help me choose.

Redirect URI (optional)

We'll return the authentication response to this UR] after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web v [_hncs-"a'co"fee‘:n-.ebzﬁ‘g"36\19":C55.a:ure~-.-ebs.tea net

By proceeding, you agree to the Microsoft Platform Policies '

Figure 7-8. Specifying the required values

Click Register.

Once the application is registered, select the Authentication
menu, and then add the following information:

e Redirect URI: Add the URL for the Web App in Azure here,
followed by /signin-oidc.

e Logout URL: Add the URL for the Web App in Azure again,
followed by /signout-oidc.

o Implicit grant: Select ID tokens (Figure 7-9)
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Bl save X Discard 2 Try out the new experience & Got feedback?

Redirect URIs

The URIs that we will accept as destinations when returning authentication responses (tokens) after successfully authenticating users. Also referred to as reply URLs. Leamn
mare about redirect URls

Type Redirect URI
Web httpsy//coffeefioweb20191126095055. azurewebsites.net [
|[ Web g H https://coffeefuoneb20191126095055.azurewebsites.net/signin-oide ~ ] b I
I Web ~ | [ e.g. https://myapp.com/auth [

Suggested Redirect URIs for public clients (mobile, desktop)

If you are using the Microsoft Authentication Library (MSAL) or the Active Directory Authentication Library {ADAL) to build applications for
desktop or mobile devices, you may select from the suggested Redirect URs below or enter a custom redirect URI above. For more
information, refer to the library documentation.

[ msai33143508-bb5f-408d-a17¢-b955987b727ex//auth (MSALonly) [
[ httpseiaginmicresoftonline com/common/oauth2/nativacliant [
D https://login.live.com/oauth20_desktop.srf (LiveSDK) Th)

Advanced settings

Logout URL(D | https://coffeefooweb20191126095055 azurewebsites.net/signout-oidc v
Implicit grant
Allows an application to request a token directly from the authorization endpaoint. Rec ded only if the application has a single page

architecture (SPA), has no backend components, or invokes a Web APl via JavaScript. Learn more about the implicit grant flow
To enable the implicit grant flow, select the tokens you would like to be issued by the authorization endpoint:

D Access tokens

Figure 7-9. Specifying authentication values

6. Click Save.

7. Once the application is registered, copy the application ID from
the overview page to Notepad. Also, copy the Azure AD directory
URL (which is the name of the Azure AD tenant, followed by
onmicrosoft.com) to Notepad as well.

We have now registered the application in Azure AD. The next step is to update the
CoffeeFix appsetings. json using the registration values. The last step is to update the
appsettings.json file. Follow these steps:
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1. Open this file in Visual Studio again.

2. Inside the following code, replace the domain with the name of
the Azure AD domain, followed by .microsoft.com. Replace the
ClientID with the application ID we copied earlier:

"AzureAd": {
"Instance": "https://login.microsoftonline.com/",
"Domain": "[Enter the domain of your tenant, e.g. contoso.
onmicrosoft.com]",
"TenantId": "common",
"ClientId": "Enter the Application Id here",
"CallbackPath": "/signin-oidc"

}

3. Deploy the application to Azure again.

4. Once itis deployed, the browser automatically navigates to the
application in Azure. You are redirected to the Azure login page.
Sign in using credentials that are in the Azure AD tenant, such as
the user credentials from the first demo.

5. Once you sign in, you are redirected to the home page. Your
username is displayed in the top menu (Figure 7-10).

CoffeeFixWeb Home Privacy | He oukjeZaa 1‘-‘ OHS

Welcome

Learn about building W

Figure 7-10. Signing in to the CoffeeFix web app

We have now secured our application and are able to sign in using an account that
is registered in Azure AD. In the next sections, we are going to look at reporting and
monitoring in Azure AD.

231



CHAPTER 7  IDENTITY SECURITY WITH AZURE ACTIVE DIRECTORY

Azure Active Directory Reports

Azure AD reports offer a view of the activity in your Azure AD environment. This

gives you the ability to determine how your apps and services are used. You can also
troubleshoot issues users have signing up, signing in, using MFA, and more. There are
two main reports provided by Azure AD: security reports and activity reports. Those are

covered in the next sections.

Security Reports

Security reports are aimed at protecting identities of users in your organization. There is
a Users flagged for risks security report, which gives you an overview of the user accounts
that might have been compromised. There is also a Risky sign in report. This report
indicates sign-in attempts that might have been performed by someone who is not the
legitimate owner of a user account. All Azure AD licenses offer security reports; however,
the level of report granularity varies between editions.

Activity Reports

Activity reports help you understand the behavior of users in your organization. Azure
AD offers Audit logs that provide an overview and history of every task performed in
your Azure AD tenant. It can give you information about which users have access to the
admin group in Azure. It can also offer an overview of the amount of password resets in
the tenant. Azure also offers sign-in reports that help determine who has performed the
tasks reported by the audit logs report. This can give you insights into the sign-in pattern
of a user and how many users have signed in during a week.

Next, we are going to look at audit logs in the Azure portal.

Auditing Logs in Azure AD

To look at the audit logs in Azure AD, you must take the following steps:

1. Open the Azure portal, by navigating to https://portal.azure.
com/.

2. Intheleft-hand menu, click Azure Active Directory. Then, under
Monitoring, select Audit Logs.
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3. Here, you can get an overview of all the users that have signed in
to your Azure AD tenant. You can filter on different values, such as
the date, category, and more (Figure 7-11).

-1 Audit logs

Figure 7-11. Audit logs in Azure AD

Azure Active Directory Monitoring

With Azure AD monitoring, which is part of Azure Monitor, you can route your Azure
AD activity logs to different endpoints. This way, you can retain them for a longer time
or integrate them with third-party security information and event management (SIEM)
tools, to gain insights into your environment.

Currently, you can route the logs to the following:

e An Azure Storage account

e An Azure event hub, so that you can integrate it with third-party SIEM
tools, such as Splunk

e AnAzure Log Analytics workspace, where you can analyze the data
and create dashboards and alerts on specific events

e Azure Monitor Logs, in which you can combine monitoring data
from different sources. This provides a query language and analytics
engine that give you insights into the operation of your applications
and resources.
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Summary

In this chapter, we covered the various aspects of Azure Active Directory. We performed
some basic actions by adding a user and a group to Azure AD. Next, we covered how

to secure the CoffeeFix application, using Azure AD. Last, we looked at the different
monitoring capabilities that Azure AD has to offer.

Useful Links

The following articles, all available from Microsoft, will give you more relevant
information on all the topics that are covered in this chapter:

o “Whatis Azure Active Directory?” https://docs.microsoft.com/en-
us/azure/active-directory/fundamentals/active-directory-
whatis, July 30, 2019.

o “Quickstart: Add sign-in with Microsoft to an ASP.NET Core web app,’
https://docs.microsoft.com/en-us/azure/active-directory/
develop/quickstart-v2-aspnet-core-webapp, April 10, 2019.

o “Auditing and reporting a B2B collaboration user,” https://docs.
microsoft.com/en-us/azure/active-directory/b2b/auditing-
and-reporting, December 13, 2018.

o “Whatis Azure Active Directory B2C?” https://docs.microsoft.
com/en-us/azure/active-directory-b2c/active-directory-b2c-
overview, September 18, 2019.

o “What are Azure Active Directory reports?” https://docs.
microsoft.com/en-us/azure/active-directory/reports-
monitoring/overview-reports, November 12, 2018.

e “Whatis Azure Active Directory monitoring?” https://docs.
microsoft.com/en-us/azure/active-directory/reports-
monitoring/overview-monitoring, April 17, 2019.
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CHAPTER 8

Build and Release
Automation

The previous chapters have focused on specific Azure technologies and Azure Portal
features, including Application Insights and Azure Analytics. By exploring Azure
Function as a Service (FaaS), Platform as a Service (PaaS), Infrastructure as a Service
(IaaS), and Software as a Service (SaaS), you have gained an understanding of how these
services run in the cloud.

This chapter will look at automating the build and release process, otherwise known
as a pipeline. Continuous delivery and release automation (CDRA) is a modern software
development technique that automates many of the tasks involved in building and
releasing software. Azure has a wide range of support for CDRA, and in general, can
be split into two categories: continuous integration (CI) and continuous delivery (CD).
Typically, CI focuses on the building of an application, whereas CD focuses more on the
release or delivery of software.

As the range of potential technologies involved is vast, we will focus on automating
the build and release of a Docker application, with the goal of providing enough depth
and context to be applicable to other scenarios.

There is a range of potential ways to implement CI/CD in Azure, and this chapter will
use Azure DevOps. Azure DevOps is a collection suite of services and tools for managing
a software project, including tools for team coordination, source control, CI/CD, and test
automation. We will focus on Azure DevOps support for CI/CD.
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Azure DevOps

Azure DevOps is a Microsoft product that provides a wide range of services for the
software development life cycle (SDLC). These services include source control, project
management, build management, test management, and product documentation. Azure
DevOps shown in this chapter is an SaaS offering, but it is important to note that it is
possible for organizations to run their own Azure DevOps server.

This chapter begins with the creation of an Azure DevOps project. If you don't
already have an Azure DevOps subscription, acquiring one is simple. We suggest one
with the same identity that you used for your Azure subscription. It is not a requirement,
but it will make following this chapter easier.

Getting Started

On the DevOps page, https://azure.microsoft.com/services/devops/, you will find
the free subscription option (Figure 8-1).

Azure DevOps

Plan smarter, collaborate better, and ship faster with a set of modern dev services.

() start free with GitHub >

Figure 8-1. The Start free option

After signing in and agreeing to the Terms of Service, you will have an empty DevOps
environment.
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To create an empty project, select the New organization option. You will then be
asked to agree to some terms and conditions (Figure 8-2).

O Azure DevOps

- ok "..luql-l-.'.!"'- | .

Get started with Azure DevOps

Choosing Continue means that you agree to our Terms of Service,
Privacy Statement, and Code of Conduct,

Iwould like information, tips, and offers about Azure
D DevOps and other Microsoft products and services, Privacy

Staternent,
Continue

Figure 8-2. Terms and conditions for using Azure DevOps

237



CHAPTER 8  BUILD AND RELEASE AUTOMATION

For our example, we will use CoffeeFix as the name for our new organization
(Figure 8-3).

O Azure DevOps

Almost done...

Name your Azure DevOps organization

dev.azure.comy CoffeeFix

We'll host your projects in

Australia East N

Figure 8-3. Naming the DevOps organization

A DevOps organization allows you to collaborate with other users in developing
an application and managing shared features used by the different projects managed
under the organization. An organization can have multiple projects. A DevOps project
is a collection of tools and features that allows for the components of a project to be
managed.

For CoffeeFix, we will create a new project that will manage the use of container
technology to improve the current build, release, and deployment process. The following
image (Figure 8-4) shows the initial creation of the project.
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Create a project to get started

Project name *

CoffeeFix Containerisation ~

Description

CoffeeFix.Console application will be moved into containers allowing for a stable
build and release and a simplified deployment process.

Visibility
Public Private
Anyone on the internet can Only people you give
view the project. Certain access to will be able to
features like TFVC are not view this project.
supported.
/N Advanced
Version control @ Work item process @
Git N Basic N

=+ Create project

Figure 8-4. Creating a DevOps project

Let’s highlight a couple of things about the creation of a project. First, the project can
be made public or private. In this scenario, CoffeeFix has chosen to make the project
private, as it is a corporate project. Also, the type of version control can be chosen
between Git and Team Foundation Server Control, as well as the process for handling
work items. For our purposes, Git was chosen for version control and Basic for handling
work items (Figure 8-4).
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Overview of DevOps

The following is a brief overview of Azure DevOps. For more information, we
recommend viewing the documentation at https://docs.microsoft.com/en-us/
azure/devops/user-guide.

Overview

The Overview provides a means of gaining an overall understanding of a project. This is
broken into three sections: Summary, Dashboards, and Wiki (Figure 8-5).

|:| Azure DevOps
CoffeeFix Containerisa... +

ﬂ Overview

3| Summary
E Dashboards
B wiki

Figure 8-5. DevOps Summary

The Summary provides a description of the project, its members, and the project
status. Figure 8-6 illustrates the CoffeeFix Containerisation project.
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Figure 8-6. About this project
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Project stats Last 7 cays

Members +

808

The Dashboards page allows for a customized view of the project and has a similar

interface as the Azure portal dashboards, in which widgets are selected and added

(Figure 8-7).

This dashboard doesn't have widgets just

yet!

Add one or more widgets to gain visibility into your team's progress.

Add a widget

Figure 8-7. A dashboard without widgets

241



CHAPTER 8  BUILD AND RELEASE AUTOMATION

Each widget can be selected and adjusted, using a grid system, and we will see this in
action later in the chapter.

The last item of the Overview page is Wiki, which allows for information to be
created by members of the project. This information often includes product or project
documentation. This information can be authored directly or published from code.

Boards

Boards tracks the project activity, using boards, backlogs, and work items. Work items
allow for activity to be tracked, organized, and assigned to team members. In the default
model, a work item can take the form of Epic, Issue, or Task, but other work item process
models have additional work item types. These models can be visualized on Kanban
boards and backlogs and can be organized into sprints (Figure 8-8).

B CoffeeFix Containerisation Team ~ o

Board  Analytics 3 View as Backlog

To Do < Doing 15  Done <
New itern 2 B 3 Create Azure DevOps project i 2 Create Azure Container Registry

ate ® Doing State ® Done
H 5 Introduce new suppart model

To Do

i 4 Create Build Pipeline
2 To Do

i 1 Update Coffee maker 05 to support Docker
To Do

Figure 8-8. The CoffeeFix Board

In short, Boards allows for the project’s business process to be managed and
customized to fit an organization’s project methodology.

Repos

Repos provides a view of the project source files. The type of version control was selected
when the project was first created, and if Git was chosen, there are views available for
Files, Commits, Pushes, Branches, Tags, and Pull requests.
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Pipelines allows for a CI/CD process to be defined and maintained. In this chapter,
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Pipelines is where we will spend our time defining a build and release pipeline for the

CoffeeFix.Console application.

Test Plans

Test plans allows for the manual, automated, and load tests to be managed and

visualized. For this chapter, the status of the automated test runs performed during the

build pipeline can be viewed using the Runs view (Figure 8-9).

. CoffeeFix Containeriza... +

B overview
B sosras
Repos
P Pipeines
& TestPlans

B Test plans
¢8 Runs

B Load test

! Artifacts

Recent test runs

Test runs

9]

& Completed 14

@ Completed 12

@ Completed 10

G Completed

8
@ completed 6
@ Completed 4

2

% Completed

Figure 8-9. Test plans

Artifacts

Artifacts allows for package management to be integrated in the CI/CD pipelines,

WSTest Test Run Release Any CPU
WSTest Test Run Release Any CPU
WSTest Test Run Release Any CPU
W5Test Test Run Release Any CPU
V5Test Test Run Release Any CPU
W5Test Test Run Release Any CPU

W5Test Test Run Release Any CPU

pleted Date
9/15/2019 10552:57 PM
/152019 10:25:26 PM
9/15/2019 10:23:26 PM
152019 34441 PM
9/15/2019 6:13:32 AM
9/15/2019 5:44:33 AM

9/14/2019 5:55:56 AM

allowing for packages to be shared efficiently across the team.

Putting CoffeeFix in a Container

20190915.6
20180915.5
201509154
20180915.3
20190915.2
20150915.1

201809142

100%
10056
10065
100%
100%
100%

100%

To illustrate the Azure DevOps Pipeline, we will use the console application used

by the coffeemakers to submit back status telemetry. In this scenario, the console

application is built on a server in the main office and then distributed globally, to
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different representatives in the different regions. This has had several failures in
the past, in which the coffeemakers were not updated correctly or some were not
updated at all. By introducing Azure DevOps, we hope to improve the process of
building a new version of the application and to make updating the coffeemakers
more reliable.

Docker

This section will provide a brief overview of Docker, for those who are not familiar
with this technology. Docker is a popular container platform that allows applications
to be packaged and run in a secure and reliable manner, by using a deployment
technique called containerization. In containerization, an application, along with its
dependencies, are bundled into a single package. In Docker, this package is referred to
as an image.

Containerization vs Virtualization

There are similarities between containerization and virtualization, and by contrasting
the two deployment techniques, Docker can be better understood. In virtualization,
hardware is virtualized, allowing for an operating system (OS) to run on different
hardware. This logical abstraction is illustrated in Figure 8-10.
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I 71 | 71
Application Application

Virtual Machine

Libraries Libraries —

Guest OS Guest OS

Virtualisation

Host OS

Infrastructure

Figure 8-10. Virtual machine infrastructure

The preceding figure illustrates how multiple virtual machines can be run on the
same infrastructure. This allows for logical abstractions to function like full systems,
providing many benefits, including a better utilization of hardware and improved
disaster recovery.

Containerization provides a different level of abstraction. Instead of abstracting the
infrastructure, the operating system is abstracted, as shown in Figure 8-11.
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Image

I I
Application Application s

Libraries Libraries

Containerisation

Host OS

Infrastructure

Figure 8-11. Docker infrastructure

This level of abstraction allows for the container to be smaller in size and, in
many circumstances, to outperform a similar virtualized application. In general,
containers make better use of hardware than virtualization and have faster starting
and stopping times. A container gains these benefits by using the underlying
hardware and operating system directly, instead of creating a level of abstraction
in between, as a virtualized environment does. Because of the smaller file sizes,
easier configuration and management, and cloud native support, DevOps support is
generally better with containers.

As with all technologies, there are some disadvantages with containers,
compared to virtualization. Containers tend to have less choice in operating system
configurations and tend to promote a model best suited for a single application.
Virtualization tends to support situations in which multiple applications are hosted in
the same virtualized machine.
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The first step in this example is to add Docker support to the CoffeeMaker.Console
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application. There are many ways to accomplish this, but in this example, let’s start with

our console application project. We use the Add menu to add Docker Support, as shown

in Figure 8-12.

G B -

Search Solution Explorer (Ctrl +;)

b & Depen
P c=* Progra
b c* Report
b c* Teleme
b c® Teleme
a¢ TestRu
c* Water®
4 = CoffeeFix
&p Connes
b & Depen
b &M Proper
b o@D wwwrc
b am Api
b a0 Areas
4
b
b
b

-

& Data

a1 Model
& Pages
a0 teleme
b LT appset
b c® Progra
b c® Startup

&

&

#
10

%
6)

)

o
‘
N oW R e

Build
Rebuild

Clean

Analyze and Code Cleanup
Pack

Publish...

Scope to This

MNew Solution Explorer View
Edit Project File

Build Dependencies

Add

Manage NuGet Packages...
Set as StartUp Project
Debug

Cut Ctrl +X
Ctrl+V
Del

Paste
Remove

Rename

Unload Project

Load Project Dependencies
Open Folder in File Explorer

Properties

Alt+Enter

<Project Sdk="Microsoft.NET.Sdk">

<PropertyGroup>

<OutputType>Exe</OutputType>
<TargetFramework>netcoreapp.2</TargetFrame
<Version>»1.0.0</Version>
<AssemblyVersion>2.1.3.4</AssemblyVersion>
<FileVersion>2.1.3.4</FileVersion>

</PropertyGroup>

<ItemGroup>

{PackageReference Include="Microsoft.Applici
{PackageReference Include="Microsoft.Applic:
{PackageReference Include="Newtonsoft.Json"

</ItemGroup>

'Project>

VD'PU

%

Ctrl+Shift+A
Shift+Alt+A

New Item...

Existing Item...

New Folder

Container Orchestrator Support...
Docker Support... N
REST API Client...

Reference..

Connected Service

Class... Shift+Alt+C

Figure 8-12. Adding Docker support to a project

Because we have created CoffeeFix.Console as a .NET Core application, we have

the option of running the container in a Linux or Windows container. In general, there

is an advantage to using Linux containers, as they are more lightweight than Windows

containers and so have smaller image sizes and startup times.
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In the CoffeeFix scenario, the coffeemakers run on a Linux operating system, so we
will set the target OS to Linux (Figure 8-13).

Target OS:
® Linux

) Windows

OK l [ Cancel

Figure 8-13. Docker File Options

A Docker file contains the instructions required to build an image. Let’s look at the
one generated. The initial statements define the image to be used as a base. Think of a
base as a starting image that we will be building upon. Use the following commands:

FROM mcr.microsoft.com/dotnet/core/runtime:2.2-stretch-slim AS base
WORKDIR /app
FROM mcr.microsoft.com/dotnet/core/sdk:2.2-stretch AS build

The following step performs a dotnet command to restore the NuGet dependencies
that are defined in the project file:

WORKDIR /src
COPY ["CoffeeFix.Console/CoffeeFix.Console.csproj"”, "CoffeeFix.Console/"]
RUN dotnet restore "CoffeeFix.Console/CoffeeFix.Console.csproj"

The project is then built and published for release, with the following commands:

COPY . .
WORKDIR "/src/CoffeeFix.Console"
RUN dotnet build "CoffeeFix.Console.csproj” -c Release -o /app

FROM build AS publish
RUN dotnet publish "CoffeeFix.Console.csproj" -c Release -o /app
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The following final step copies the executables into the app folder and defines the
dotnet core library to run:

FROM base AS final

WORKDIR /app

COPY --from=publish /app .

ENTRYPOINT ["dotnet", "CoffeeFix.Console.d11"]

The easiest way to test the build of the Docker file is to select this as the debug output
and run the project (Figure 8-14).

Debug =~ Any CPU ~ CoffeeFix.Console ~ P Docker ~
Figure 8-14. Debugging Docker

When this is done, review the Build Output window and draw your attention to the
build command used (Figure 8-15).

Show output from: Build - &= | %

1>------ Build started: Project: CoffeeFix.Console, Configuration: Debug Any CPU ------

1>CoffeeFix.Console -> J:\git\(loud-Debugging-and-Profiling\Chapters8\CoffeeFix.Console\bin\Deb
odocker build -f "J:\git\Cloud-Debugging-and-Profiling\Chapter8\CoffeefFix.Console\Dockerfile"

1>Sending build context to Docker daemon 88.25MB

1>

1>Step 1/4 : FROM mcr.microsoft.com/dotnet/core/runtime:2.2-nanoserver-1889 AS base

1> ---> @14eB8286abbB

1>Step 2/4 : WORKDIR /app

1> ---> Using cache

1>Step 3/4 : LABEL com.microsoft.created-by=visual-studio

1> ---> b23d1f78883d

1> ---> Using cache

1> ---> bc7d421eadda

1>Step 4/4 : LABEL com.microsoft.visual-studio.project-name=CoffeefFix.Console

1> ---> Using cache

1> ---> f94ef3ec93fb

1>Successfully built f94ef3ec93fb

1>Successfully tagged coffeefixconsole:dev

1>docker run -dt -v "C:\Users\Jeffrey\onecoremsvsmon\16.0.29111.141:C:\remote_debugger:ro" -v

1>9f8db3d6b357 1333b43FeB4818d12c 3b26d7bB6c@9b38ec 75aalf32blf565dal

========== Build: 1 succeeded, @ failed, @ up-to-date, @ skipped s=========

Figure 8-15. Build output
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The Docker build shows the following command used to build the image:

docker build -f "J:\git\Cloud-Debugging-and-Profiling\Chapter8\CoffeeFix.
Console\Dockerfile" -t coffeefixconsole:dev --target base --label "com.
microsoft.created-by=visual-studio" --label "com.microsoft.visual-studio.

project-name=CoffeeFix.Console
Chapter8"

J:\git\Cloud-Debugging-and-Profiling\

Being able to view the command is useful, as this allows us to both run this
command from consoles, such as Git Bash or PowerShell, and to know that the details of
the command will help when we create the CI/CD pipeline later in this project.

Let’s run through the commands at the console, as this will help us when we add
these to the CI/CD pipeline in Azure DevOps. First, in a PowerShell console (or Git Bash,
if you prefer), navigate to the folder in which the Docker file is located, and then run the
following Docker build command:

PS J:\temp\Chapter8\CoffeeFix.Console> docker build .

Note that this command fails during the build (Figure 8-16).

$ docker build .
Sending build context to Docker daemon 641kE
Step 1/15% : FROM mcr.microsoft.com/dotnet/core/runtime:2.2-stretch-slim AS base
-=--> b93Ba3374c58
Step 2/15% : WORKDIR /app
> Using cache
---» SeSB853adafbo
Step 3/15 : FROM mcr.microsoft.com/dotnet/core/sdk:2.2-stretch AS build
-==> 08657316adcd
Step 4/15% : WORKDIR fsrc
===» Using cache
---> 012ad303d%d0
step 5/15 : copy [“CoffeeFix.Conscle/CoffeeFix.Console.csproj”, "CoffeeFix.Console/"]
copy failed: stat /var/lib/docker/tmp/docker-builder132122456/Coffeerix.Console/CoffeeFix.Console.csproj: no such file or directory

Figure 8-16. Docker build result

This failure is owing to how Visual Studio created the Docker file, and the solution
is in the Docker build command we looked at earlier. The Docker file is expecting to
be built from the preceding folder, so, instead, issue the following command from the
solution folder:

PS J:\temp\Chapter8> docker build -f CoffeeFix.Console/dockerfile . -t
coffeefixconsole:dev
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This will then build the image. Also, note the use of the tag parameter (-t) to name
and version the image (Figure 8-17).

Removing intermediate container 404e388ee244
---> f36b7525cea?

Successfully bullt f£36b7525cea?
Successfully tagged coffeefixconsole:dev

Figure 8-17. Tagging Docker image

From a console, let’s view the images created, by running Docker images. Note the
image ID (Figure 8-18).

3 docker images
REPOSITORY TAG IMAGE ID CREATED SIZE
coffeefixconsole dev f36b7525cea7 8 weeks ago 186MB

Figure 8-18. Docker images

The image can then be run with the following command, which includes the image
ID as well as the option to remove the container once it has completed (be sure to use
your generated image ID):

PS J:\temp\Chapter8> docker run --rm f36b7525cea7

Fortunately, the console application provides us with some guidance, so we know
that we must supply two parameters, including the web site API address, as well as the
ID of the coffeemaker (Figure 8-19).

CoffeeFix Console started with 1 parameters.

CoffeeFix Console requires two parameters: base url and the id of the coffee maker.
Example:

CoffeeFix.Console https://coffeefix_com/ CBE1F3C2-1182-4A5D-A941-52A80CERELD]

Figure 8-19. Docker run

The application can then be run by supplying the following two parameters
(substitute the URL of your hosted web site):

docker run --rm f36b7525cea7 https://coffeefix20190903060142.azurewebsites.
net CB81F3C2-1182-4A5D-A941-52A80CEBE1D1

251



CHAPTER 8  BUILD AND RELEASE AUTOMATION

The application should complete with a message, indicating that the telemetry was
submitted successfully (Figure 8-20).

CoffeeFix Console started with 2 parameters.
CoffeeFix Console successfully submitted telemetry.
CoffeeFix Console completed.

Figure 8-20. Completed CoffeeFix console app

As an improvement to our image, let’s modify the Docker file to include the URL of
the web site, so that we don’t have to specify this every time (be sure to change the URL
to your hosted CoffeeFix web site). Use the following command:

ENTRYPOINT ["dotnet", "CoffeeFix.Console.dll", "https://coffeefix.com/"]

Go ahead and repeat the build and run of the container, but this time, only use one

parameter (Figure 8-21).

1182-4A5D-A941-52AB0CEBE1D1

Figure 8-21. Using parameters in the build

One last thing to note is the use of the --rm flag, which removes the instance of the
image after the application completes.

Using a Container Registry

Now that we have a working image, let’s explore another aspect of Docker—the container
registry. A container registry is a repository for storing container images. We have already
used a container registry to retrieve the images during our build process. These were
public images. In this section, we will create a private container registry in Azure and use
this to store our private images for CoffeeFix. The important concept here is that by using
a container registry, we will simplify the distribution of the CoffeeFix.Console application.
This allows our coffeemakers to pull new versions of the application, instead of requiring
them to be manually updated. We will illustrate this more later in the section.

The first step is to create a container registry in the Azure portal. There is only a small
amount of information required to create a registry (Figure 8-22).
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Create container registry [ X

* Registry name

coffeefix v

AZUrecr.io

* Subscription

‘ Microsoft Partner Network v ‘

* Resource group

CoffeeFixGroup v ‘
Create new
* Location
‘ Australia East v ‘

* Admin user @

Cenable QCEETD

* SKU @

Basic v

Figure 8-22. Create container registry

In the example, we used “coffeefix” for the registry name, but you will have to create
your own unique name.
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Once the registry is created, we use access keys to push and pull the images. These
can be found on the Access keys page (Figure 8-23).

coffeefix - Access keys

Container registry

1 &

~ Registry name

& Overview
coffeefix
B Activity log :
w4 Access control (JAM) Login server
& Tags | coffeefix.azurecrio
i Quick start
Admin user @

Evrts T Disable )

Settings
Username
Access keys
coffeefix
"o Firewalls and wvirtual networks...
& Locks
MNAME PASSWORD
"4 Export template
password txoi1NkMM szy+x9Z0EeRGQD75Uy20FLd
Services __ —
password?2 GAX3Q+VeWpRgBkfmy9avXKVpN1jRZoz

% Repositories

Figure 8-23. Access Keys page

Back in the console, use the password key to log in, using the following Docker login
command (don’t forget to substitute your registry name and login server):

PS J:\temp\Chapter8> docker login coffeefix.azurecr.io --username coffeefix

After entering the password, you are authenticated to the container registry. Now,
let’s create an alias of our image with the fully qualified path to the coffeefix container
registry, using the following Docker tag command:

docker tag a1397fae89c0 coffeefix.azurecr.io/coffeefixconsole:vi.0

The next step is to take the image that we created and push it onto the container.
Use the following command:

docker push coffeefix.azurecr.io/coffeefixconsole:vi.0
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Back in the portal, in the Repositories page, we can see the images we pushed
(Figure 8-24).

» coffeefix - Repositories « ¥ coffeefixconsole o
=¥ Container negistey Repository
x T Refresh Q) Refresh  § Delete
& Overview S Repositar Tag count
coffeefuconsole [y 3
B Activity log REPOSTTORES
ast updated date Manifest count
s Access centrol (LAM) coffeefixconsole 9M14,/2019, 5:08 PM GMT+12 1
&
& Tags
i Quick start
TGS
Events
vi2
Settings
vid
Access keys

§ Firewalls and virtual networks... vio

& Lodks

EX Export template

Services

% Repositories

Figure 8-24. CoffeeFix Repositories

The preceding image shows three tags for the image of the CoffeeFix.Console

application.
Let’s take the example one step further and create another tag, release, by issuing

the following two commands again:

docker tag a1397fae89c0 coffeefix.azurecr.io/coffeefixconsole:release
docker push coffeefix.azurecr.io/coffeefixconsole:release

And then let’s remove our local copy of our image, by issuing the following remove
command, which includes the force flag, because we have multiple tagged images:

docker image rm a1397fae89c0 -f

Using the docker image command, you can verify that the image was removed.
To finish this example of the power of Docker, let’s issue the following command
(be sure to update the command for your registry):

docker pull coffeefix.azurecr.io/coffeefixconsole:release
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This then pulls the image down from the Azure container registry (Figure 8-25).

85bcfB13£547: ARlready exists

bebd897837a2f: ARlready exists

Tc0B77578dat: Already exists

eedfcBe%a5f2: Rlready exists

5a1312260005: Already exists

8ad4cd2883a29: Already exists

dc7lbedd4787: ARlready exists

a5a620d89713: Pull complete

cb0clfbl53a3: Pull complete

f60db81ldad49%a: Pull complete

Digest: sha2S56:ac2174f4b985cd27bad43b32d12cTd3echc2lface234c72c2d1d01al23eelbls
Status: Downloaded newer image for coffeefix.azurecr.io/coffeefixconsole:release
coffeefix.azurecr.io/coffeefizconsole:release

Figure 8-25. Pulling a Docker image

As shown above, the image of the CoffeeFix.Console application is composed of
layers of images. The ones that have already been downloaded are not re-downloaded.
Instead, only the missing images are downloaded.

Releasing CoffeeFix.Console

The CoffeeFix team must now update the coffeemakers to use the CoffeeFix.Console
application in a container that takes advantage of the Azure container registry.

To help illustrate this, go ahead and remove all the downloaded images of the
CoffeeFix.Console application. Issue the following command:

docker image rm -f coffeefix.azurecr.io/coffeefixconsole:release

With all the images removed, now issue the following run command, using the fully
qualified name of the release version of the container:

docker run --rm coffeefix.azurecr.io/coffeefixconsole:release CB81F3C2-
1182-4A5D-A941-52A80CEBE1D1

This should result in a failure, as the image no longer exists (Figure 8-26).
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Unable to find image 'coffeefix.azurecr.io/coffeefixconsole:release’ locally
release: Pulling from coffeefixconsole

85bcf813f547: Already exists

be0897837a2f: Already exists

7c0677578daf: Already exists b
eedfc8efda5f2: Already exists

5a1312280005: Already exists

8a4cd2B883a29: Already exists

dc71beddd787: Already exists

a5a620d88713: Already exists

chb0clfb152a3: Already exists

f60db81ldadfa: Already exists

Digest: sha256:ac2174f4b995cd27bad43b32dl2c7d3ecSc2libece234ci2c2dld0lal23eedbls
Status: Downloaded newer image for coffeefix.azurecr.io/coffeefixconsole:release
CoffeeFix Console started with 2 parameters.

CoffeeFix Console successfully submitted telemetry.

CoffeeFix Console completed.

Figure 8-26. The error showing the Docker image does not exist

Docker identifies that the release image is not held locally, so it downloads the
image from the container registry. By taking advantage of the Docker functionality, the
CoffeeFix team has greatly simplified the deployment process.

In the next section, we will illustrate how Azure DevOps can be used to manage the
CI/CD pipeline, by creating build and release pipelines.

Release and Latest Tag

Those familiar with Docker may recognize that there is a difference between the Docker
run and the Docker pull commands. The Docker run command identifies if the image
is missing from the local images and then pulls the image from the registry, while the
Docker pull command also checks if the image is the most recent version.

Adding CoffeeFix.Console to Azure DevOps

The CoffeeFix team now wants to take the simplicity of releasing the CoffeeFix.Console
as a container and add the control and reliability of Azure DevOps.

To illustrate the Azure DevOps CI/CD pipeline, we start by adding a copy of the
source code into our Azure DevOps project. First, we add a copy of the Chapter 8 source
into a new folder. For example, the following command copies the Chapter 8 directory
into a temporary folder:

xcopy J:\git\Cloud-Debugging-and-Profiling\Chapter8 j:\temp\Chapter8 /e
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In the Chapter 8 folder, use the following command to initialize an empty Git repository:

PS J:\temp\Chapter8> git init
Initialized empty Git repository in J:/temp/Chapter8/.git/

Now that we have an empty repository, we must add the files in the folder into the

repo, as follows:
PS J:\temp\Chapter8 > git add .
And, as a final step, we must commit the changes, as follows:
PS J:\temp\Chapter8 > git commit -m "Initial coffeefix.console repo"

To recap what was just done, we copied the CoffeeFix.Console application source to
a temporary folder. Next, we initialized a new local repository and added the application
source to it. This requires both adding the files and committing them to the repo.

Azure DevOps provides many nice shortcuts and hints for setting up a new repo.
In the portal, select the Repos section. You are presented with a page that should look
something like that shown in Figure 8-27.

':J Azure DevOps CoffeeFix CoffeeFioc Containerisatio Repo File o CoffeeFix Containerisation

@ coreetixcomaineria + - tfocFix Containerisation is empty. Add some code!

n Overview
A Clone to your computer
E Boards
$SH | hitps/fCoffeeF@dev.azure.com [CoffeeFi/CoffeeFn%20Containerisatic .. [ OR 2 Clone in Visual Studio

Repos

Generate Git credentials
% Fites

f ! clipse d 4

¢  Commits
P, Pushes — - :
= v or push an g rep y from ¢ d line
¥*  Branches
Q& Tags
I Pull reguests
f Pipelines
A Test Plans # orimport a repository

Import
& Artifacts L

A or initialize with a README or gitignore

Add 3 README Add 3 gitgnore: None v Initialize

Figure 8-27. Azure DevOps empty project
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On the page, you will notice a section for pushing an existing repo. Fortunately,
DevOps provides the two commands required to push our local repo to Azure DevOps.
First, the following command establishes a link between your local repo and the Azure
DevOps repository:

PS J:\temp\Chapter8> git remote add origin https://CoffeeFix@dev.azure.com/
CoffeeFix/CoffeeFix%20Containerisation/_git/CoffeeFix%20Containerisation

This way, when we push from the local repo with the following command, Git will
know where to send it:

PS J:\temp\Chapter8> git push -u origin --all
Counting objects: 13, done.
Delta compression using up to 8 threads.
Compressing objects: 100% (12/12), done.
Writing objects: 100% (13/13), 7.59 KiB | 1.90 MiB/s, done.
Total 13 (delta 0), reused 0 (delta 0)
remote: Analyzing objects... (13/13) (8 ms)
remote: Storing packfile... done (303 ms)
remote: Storing index... done (28 ms)
To https://dev.azure.com/CoffeeFix/CoffeeFix%20Containerisation/_git/
CoffeeFix%20Containerisation
* [new branch] master -> master
Branch 'master' set up to track remote branch 'master' from 'origin'.

Now, when we refresh the Azure DevOps Repos section, we see that our application
source has been added (Figure 8-28).

. CotfesFix Containeriea.. =+ B master ' ColfeeFix Containerisation / Type

B Overview :

& CoffeeFix Containerisation ie | Contents  History + Hew Uplosd fiels) =+ Download as Zip
a Boards CotfeeFicConsale Hame T st change
CoffesFicConsole.Tests 3 ;
a Repos CotfecFaConsole B minute 9o 220004d0d Initial coffeefocconsale repo chilberto
[ .dockerignare
D CaMesFConsole Tests aminute age 22008454 Initial eaffeefo.consale rese
1 D gitignore
[ .dockerignore 2 minute 350 22098ded Initial coffeefoccansale reoo
& Commits ! Chapterfisn
O ik it D .gitignore aminute 3go 22000d8d Initial coffeeficconsale rena
i Pushes
B Chagpterll.sin aminute ago 22088484 Initial coffeefocconsale rege chilberto
P Branches

O resdme.txt aminute 3o 21008d8d Inibial coffeefocconsale repe chilberte

Figure 8-28. Azure DevOps Repos view
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With the source added to our DevOps project, let’s create some pipelines to help
manage the release of new versions of the CoffeeFix.Console application.

Creating Pipelines

Now that we have our source code in DevOps, let’s set up some build pipelines. Before
we begin, we must spend some time planning our release process. The CoffeeFix team
has decided on the following process. The development team will develop and test new
enhancements locally, and when they believe the task is ready, they will push their
changes to the main repo. The build server will then create a build for each commit to
the main (that is, master) branch. This build will perform and compile the source and
execute the unit tests included in the solution. Nightly, a Docker image will be created
of the latest source for testing by the QA team the following day. Once a version has
been reviewed by the QA team and the image has been approved for release, the Docker
image will be tagged with release. The next time the coffeemakers are ready to send
telemetry, a new release image will be identified, pulled to the coffeemaker, and then
used to submit telemetry.

This process includes three pipelines: two build pipelines and one release pipeline.
The first pipeline, Development Team Build, will create a build for each commit and
verify that the unit tests run successfully. The second build pipeline, Docker Build, will
build the image and push it to the Azure Container Registry. The release pipeline will be
used to tag a specific image with the release tag.

Let’s look at each one in more detail.

Development Team Build

The first pipeline we’ll create will trigger with every commit to the master branch by
the development team. The first step is to select the Builds option under the Pipelines
section (Figure 8-29).
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L Pipelines Pipelines
& -
ki Builds

A Test Plans @
£ Releases

. Artifacts % Library

& Task groups

Deployment groups
Figure 8-29. Azure DevOps Builds

Because this is our first pipeline, we are greeted by an image similar to that in
Figure 8-30.

2

‘(’

A\l

No build pipelines were found

Automate your build in a few easy steps with a new pipeline.

New pipeline

Figure 8-30. Creating a new pipeline
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After clicking the New pipeline button, the pipeline wizard asks us a series of
questions. The first is where the source code is located. This will be the Azure Repos Git
(the top choice in Figure 8-31).

Connect Select Configure Review

MNew pipeline

Where is your code?

0 Azure Repos Git  YAML @

Free private Git repositories, pull requests, and code search

u Bitbucket Cloud  YAML

Hosted by Atlassian

GitHub  YaML

Home to the waorld’s largest community of developers

GitHub Enterprise Server YAML

The self-hosted version of GitHub Enterprise

Other Git
Any generic Git repository

Subversion

Centralized version control by Apache

We oD

Use the classic editor to create a pipeline without YAML.,

Figure 8-31. Where is your code?

As indicated in the preceding screenshot, many different types of source code

providers are available.
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Next, the specific repo is selected (Figure 8-32).

/" Connect Select Configure Review

New pipeline

Select a repository

Y Filter by keyword CoffeeFix Containerisation

0 CoffeeFix Containerisation @
Figure 8-32. Selecting a repository

Now that the location of the source is selected, the next step is to configure the
pipeline. A nice feature of Azure DevOps is the large number of templates available as a
starting point for the pipeline.

In our case, we will build up the build pipeline using an existing YAML file (Figure 8-33).

. Existing Azure Pipelines YAML file

Select an Azure Pipelines YAML file in any branch of the repository. @
Figure 8-33. Existing Azure Pipelines YAML file

The file we will use is developer.yml, located in the Build Pipelines folder of our
source (Figure 8-34).
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Select an existing YAML file X
Select an Azure Pipelines YAML file in any branch of the
repository.
Branch

£ master v
Path

/Build Pipelines/developer.yml N

Figure 8-34. Selecting an existing YAML file

The Review tab provides a view of the YAML file. Let’s take some time to review
this file. An important thing to note, especially for those not used to YAML, is that
indentation and spacing is significant. Fortunately, the online editor shows whitespace
clearly. For example, note how the whitespace is indicated (Figure 8-35).

Settings

- task: VSTest@2

31

32 inputs:

33 platform: "$(buildPlatform)"

34 configuration: "${buildConfiguration)’
35

Figure 8-35. YAML whitespace

First, the trigger statement identifies that this build will start with commits to the
master branch, as follows:

trigger:
- master

The next statement sets up the virtual machine image of the agent that is used to
perform the build. This image can range from virtual machines hosted by Azure DevOps
to self-hosted agents. Depending on the build requirements, some pipelines might
require special configuration or features available on a virtual machine.

pool:
vmImage: 'ubuntu-latest’
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Variables are then created, as follows, allowing for information to be passed into the
different tasks and steps of the pipeline:

variables:
buildConfiguration: 'Release’

Next, we have a series of steps defined. First, the following step installs .NET Core
version 2.2:

- task: DotNetCoreInstaller@o
inputs:
version: '2.2.100'

Now that .NET Core is available on the build server, we then issue the following
restore, which runs across our solution and restores any required packages:

- script: dotnet restore

With the required packages restored, the following statements perform a build of the
projects in the solution:

- task: DotNetCoreCLI@2
displayName: Build
inputs:
command: build
projects: '**¥/* . csproj’
arguments: '--configuration Release'

With the projects built, any unit tests are then performed, as follows. (Note the
wildcard that will match all projects that end in Tests.csproj.)

- task: DotNetCoreCLI@2
inputs:
command: test
projects: '**/*Tests.csproj’
arguments: '--configuration $(buildConfiguration)’
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The last two steps are included, in order to publish the build as an artifact. The
following statements allow the development team to download the build, if they want to
inspect the result of the build:

- task: DotNetCoreCLI@2
inputs:
command: publish
publishiWebProjects: false
arguments: '--configuration $(BuildConfiguration) --output $(Build.
ArtifactStagingDirectory)’
zipAfterPublish: True

- task: PublishBuildArtifacts@1
inputs:
pathtoPublish: '$(Build.ArtifactStagingDirectory)’
artifactName: 'CoffeeFix.Console'

Now that the YAML file has been inspected, go ahead and click the Run button, to
start a build (Figure 8-36).

Figure 8-36. The Run button
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After the build completes, all the associated steps should have succeeded

(Figure 8-37).

Logs

Job

Summary Tests

Pool: Azure Pipelines - Agent: Hosted Agent

o
o
o
o
o
o
o
o
o
o
o
o

Prepare job + succeeded
Initialize job - succeeded
Checkout - succeeded
DotNetCorelnstaller - succeeded
CmdLine - succeeded

Build - succeeded

Tests - succeeded

Publish + succeeded
PublishBuildArtifacts - succeeded
Post-job: Checkout - succeeded
Finalize Job - succeeded

Report build status - succeeded

Figure 8-37. A successful run
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Each step has detailed logs that can be used to view the activity. For example, if we
expand the Tests step, we can see the number of unit tests that have successfully run
(Figure 8-38).

17 Starting test execution, please wait...
18 Results File: fhomefvsts/work/_temp/ fv-3z77_20192-09-19_22 53 03.trx

20 Total tests: 2. Passed: 2. Failed: @. Skipped: @.
21 Test Run Successful.

Figure 8-38. Total tests summary

Also, there are some other nice features of Builds. We have looked at Logs, which
allows us to drill down to see detailed logging of the different build steps. Next, let’s
inspect Summary, which provides a nice view of the build, including any artifacts
published, the results of tests, and the changes that were included in this build
(Figure 8-39).
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Logs Summary Tests

Progression

& Deployments

No deployments were found for this build.

ik Build artifacts published ~
1

B} CoffeeFix.Conscle

File container

Tests succeeded
% 100% passed (0% pass ratein the last 14 days)

g Build pipeline succeeded

0 error(s) / 0 warning(s)

Associated changes
& g

2 2 commit(s)
o Update developer.yml for Azure Pipelines

Jeff Chilberto authored ¢ 2645151 Brm ago

leff Chilberto authored ¢ 782575b 9m ago

. Update developer.yml for Azure Pipelines

Figure 8-39. Associated changes in the build

The last view is of the tests that were included. There are two tests (Figure 8-40).
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Logs Summary Tests

~ Summary

1 Run{s) Completed ( 1 Passed, 0 Failed )

2 2orsed 100% 15 990ms O

0 @ Failed
0 Others

Total tests Pass percentage Run duration (O Tests not reported

4 973ms

Figure 8-40. Test Summary

The artifacts can be downloaded via the menu at the upper right (Figure 8-41).

ﬁ? Release E‘ Artifacts Vv

E! CoffeeFix.Console @

Figure 8-41. Artifacts

As alast step to help keep track of the different pipelines, let’s set the name of
the pipeline. This can be done under the ellipsis menu at the upper right of the page

(Figure 8-42).

O Security
=h Rename/move @

Figure 8-42. Rename option

Let’s rename the build Development Build (Figure 8-43).
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Rename/move pipeline

Name

Development 8ui|d|

Select folder

\

Cancel Save

Figure 8-43. Renaming a pipeline

This will help once we have more than one build pipeline.

Docker Build

This section will create a pipeline to generate the Docker image. This pipeline builds
the image and publishes it to the Azure Container Registry. The CoffeeFix team has
chosen to have this pipeline triggered, based on time and not on when commits are
performed.

To begin, click the New option (Figure 8-44).

= D + New v

4

g New build pipeline
B Cofi @
£ o +I Import a pipeline

Figure 8-44. New build pipeline
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Follow the steps in the following section to associate the build with the master
branch. Select the Docker YAML file (Figure 8-45).

Select an existing YAML file X
Select an Azure Pipelines YAML file in any branch of the
repository.
Branch

¥ master v
Path

/Build Pipelines/docker.yml N

Figure 8-45. Selecting an existing YAML file

Let’s review the YAML statements in this file. In the following step, the first thing to
note is that instead of a trigger, there is a schedule setup using a cron syntax to specify a
daily build:

trigger:
- none

schedules:
- cron: "0 0 * * *"
displayName: Daily midnight build
branches:
include:
- master

The next step is to perform a build of the Docker image and to push that to the Azure
Container Registry, as follows:

- task: Docker@2
displayName: Build and push image
inputs:
buildContext: '$(Build.SourcesDirectory)’
containerRegistry: 'CoffeeFix Registry'

272



CHAPTER 8  BUILD AND RELEASE AUTOMATION

repository: 'coffeefixconsole'
command: 'buildAndPush’
Dockerfile: '**/Dockerfile’
tags: |

$(tag)

Now, go ahead and run the pipeline, but don’t worry if you receive an error message
such as the following (Figure 8-46):

_The pipeline is not valid. Job Build: Step Docker input containerRegistry
® references service connection CoffeeFix Registry which could not be
found. The service connection does not exist or has not been authorized
for use. For authorization details, refer to https://aka.ms/fyamlauthz.

Figure 8-46. Authorize resources error

Now we must set up a service connection to the Azure Container Registry that we
created earlier. First, in the lower-left corner, select Project settings (Figure 8-47).

#8¢  Project settings K

Figure 8-47. Project settings

Then select the Service connections option in the Pipelines section (Figure 8-48).

Pipelines

Agent pools
Parallel jobs
Settings

Test management
Release retention

Service connections @

Figure 8-48. Service connections
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Next, select Docker Registry, to create a new connection (Figure 8-49).

Service connections  XAML build service:
4+ MNew service connection ¥
Azure Classic 0
Azure Repos/Team Foundation Ser...
Azure Resource Manager
Azure Service Bus
Bitbucket Cloud
Chef
Docker Host

Docker Registry @

Generic .
Docker Registry

GitHub

Figure 8-49. Docker Registry as a new service connection

The final step is to complete the following dialog. Make sure to use the Connection
name “CoffeeFix Registry” and to pick your subscription and container registry
(Figure 8-50).
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1

X
Add a Docker Registry service connection
Registry type ¥ O Docker Hub (O Others @ Azure Container Registry
Connection name ™ CoffeeFix Registry
Azure subscription * Microsoft Partner Network { 20e1783a-fc3c-4aae-bba5-96 v (O
Azure container registry * | coffeefix vk @
M Allow all pipelines to use this connection.
OK Close
4

Figure 8-50. Adding a Docker Registry service connection

Once that completes, navigate back to Builds, and either wait until the schedule kicks
off, or queue a build, using the Queue button at the upper right of the screen (Figure 8-51).

/ Edit ﬁ?, Queue

Figure 8-51. Queue new build

Now that we have an authorized pipeline, the build and push of the image should
succeed (Figure 8-52).
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Logs Summary Tests

Build image Build
Pool: Azure Pipelines - Agent: Hosted Agent

Prepare job + succeeded
Initialize job - succeeded

Checkout - succeeded

Post-job: Checkout - succeeded

Finalize Job -+ succeeded

@
V)
2
@ Build and push image - succeeded
@
V)
&

Report build status - succeeded

Figure 8-52. Build image logs

To check if the push was successful, you can navigate to the Azure Container Registry
in the Azure portal and check the Repositories option in the Services section (Figure 8-53).

Services

‘% Repositories
<% Webhooks
& Replications

A

= Tasks

Figure 8-53. Services Repositories
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Selecting the repository, you should see a new tag that has been updated recently
(Figure 8-54).

coffeefixconsole « X

Repository

D Refresh [ Delete

Repository Tag count
coffeefixconsole 9
Last updated date Manifest count
9/20/2019, 11:33 .. 6
A

0 |

TAGS

73

Figure 8-54. Repository Tags

Let’s take a moment to double-check that everything matches up as we expect. Select
the tag and view its properties, taking special note of the Digest value (Figure 8-55).

mp coffeefixconsole:73 a >
$ha256:220813d580266b458158d59760c91 06b1 7722400020743 120 1c9832 28358367d

Repository Digest

coffeefixconsole 5ha256:2a0813d580266b458158d59760c91c6b177224c002b743..,

Tag Manifest creation date

73 9/20/2019, 11:33 AM GMT+12

Tag creation date Platform

9/20/2019, 11:33 AM GMT+12 linux / amd6d

Tag last updated date Run ID

9/20/2019, 11:33 AM GMT+12 Build, Run, Push and Patch containers in Azure with ACR Tasks

»

Docker pull command

foe.azurecr.io/coffeefixconsole: 73 E

Figure 8-55. Docker registry Digest value

©

. docker pull ¢

277



CHAPTER 8  BUILD AND RELEASE AUTOMATION

Now, navigate back to Builds, expand the Build and push image step, and look
through the log. You will find the value toward the end of the log (Figure 8-56).

2285f8661eed: Pushed
73: digest: sha256:2a0813d580266b458156d59750¢91cEb1TTa24cDB2bT431ae1cB83228358357d size: 15681
[command]fusrfbinfdocker history --format createdat:{({.Createdat}}; layerSize:{{.Sdze}}; createdBy:{{.lreatedBy}} --no-trunc ***/coffeefirconsole: 73

Figure 8-56. Digest value in build

Being able to dive into the details of the build steps, by using the logs, is essential
when issues occur. By confirming that the image matched, the DevOps team can be
confident that the image in the registry, tag 73 in this case, matches the build from Azure
DevOps.

Release Pipeline

For the final pipeline, we simply tag a Docker image as the latest release version. We
will follow similar steps to those performed earlier in the “Using a Container Registry”
section.

To start, you can select the Release button located at the top of the build (Figure 8-57).

¥ Release L Alllogs

Figure 8-57. The Release button

This provides the option of selecting a template. We start with an empty job, in order

to illustrate building the different sections of the job (Figure 8-58).

¥ . Empty job

Start with an empty job and add your own steps,

Figure 8-58. Empty job
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At this point, take the time to provide a more meaningful name (Figure 8-59).

Stage

Release CoffeeFix

B Properties A

Mare and owners of the stage

Stage name

Release CoffeeFix

Figure 8-59. Naming Stage in the DevOps release

In the Stages section, click the job and task link, which takes you to where you can
view and set the different stage tasks (Figure 8-60).

Stages | + Add v

' 1
#  Release CoffeeFix

) _
Ll 1job Ota

Wiews stage tasks

Figure 8-60. View stage tasks

Make sure the Agent job uses the correct agent. Set it to use the Ubuntu agent
(Figure 8-61).
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Agent job ®

Display name *

Agent job
Agent selection A

Agentpool (i) | Poolinformation | Manage 12

Azure Pipelines

Agent Specification *

ubuntu-16.04

Figure 8-61. Agent specification

Now we will create three tasks: one for pulling the image onto the agent from the
container registry, another to add the release tag to the image, and the third to push the
image back to the container registry.

First select Add a task to Agent job (Figure 8-62).

Agent job

B Run on agent

Add a task to Agent job

Figure 8-62. Adding a task to Agent job

Each of the tasks will be a Docker task (Figure 8-63).

docker] X

Add tasks U Refresh

Docker

Build or push Docker images, login or logout, or run a Docker

0o
0

command

Figure 8-63. Adding a Docker task
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For the first task, we use the task version of 0. This is because we want to issue an

action, Run a Docker command, that is not available in the other versions (Figure 8-64).

Docker ®
Ftl Task version Q. v

Figure 8-64. Docker Task version

We provide a Display name and select our Container Registry Type, so that the agent
is authenticated to the registry, in order to pull the image (Figure 8-65).

Display name

Pull Image
Container Registry Type * (&)
Azure Container Registry
Azure subscription (D) | Manage 2

Microsoft Partner Network (20e1783a-fc3¢c-43ae-bba5-96bb06332468)
@ scoped to subscription "Microsoft Partner Network’

Azure Container Registry (i)

coffeefix

Figure 8-65. Docker Pull image task

The final step is to issue our command. Note that the command contains the build
ID that is associated with this release (Figure 8-66).

Action* (@)
Run a Docker command

Command* ()

pull coffeefix.azurecr.io/coffeefixconsole:§ {Build. Buildld)

Figure 8-66. Pull command
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The following command should be familiar, as it is like the one we used in the “Using

a Container Registry” section:
pull coffeefix.azurecr.io/coffeefixconsole:$(Build.BuildId)

The next task performs a tag command. This task uses version 1 and sets the Display
name to Tag Image (Figure 8-67).

Docker

Ftl Task version 1% v

Display name *

Tag Image

Figure 8-67. Tag Image task

Also, be sure to set the container registry again (Figure 8-68).

Container Registry A
Container registry type * 0]
Azure Container Registry
Azure subscription  (3) | Manage C

Microsoft Partner Network (20e1783a-fc3c-4aae-bba5-96bh06322468)
@ Scoped to subscription "Microsoft Partner Network'

Azure container registry (i)
coffeefix

Figure 8-68. Setting the Container Registry in Task
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The tag command supplies the release tag in the argument (Figure 8-69).

Commands A

Command * 0]
tag

Arguments  (3)

coffeefixconsoleirelease

(") Tag multiple images (0
Image name * ®
coffeefixconsole:$ (Build.Buildld)

Qualify image name ()
Qualify source image name ®
C] Include source tags @

Figure 8-69. Docker tag command

Also notice that Qualify is enabled, to apply the container registry to both the source
and target images.
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The last task is also version 1 and has the Display name Push Image (Figure 8-70).
Docker ®

Fo  Task version 1 v

Display name ™

Push Image

Figure 8-70. Push Image task

Again, we enter the container registry (Figure 8-71).

Container Registry A
Container registry type * )
Azure Container Registry
Azure subscription (i) | Manage I

Microsoft Partner Network (20e1783a-fc3c-4aae-bba5-96bb062332468)
@ Scoped to subscription "Microsoft Partner Network’

Azure container registry  (7)
coffeefix

Figure 8-71. Container registry selection
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The command is set to push and specifies the release tag (Figure 8-72).

Commands A
Command * @
push

Arguments (i)

() Push multiple images @

Image name * (D)

coffeefixconsole:release

Qualify image name (i)
() Include source tags (i)

Figure 8-72. The push command

Now navigate back to the Pipeline view, as we want to set up a trigger to start the
pipeline (Figure 8-73).

Pipeline  Tasks v Variables  Retention  Options  History

—

Figure 8-73. The Pipeline tab
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The trigger can be accessed by clicking the button indicated in Figure 8-74.

Artifacts | + Add Stages | + Add

Continuous deployment trigger

(&)

+ ' !
iy ~0 .
w #  Release CoffeeFix
CoffeFixFinalHopef : =
ully (1) R | 1job, 3 tasks

| I

Figure 8-74. Continuous deployment trigger

There are different types of triggers supported, including the Continuous
deployment and Pull request triggers. Continuous deployment allows for the release to
be performed whenever a successful build is performed. The Pull request trigger allows
for the release to be triggered as part of a Pull request. For CoffeeFix, the release will be
controlled by a manual approval of the application, so we want to disable both options
(Figure 8-75).

Continuous deployment trigger
Build: CoffeFixFinalHopefully (1)

(@ ) Disabled

(i) Enabling the trigger will create a new release every time a new build is available.

Pull request trigger
Build: CoffeFixFinalHopefully (1)

i ) Disabled

(i) Enabling this will create a release every time a selected artifact is available as part of a pull request
workflow

Figure 8-75. Continuous deployment trigger
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Click the Save button at the top of the page, and then click OK (Figure 8-76).

Save

Folder ™

Comment

Figure 8-76. Save

CHAPTER 8  BUILD AND RELEASE AUTOMATION

Let’s go back to our successful build. Select the Builds option (Figure 8-77), and then

click the name of the successful build (Figure 8-78).

f Pipelines

Builds

oy
L

00

Figure 8-77. Builds option

Releases
Library
Task groups

Deployment groups
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History Analytics

Cormmit Build #

o Update developeryml for Azure Plpel © 20190920.1

Scheduled build Update developeryml for Azure Pipelines

Figure 8-78. The History of builds

This takes you to the Logs view of the build. In the upper-right corner, click the
Release button (Figure 8-79).

D‘ft" Release

Figure 8-79. The Release button

As we only have one release pipeline, everything will be defaulted correctly. Click the
Create button to start the release pipeline (Figure 8-80).

Figure 8-80. The Create button

Back under Releases, select the release that either is building or has completed
(Figure 8-81).

CoffeFix Release
‘E =1} + New v Releases Deployments  Analytics
CoffeFix Release Relsases Crested Stages
© Release CoffeefFix

Figure 8-81. Azure DevOps Releases
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This takes you to a summary view of the release (Figure 8-82).

"~ CoffeFix Release > Release-7 v

Pipeline  Variables History -+ Deploy O Refresh  # Edit ™
Release Stages
4 N

Manually triggered Release CoffeeFix

by @ Jeff Chilberto @ Succeeded
9/20/2018, 1:08 PM

on 9202019, 1:08 PM

Artifacts

+
5
CoffeFixFinalHopefully (1)
201909201

39 rmaster

\. J

Figure 8-82. Release pipeline view
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Let’s review the stages. Click the Succeeded link, which takes you to a summary of
the Agent Job (Figure 8-83).

Deployment process :
Succeeded AgentJOb
Pool: Azure Pipelines - Agent: Hosted Agent
Agent job
Succeeded

@ Initialize job - succeeded
@ Pulllmage - succeeded
@ Taglmage - succeeded
@ Pushimage - succeeded

@ Finalize Job - succeeded

Figure 8-83. Agent job deployment process status

Like Builds, we can dive into the detail of each task. To illustrate this, select the Push
Image task and look for the digest of the release (Figure 8-84).

‘2-! 2013-09-20T01:08:42.82722727 release: digest: $hal256:2e7Qac3Bb8287ceddl6dele@SBfdS06768170F460ab169eeafdbd5a5cchcdc@2 size: 1581

25 2019-09-20T01: 08:42.84534917 ##[section]Finishing: Push Image

Figure 8-84. The digest of the release

If we look at the Azure Container Registry, we will be able to see that the release tag
has been updated with this version (Figure 8-85).

mp coffeefixconsoleirelease O
sha2S6:ae F03CIBBA2BT cedd e e0SHIAS067 68 11OMEDAb 169 e afdEF5 a5 cobcaD2

Repository Digest

coffeefixconsole sha256:ae70ac3BbB287 cedd 16de 1e058f45067681f0f460ab16%¢e...

Tag Manifest creation date

release 9/20/2019, 12:05 PM GMT+12

Tag creation date Platform

9/14/2019, 5:11 PM GMT+12 linux / amdé4

lag last updated date Run ID

9/20/2019, 1:08 PM GMT+12 Build, Run, Push and Patch containers in Azure with ACR Tasks

Figure 8-85. Azure Container Registry release details
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CoffeeFix now has a build and release pipeline established, and now we can look
at ways to improve the development workflow in a controlled and consistent way. The
team might decide to completely automate the release process by tying the release to
another branch of the Repos. Or the team might want greater visibility to the changes
in the application and the success rate of the unit tests. The important thing here is
now that the team is using DevOps, it has many options available to improve its CI/CD

process.

Profiling and Debugging in Azure DevOps

This section will use the Azure DevOps project created in the previous section to
illustrate some common scenarios. Azure DevOps provides an enormous number of
features, especially considering the extensions that can be brought into the product.
This section will explore the following scenarios: setting up dashboards, sending
notifications—e-mail, sending notifications—webhook, build conditions, and auditing.

Sending Notifications—E-mail

To illustrate sending an e-mail notification, we will use the scenario of a broken build.
Let’s perform a commit that breaks the build. In the Repos section, select the Files option
(Figure 8-86).

Repos
[3)  Files

¢ Commits
&) Pushes
3—9 Branches

Figure 8-86. Repos Files option
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Then navigate to the ReportSender.cs file (Figure 8-87).

4 CoffeeFix Containerisation
CoffeeFix.Console
Properties

[c#] CoffeeFix.Console.csproj

Y Dockerfile

c# Program.cs

c# ReportSender.cs ama

c# Telemetrylnitializer.cs

c# TelemetryProcessor.cs

£&J TestRunner.ps1

c# WaterSensorDependency.cs
Figure 8-87. The ReportSender.cs file

Next, edit the file (~ = is located at the top of the file) and change the file, by removing
the static keyword (Figure 8-88).

12 namespace CoffeefFix.Console

13 4

14 internal class ReportSender

15 £

16 public static async Task SendMessageToWebSite(string baseurl, Guid makerId)
17 {

Figure 8-88. Removing the static keyword to break the build
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Commit the changes by using the Commit button (Figure 8-89).

Commit.. ) Discard

&

Figure 8-89. Commit button

Save the changes, as the defaults are fine for this example. This starts a build, as a
commit to the master branch will trigger Development Build (Figure 8-90).

Development Build

History  Analytics

Cornmit Build #

Updated ReportSender.cs © 201909202
Cl build for Jeff Chilberto o -

Figure 8-90. Development Build

The build will break at the Build step, which compiles the source (Figure 8-91).
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Logs Summary Tests

Job
Pool: Azure Pipelines - Agent: Hosted Agent

Prepare job - succeeded

Initialize job -+ succeeded

Checkout - succeeded

DotNetCorelnstaller - succeeded

CmdLine - succeeded

@
@
@
@
o
o

Build -

3 errors

®
©

Tests - ckipped

Publish - skipped

®

PublishBuildArtifacts - skipped

Post-job: Checkout - succeeded

Finalize Job - succeeded

O 0 0 © © ©

Report build status + succeeded

Figure 8-91. The broken build step

(]

rogram.cs(48,43): erro

We can dive into the logs, to see that the problem was removing static (Figure 8-92).

uild FAILED.

r (50128 An cbiect reference is required for the non-static field, method, or property
@ Warning(s)
1 Erroris)

Figure 8-92. Object reference error
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This is fine, and we can see the failure on the dashboard. The CoffeeFix team also is
notified when there are build failures, but this does not seem to be doing the trick. The
team lead has decided to be alerted when this happens and decides that a simple e-mail
will suffice. Fortunately, this can be done with some basic configuration.

The first step is to navigate to the Project settings, by clicking the link at the lower-left
corner (Figure 8-93).

E',§? Project settings <<

Figure 8-93. The Project settings link

In the General section, the different notifications can be found under the
Notifications option (Figure 8-94).

Project Settings
CoffeFix Containerisation
General

Overview

Teams

Permissions
Notifications

Service hooks @

Dashboards

Figure 8-94. The Notifications option

Because we want to create a new notification, we select the New subscription button

in the menu (Figure 8-95).

Notifications + New subsaipti% 50¢ Delivery settings (%) Help

Figure 8-95. New subscription
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The template we want to use is called A build fails, in the Build category (Figure 8-96).

Category Ternplate
Build A build completes
Code (Gif) A build fails @

ara CTOV™Y

Figure 8-96. Build fails template

This template allows us to send a notification to an e-mail address, either for
the existing members of the team or to any other e-mail address. In the following image,
you can see how we deliver the build failure notification to a custom e-mail address
(Figure 8-97).

New subscription

Description Subscriber
A build fails CoffeFiFinalHopefully Team

Deliver to Address

Custom email address | wolf@watchingyou.com

Filter
() Any team project @ A specific team project CoffeFix Containerisation h

Filter criteria

And/Or Field Operator Value

+X O

Status v = ~  Failed ~

Figure 8-97. New subscription with custom e-mail address

This new notification is added to the list of notifications. Take a moment to review
the other notifications that are automatically enabled.
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As an example, let’s say the team decides that it doesn’t want to be notified when a
Build completes successfully. This notification can be removed by setting the state to
disabled (Figure 8-98).

Build

g_n' Build completes Juild completes CoffeFixFinalHopefully Teai g~ )
4 Abuild fails Build completed £ CoffeFixFinalHopefully Teal m
uas

Modified 3 minutes ago by i Jeff Chilberto (project Coffefix Containe...  email: wolf@watchingyou.com

Figure 8-98. Stopping build e-mails

After taking a moment to explore the other options in Project Settings, be sure to
go back and set the ReportSender. cs file back to what it was before, by making the
method static.

The next section will perform something similar but will require the build not to be
broken. Instead, it will use a failure of the unit test to illustrate a webhook notification.

Sending Notifications—Webhook

A webhook is a convenient web service API that many applications provide, to allow
for incoming messages. Many of the team collaboration tools, such as Microsoft
Teams, Slack, Trello, and Jira, support webhooks for posting messages from external
applications and services. In this example, we will use Slack to illustrate a webhook
message when there is a failure with the release. In this situation, it will be a break during
the tag of the Docker image.

Before we break our pipeline, let’s integrate our Azure DevOps with Slack. If you
don’t have an existing Slack account, signing up for Slack is a simple process. We will
not go into detail on some of this, as Slack has done a good job of documenting the
process. So, for further information, please search for any specific details on Slack at
https://slack.com.
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With a Slack account, we will use a new slack channel to receive messages about our
CoffeeFix builds (Figure 8-99).

ilbpGamedlah - )

=a Jump to...

Threads

Channels
builds

# coffeefix
general
operations

random

Figure 8-99. Slack channels

The first step is to get the URL of the webhook of the Slack channel. This can be
retrieved by clicking the channel title and selecting the Add an app link (Figure 8-100).
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# coffeefix

Jump to date...
Add people to channel
View channel details

Additional options...

Notification preferences...
Mute #coffeefix

Add an app ¥

Leave #coffeefix

Figure 8-100. Adding an app to a Slack channel

Next, use the search box to find the Visual Studio Team Services entry and click the
Install button (Figure 8-101).

Add apps to

View App Directory
# coffeefix
[ Q visual studio Q
From the App Directory
Visual Studio Team Services Install

Collaborate and manage software projects online.

Figure 8-101. Adding an app to the CoffeeFix channel
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This opens a web browser, which allows you to set up the integration. Use the Set Up
button located under the Visual Studio Team Services logo (Figure 8-102).

Figure 8-102. Visual Studio Team Services

Select a channel and click the Add Visual Studio Integration button (Figure 8-103).

Post to Channel

Start by choosing a channel where

| #coffeefix
notifications will be posted.

Add Visual Studio Integration "

Figure 8-103. Post to Channel integration

v

or create a new channel

We will walk you through the next steps, but note the Webhook URL further down
the page (Figure 8-104).

Webhook URL

When setting up this integration, this is
the URL that you will paste into Visual
Studio Team Services.

Show setup instructions

https:/hooks.slack.com/services/T301JE3PD/BNNTRAZS5L/aUpxXxBcwhk21I19Tr

Regenerate

Figure 8-104. Webhook URL
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In addition, be sure to click the Save Integration button before proceeding.
Back in Azure DevOps, in order to send messages to the channel, we must set up
integration. In Azure DevOps, navigate to Project Settings (Figure 8-105).

ﬁ? Project settings <<
Figure 8-105. The Project settings link

Select the Service hooks option in the General section (Figure 8-106).

Project Settings
CoffeFix Containerisation
General

Overview

Teams

Permissions
Notifications

Service hooks

Dashboards

Figure 8-106. Sevice hooks
Here, we use the Create subscription button (Figure 8-107).

Service Hooks

Integrate with your favorite services by notifying them when events happen in your project.

=+ Create subscription

Figure 8-107. The Create subscription button
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Take a moment to scan the list of integrations. There are many services that have
webhook support, including Jenkins, Microsoft Teams, Office 365, and others. Select the
Slack service to continue (Figure 8-108).

NEW SERVICE HOOKS SUBSCRIPTION x

Service

Select a service to integrate with. Discover more integrations

Grafana ~ Slack
HipChat Slack is a searchable platform for team communication.
HockeyApp

Supported events:
Jenkins All events

Microsoft Teams Supported actions:
MyGet Post a message to a channel
Office 365 Learn more about this service
Slack

Trello

UserVoice

Web Hooks

Workplace Messaging Apps

Zapier

Zendesk 5

Finish Cancel

O y

Previous lNext

Figure 8-108. A new service hook
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On the next page, we select the Release deployment trigger completed for the
CoffeeFix Release pipeline, and then we set the Status to Failed. This will trigger when
the Docker release fails (Figure 8-109).

EDIT SERVICE HOOKS SUBSCRIPTION x

Trigger

Select an event to trigger on and configure any filters.

Trigger on this type of event

Release deployment completed v

 Remember that selected events are visible to users of the
target service, even if they don't have permission to view the
related artifact.

FILTERS

Release pipeline name ©@ optional
CoffeFix Release v
Stage name @ optional
Release CoffeeFix v
Status © optional
Failed v

Previous Next Finish Cancel

Figure 8-109. Service hook trigger
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The next page requires you to enter the Slack webhook URL (Figure 8-110).

NEW SERVICE HOOKS SUBSCRIPTION

Action

Select and configure the action to perform.

Perform this action

Post a message to a channel

Post a message about the event to a Slack channel. Learn More

SETTINGS

Slack webhook URL @ required
https://hooks.slack.com fservices/T301JE3PD/BN7DU6G 1EE fglzgXl v

Figure 8-110. Service hook action
There is also a handy Test option to verify the configuration, by posting a test
message to the channel (Figure 8-111).

TEST MOTIFICATION

Slack (Post a message to a channel)

Summary  Request  Response  Ewvent

@ Succeeded

Sent at: Saturday, September 21, 2019 8:17:13 PM

Message
Build ConsumerAddresshModule_20150407.2 succeeded

Figure 8-111. Test notification
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Back in the Slack channel, you can view the activity, including the test message
(Figure 8-112).

# coffeefix

You created this channel yesterday. This is the very beginning of the #coffeefix channel.

& Setapurpose -+ Addanapp &£ Add people to this channel

rilfagEresalsl 10:15 AM
4 joined #coffeefix.

irsiigpamanlsh 10:20 AM

4 zdded an integration to this channel: Visual Studio Team Services

Visual Studio Team Services APP 8:17 AM
Build ConsumerAddressModule_20150407.2 succeeded

Requested by Duration
Normal Paulk 00:02:03
Build pipeline

ConsumerAddressModule

Figure 8-112. Channel notification

Now that we have the webhook set up, let’s alter the release pipeline. In Azure
DevOps, navigate to Releases and select the CoffeeFix Release pipeline (Figure 8-113).
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!:] Azure DevOps CoffeeFix / CoffeFix Cont.
u CoffeFix Containerisati... + /Q »

ﬂ Overview = B @

% Boards CoffeFix Release
© Release CoffeeFix
Repos

o Pipelines

h‘-.’g Builds

5 Releases

Figure 8-113. Releases in Pipelines

In the upper-right corner, click the Edit button (Figure 8-114).
& Edit
Figure 8-114. The Edit button

We are going to break the release by using a Windows agent instead of a Unix agent.
To change the agent, on the Tasks tab, select Agent job (Figure 8-115).

All pipelines > ¥ CoffeFix Release

Pipeline  Tasks v Variables  Retention  Options History

Release CoffeeFix
Deployment process

& Run on agent

Agent job @
Figure 8-115. Release Tasks
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Switch the Agent Specification from ubuntu-16.04 to another agent, and then save
the changes (Figure 8-116).

Agent job ®
Display name *

Agent job

Agent selection A

Agentpool (i) | Poolinformation | Manage 2

Azure Pipelines

Agent Specification *

. windows-2019

Figure 8-116. Agent specification

With the changes saved, start a release, by clicking the Create release button
(Figure 8-117).

7 Create release = View releases

Figure 8-117. The Create release button

This will result in a failure in the Pull Image step (Figure 8-118).
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Agent job

Pool: Azure Pipelines - Agent: Hosted Agent

@ [Initialize job - succeeded

Q Pull Image - 1 error

(® Taglmage - skipped @)
®

@ Finalize Job + succeeded

Push Image - skipped ()

Figure 8-118. Pull image failure

If we expand the task, we can see that the reason for the failure is clearly stated
(Figure 8-119).

9 2019-89-22T02:42:23.36229697 [command]“C:\Program Files‘\Docker\docker.exe" pull coffeefix.azurecr.io/coffeefixconsole:§3
i@ 2019-@9-22T92:42: 8. 68437767 83: Pulling from coffeefixconsole

11 2019-@9-22T92:42:09.15313887 image operating system "linux™ cannot be used on this platform
12 44 L *]C: 3 i c . s . €2 d T

Figure 8-119. Docker image failure

We should also see that a notification has been sent to Slack (Figure 8-120).

Deployment on stage Release CoffeeFix rejected.

Deployment status Time to deploy
Rejected 00:00:25
Release Release pipeline
Release-8 CoffeFix Release

Figure 8-120. Release notification of failure
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Take a moment to revert the changes, by setting the agent back to the Ubuntu agent.

Many teams find webhooks a more effective way of receiving alerts than e-mails.
This section should give you some ideas as to how to integrate more effective measures
into your existing collaboration tools.

Build Conditions

So far, we have illustrated pipelines in which a failure in a task stops the subsequent
tasks from running. In some situations, you might want tasks to run despite a failure in
a previous task. For example, the CoffeeFix team has decided that when unit tests fail, it
still would like the artifacts to be produced. This means it would like the publish steps
to run nonetheless. In this situation, we will use a build condition to indicate that we
always want these tasks to run.

First, let’s break the code, by changing one of the unit test asserts. In the Files section
of Azure DevOps, select the TelemetryProcessorTests.cs file in the CoffeeFix.Console.
Tests project (Figure 8-121).

4» CoffeFix Containerisation
Build Pipelines
CoffeeFix.Console
CoffeeFix.Console.Tests
& CoffeeFix.Console.Tests.csproj
c# TelemetryProcessorTests.cs -
[ .dockerignore
[ .gitignore
& Chapter8.sin

[ readme.txt

Figure 8-121. The TelemetryProcessorTests.cs file
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Alter the Assert.IsTrue statement to Assert.IsFalse, in the ProcessRemoval
NoMatch test method (Figure 8-122).

[TestMethod]
public void ProcessRemoval_HNoMatch()
{

var telemetry = new EventTelemetry("This does not Match");

var next = new NextProcessor();
var sut = new MyTelemetryProcessor{next);

sut.Process(telemetry);

ﬁssert.IsTr'ueknext.NasTr'iggered, "The next processor should be triggered!");

¥

Figure 8-122. Changing the test assert

After saving the file, the build automatically starts, as the file is in the master branch,
and we have this build set to trigger whenever a file is committed.

The build will fail. Note that the Publish and PublishBuildArtifacts tasks have been
skipped (Figure 8-123).

© Tests - 2 errors

(® Publish - skipped @
(® PublishBuildArtifacts - skipped ®

Figure 8-123. Tests step failure

Now let’s alter our build by selecting the Development Build and selecting edit,
which will load the YAML file in the editor. In the last two tasks, add the condition:
always() option, as shown in lines 38 and 46 (Figure 8-124).
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- task: DotMetCoreCLI@2
displayName: Publish
condition: always()]
inputs:

CO ~J O

o B R R wWow oW W
B

] command: - publish
1 publishwebProjects: false
) arguments: ‘--configuration $(BuildConfiguration) --output $(Build.ArtifactStagingDirectory)’
3 zipAafterPublish: True
4
45 - -task: PublishBuildArtifacts@l
46 I condition: always()
47 inputs:
48 pathtoPublish: "$(Build.ArtifactStagingDirectory)"’
49 artifactMame: - *CoffeeFix.Console’

Figure 8-124. Condition settings

Saving the YAML file will also start a build, as this file is located in our master
branch. This time, note that the build does fail, but the two tasks are still performed
(Figure 8-125).

@ Cmdline - succeeded

@

© Tests - 2errors

Build - succeeded

Publish - succeeded
PublishBuildArtifacts + succeeded
Post-job: Checkout « succeeded

Finalize Job + succeeded

O 0 000

Report build status - succeeded

Figure 8-125. Condition always for build steps
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This is useful to the CoffeeFix team, as it can retrieve the artifacts from both
successful and failed builds.
Take the time now to reset the unit test to no longer fail.

Setting Up Dashboards

Dashboards are a great way of getting a quick view of the CI/CD pipelines. In the
following example, we will set up dashboards to show the status of our build and release
pipelines, as the outcome of the unit tests performed.

Under the Overview section, select Dashboards to begin (Figure 8-126).

CoffeFix Containerisati... +

ﬂ Overview

@ Summary
EH Dashboards @
B wiki

Figure 8-126. Dashboards

You are greeted with the following image (Figure 8-127). Select Add a widget to
proceed.
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This dashboard doesn't have widgets just
yet!

Add one or more widgets to gain visibility into your team's progress.

Add a widget

Figure 8-127. The Add a widget button

The first widget you'll add will be one to show the outcome of the builds. Select the
Build History widget and click the Add button twice (Figure 8-128).

Build History
Shows the build history of a selected
I build pipeline.
By Microsoft Learn More

Figure 8-128. The Build History widget

You can then configure the widgets by selecting the settings (gear) button (Figure 8-129).

Build History B X

U

Confiqure widget

My

Figure 8-129. Configure widget
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Now, select the Development Build pipeline, as shown in Figure 8-130, for one of the

widgets.

Configuration X

Title

Development Build

Pipeline

Development Build v

Branch

All branches

Figure 8-130. The Configuration of the Development Build widget
And select the Docker Build for the other widget (Figure 8-131).

Configuration X

Title

Docker Build

Pipeline

Docker Build v

Branch

All branches

Figure 8-131. The Configuration of the Docker Build widget
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The next widget we’ll add will be for our Release pipeline. Select the Release Pipeline

Overview widget (Figure 8-132).

w—we  Release Pipeline Overview
Shows the status of stages in a release
p—— pipeline,

By Microsoft Learn More
Figure 8-132. Release Pipeline Overview
Now, we configure the widget for our CoffeeFix Release pipeline (Figure 8-133).

Configuration X

Title

Releasze Pipeline Overview

Width Height

3 IE v

Release pipeline

CoffeFix Release A

Figure 8-133. Configuration of Release Pipeline Overview

The final widget will be for the unit tests, and we will use the Test Results Trend
widget (Figure 8-134).

weewwwe.  Test Results Trend
II Displays the trend of test results for a
build or release pipeline with metrics such
9 as pass rate, test duration and count.
By Microsoft Learn More

Figure 8-134. The Test Results Trend widget
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On the grid, we can arrange the widget, and once we are satisfied with the layout, we
will click Done Editing, to save our changes (Figure 8-135).

Done Editing

Figure 8-135. The Done Editing button

The created dashboard provides us with a quick view of the status of the project’s
CI/CD pipeline (Figure 8-136).

Development Build Docker Build
--------IIIIIIIIIIII 50 (5 0 0 0 15 (5 £ £ 5 5 (5 0 £ 6 O

° 11m ago o Yesterday

Release Pipeline Overview Test Results Trend

4 100

Release Coffeefix

© Release-9 3 -
o
B §
Release-9 @ Releas... g 2 50 é
Release-8 © Releas... F;
Release-7 © Releas.., 1 25
Release-6 © Releas...
0 0
Release-5 O Releas...

. - M Failed tests @ Pass percentage
View all releases for the CoffeFix Release release pipeline

Figure 8-136. A dashboard example

Dashboards are very flexible and can be extended by either third-party widgets or
bespoke widgets that the team creates. As other areas of Azure DevOps are incorporated
in the development process by the team, additional widgets can be added to different
dashboards, as required.
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Summary

This chapter explored different aspects of Azure DevOps and used the CoffeeFix.
Console application for a basic scenario in creating a CI/CD pipeline for the CoffeeFix
team. We explored different aspects of Azure DevOps, but we mostly focused on CI/
CD-related sections, namely Repos and Pipelines. We explored Docker in an example,
to illustrate how this technology could simplify the release process of the application to
the coffeemakers. This approach was then brought into Azure DevOps by creating Build
and Release pipelines, in order to verify the integrity of the application, using automated
builds and unit tests. The process of publishing the application into a container was
automated to run nightly for the QA team. The release process was greatly simplified
by automating the tag of an approved and verified Docker image as the latest CoffeeFix.
Console release.

In the next chapter, we will look at external tooling and how the Azure portal and
Azure DevOps can be extended. To illustrate the use of an external CI server, we will
discuss Jenkins, and we will incorporate it into our DevOps pipeline.
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External Tooling

The previous chapter focused on automating the build and release process (also
known as a pipeline). The current chapter aims to highlight the important and useful
widgets of the Azure portal dashboard. It will also cover various build tools and extend
the continuous integration (CI) and continuous delivery (CD) capabilities previously
explored, followed by a discussion of Jenkins CI services.

The chapter’s principal sections cover tiles and widgets in the Azure portal
dashboard and plug-ins in Azure DevOps.

Technical Requirements

This chapter uses sample code to elaborate on the various topics presented.
The following are prerequisites for working with this sample code:

o Visual Studio 2019: Visual Studio is available for both Windows and
Mac. If you do not have Visual Studio 2019 installed on your machine,
you can install it from here: https://visualstudio.microsoft.com/
downloads/. In this chapter, we use Visual Studio 2019 Community
edition for Windows (a free version). However, you can select an
edition of your choice. Click Download and follow the instructions
on your screen to install Visual Studio. Do not forget to install Azure
SDK (select Azure development from the Workloads tab, as shown in

Figure 9-1).
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Modifying — Visual Studio Community 2019 — 16.2.4

Individual

Workleads

Wb & Cloud (4)

@ ASPMET and web development

Python development

e

comp | packs locations
Azure development v}
Buid web applications using ASP.NET, ASP.NET Core, Azure SDKE, tools, and projects far developing doud agps,
HTMLJavaSeript. and Containgrs including Docker support. creating resources, and building Containers including...
@ MNodejs development ]

Editing, debugging, interactive development and sounce
contral for Python,

Windows (3)
B NET deskiop development
‘J Build WPF, Windows Forms, and console applications using
=, Visual Basic, and F=,

Wl Universal Windows Platform development
BB Creste spplications for the Universal Windows Platform
7P

with C#, VB, or optionally Ces.,

"= Build scalable network applications using Nodajs, an
asynchronous event-driven JavaSoript runtime.

T Desktop development with T«
Build Windows desitop applications using the Microscft
Cs« toolsst ATL or MFC.

Figure 9-1. Selecting Workloads

Installation details
2 BNUUES uEY I
> .NET Core cross-platform development
w Azure development *

Included
+ Arure development prerequitites

Opticnal

JMET Framework 4 - 4.5 development tools
B Azure Data Lake and Stream
Visual Studio Tools for Kubernetes
Azure Resou sols
Azure Cloud
Service

Windows Communication Foundation

o Avalid Azure account: You will require login credentials for the Azure

portal. If you don’t have an Azure account, you can get a free account
from here: https://azure.microsoft.com/free/.

Note

apress.com/9781484254363.

The source code for this chapter can be downloaded here: https://

e Jenkins server: To use the code samples cited in this chapter, you

should set up a Jenkins server. Download and install a Jenkins server
from https://jenkins.io/download. To set up a Jenkins server

on a Linux box, refer to the complete tutorial available at https://
docs.microsoft.com/en-us/azure/jenkins/install-jenkins-
solution-template.

Azure Portal Dashboard—Tiles/Widgets

The Azure portal dashboard is where you can find the resources, services, and more,

which are available in your subscription (default or placed per your choice). The

dashboard allows you to drag and drop various available widgets for information on the

available page (a web page).
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Note If you are logging in for the first time, you will see a default Azure portal
dashboard. The default name is Dashboard.

You can also create multiple dashboards. There are various advantages to setting
up multiple dashboards, such as the ability to create separate dashboards for a
development team, top management team, or infrastructure team. In this way, each
dashboard provides the information related to a specific team. Figure 9-2 shows a
sample dashboard.

Dashboard ~ + Mewdashboard ¥ Upload & Download ¢ Edit (3 Share . Fullscreen [ Clone [ Delete

All resources Microsoft Azure Sponsorship

sof Azure Sponsorship (5 Consumpdon

Neo resources to display w Service Health I Current cost

Service Health
Daysiett

Create resources

5 | a

Marketplace Help + support Insufficient privilege to see the billing data.

Figure 9-2. A sample dashboard

In the preceding figure, you can see information about the available services,
including billing information (the user is not set up with permission to view the

information).

Note In Chapter 2, we covered the Azure portal dashboard and its components.

The default dashboard is private and visible only to you. If you want to share this
dashboard, you must publish it as an Azure resource. In Chapter 2, you saw how to create
anew dashboard. This section will discuss various tiles that offer information about your
resources. Figure 9-3 shows the tiles available in the Tile Gallery.
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Tile Gallery
‘ £ tiie X
25 tiles @ You can drag any tile to the dashboard
Metrics chart Add
$ Service Health Add
() Resource groups Add
- All resources Add

@ Clock Add
& user Activity Summary Add
@ Users and groups Add
? Resource graph single value tile Add
? Resource graph chart tile Add

Figure 9-3. The tiles available in the Tile Gallery

You can add Metrics chart to show the metrics from Azure Monitor. By default,
the data is from the previous 24 hours, but you can customize the time to show data from
the period of your choice. Figure 9-4 illustrates customizing the Metrics chart data.
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W rerce oo P e
rics cha | Customize tile data o
Ww . Resssssssssscssssssssssscessssssasssas
Customize Kd
90
Refresh O
70 Remove from dashboard [

Edit in Metrics | Line chart
I ok ik

30 =
20 ! Bar chart
10 |5 Scatter chart
0 =
Grid
12 PM & PM Sep 30 &AM @

Figure 9-4. Metrics chart customization

The Clock tile can be set to show the time of the current time zone (Figure 9-5). Time

zones can also be changed.

o
Edit

8:45:

Monday. September 30, 2019

Arizona

Figure 9-5. The Clock showing the date and time

The User Activity Summary tile can be set to show sign-in activities for all users
belonging to Azure Active Directory (AD). Figure 9-6 shows user sign-in activities for “All
Users” from 08/31/2019 to 09/30/2019.
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Users Sign-ins

Sign-ins for "All Users’ between 8/31,/2019 and 9/30/2019.

5:30 AM

Figure 9-6. Users Sign-ins

You will only be able to use this tile if you have subscribed to the Premium plan of
Azure AD. We've opted for a free Azure AD plan, which is why there is no data. Instead,
you will see the following screen (Figure 9-7), if you click in this tile.

Access denied
You do not have access

To see sign-in data, upgrade your organization's subscription to include Azure AD P1 or
P2. Your current license status: Azure AD Free

Start a free Premium Trial

7 Get support

Figure 9-7. Access denied
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The Users and groups tile can be set to show complete details of all the users and
groups (Figure 9-8). You can use it to navigate individual user details and groups.
Currently, we have a single user.

Users and groups

Figure 9-8. Users and groups

You can see complete information about the tile’s specific use by clicking one of the
icons. Figure 9-9 shows the information related to the selected user.

Gaurav Arora

User Sign-ins Group memberships
3 0

2

1

0

SeptemberSep & Sep 15 Sep 22

Figure 9-9. User Sign-ins info

The Markdown tile can be set to show custom static contents. This is very important
if you want to provide instructions.

We have created a custom tile using Markdown text, as shown in Figure 9-10. You can
find the markdown file for this widget in the source code for Chapter 9.
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Azure Dashboard - Markdown
Read it first Edit

Read it first

Markdown tile can be set to show custom,static contents. This is very important while
you want to show some instructions etc.

e Login to A Azure portal.
e From dashboard check health of resources.
® To aa new resources, use specific blade.

Figure 9-10. Custom tile

Note Azure DevOps dashboard widgets were covered in Chapter 8.

Azure DevOps—Plug-ins

This section walks through external plug-ins that help with deployment and integration.
It covers DevOps plug-ins, with the help of the application created in the previous
chapter, which discussed release management with CI/CD, using Azure DevOps and its
built-in support for the tools used.

Note Visual Studio Team Services is now Azure DevOps Services. This name
change was announced in September 2018 (see https://docs.microsoft.
com/en-us/azure/devops/user-guide/what-is-azure-devops).
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Azure DevOps and Jenkins

Jenkins is a CI server that is open source and was developed using Java. Jenkins helps
dev teams to continuously build applications across platforms.

This section highlights the Azure DevOps capabilities to work with Jenkins. We will
not detail how to do a fresh install of the Jenkins server. You can obtain this information
from the official Jenkins page (https://jenkins.io/) or from Microsoft (https://docs.
microsoft.com/en-us/azure/jenkins/install-jenkins-solution-template).

Creating Pipelines

In the previous chapter, we set up the build pipelines of the CoffeeFix console
application. The current section will pick the same application and set up CI using
Jenkins server plug-ins for Azure DevOps.

Figure 9-11 shows a typical approach to building an application using Jenkins. Here,
we have a source code hosted in the Azure Repos GitHub; we set up Azure Pipelines,
and, with the help of Jenkins, we deploy the application over Azure.

Figure 9-11. Building an app using Jenkins
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Next, we must add the Jenkins service connection and the Azure Resource service
connection.

To do so, we must add a Service connection. You can open the Service connection
page by clicking Project settings from the left navigation bar (Figure 9-12).

ﬂ Overview
% Boards
Repos

Files

o [

Commits

Pushes

fe

Branches

& %

Tags

Pull requests

Pipelines

Test Plans

S0P =

Project settings

Figure 9-12. Project settings
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From Figure 9-13, you can see that there are different services available, and you can
select any service you need. Select Jenkins. In Figure 9-14, we add the Jenkins service
connection.

Dashboards @ Service connections  XAML build services
Boards + New service connection ¥
Generic A
Project configuration L0
GitHub

Team configuration

: ; GitHub Enterprise Server
GitHub connections

Jenkins
Pipelines
Agent pools

Kubernetes
Parallel jobs

Maven
Settings

npm
Test management

. NuGet

Release retention .

Qther Git

Service connections

Repos

Figure 9-13. Selecting Jenkins as the new service connection
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Add Jenkins service connection

Connection name Coffeefix-Jenkins-Servier

Server URL https://jenkins.coffeefix.com
Accept untrusted SSL certificates  [J

Username aroraG

Password ecc0ccc00e ®

Learn More ©®

& Allow all pipelines to use this connection.

Figure 9-14. Adding the Jenkins service connection

We then create the Azure Resource Manager service connection for our example
(Figure 9-15).
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X
Add an Azure Resource Manager service connection

@ Service Principal Authentication (O Managed Identity Authentication A

Connection name Coffeefix-Jenkins

Scope level Subscription »

Subscription Microsoft Azure Sponsorship ( d5e38ef4-5cfc-42cc-9b73-46¢

Resource Group aroraG e

Subscriptions listed are from Azure Cloud

A new Azure service principal will be created and assigned with "Contributor® role, having
access to all resources within the subscription. Optionally, you can select the Resource Group to
which you want to limit access.

If your subscription is not listed above, or your organization is not backed by Azure Active
Directory, or to specify an existing service principal, use the full version of the service

e

Figure 9-15. Adding an Azure Resource Manager service connection

In Figure 9-15, you can see that we have defined a service connection for Azure
Resource. This connection dialog may look different for different services.

Next, we must link Jenkins with Azure Pipelines. First, we will add a new build
pipeline. In the previous chapter, we added a pipeline to our project. Here, we are adding
a new pipeline. First, we must click New build pipeline under New (Figure 9-16).
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ea New build pipeline

. Clot
2y < Import a pipeline

Figure 9-16. Adding a new build pipeline

Figure 9-17 shows that we have selected the source where our code is hosted. Now

we must advance what we have done in the previous chapter. Note, however, that the

subsequent steps will remain the same.

Connect

Select Configure

New pipeline

Where is your code?

Review

T

Azure Repos Git  YAML

Free private Git repositories, pull requests, and code search

We OO d

Bitbucket Cloud YAML
Hosted by Atlassian

GitHub  YAML

Home to the world’s largest community of developers

GitHub Enterprise Server  YAML
The self-hosted version of GitHub Enterprise

Other Git

Any generic Git repository

Subversion
Centralized version control by Apache

Use the classic editor to create a pipeline without YAML.

Figure 9-17. Selecting the source of our code repository
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Note By default, Jenkins deploys artifacts to the specified server path. You can
also set these artifacts to be stored in Azure Blobs.

Next, we must add a release pipeline. To add a new release pipeline, click Pipelines
» Releases and then New pipeline (Figure 9-18).

2
L T
Al

No release pipelines found

Automate your release process in a few easy steps with a new pipeline

Figure 9-18. Adding a new release pipeline

Select Empty job (Figure 9-19) and name it “coffeefix jenkins Stagel” (Figure 9-20).
You can, however, assign any name, per your requirement.
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Select a template kearch
Or start with an iy Empty job

Featured

Azure App Service deployment
Deploy your application to Azure App Service. Choose from
Web App on Windows, Linux, containers, Function Apps, or
WeblJobs.

@ Deploy a Java app to Azure App Service

Deploy a Java application to an Azure Web App.

Deploy a Node.js app to Azure App Service
Deploy a Node.js application to an Azure Web App.

Azure Database for MySQL

Deploy a PHP application to an Azure Web App and
database to Azure Database for MySQL.

Deploy a Python app to Azure App Service
and Azure database for MySQL

Deploy a Python Django, Bottle, or Flask application to an
Azure Web App and database to Azure Database for MySQL.

@ Deploy a PHP app to Azure App Service and

Figure 9-19. Selecting a template

Stage Delete < Move Vv
Coffeefix Jenkins Stage 1

B Properties A
Name and owners of the stage

Stage name

‘ Coffeefix Jenkins Stage 1

Stage owner

' Gaurav Aroraa

Figure 9-20. Stage 1 properties
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Next, we must add an artifact (Figure 9-21).

All pipelines > ¥ New release pipeline
~)

@ Pipeline  Tasks Variables Retention  Options Histo peCd

~ Jenkins

Show less ~

Artifacts t Add Stagesl T Add Service connection * | Manage 2

Coffeefix-Jenking ~| O

3 P .
-3 #  Coffeefix )

Jenkins Job *
Add an artifact j= job, O task e ©

Coffeefix-Jenkins-azure-build w
() Download artifacts from Azure storage
Default version* (O
= v

Source alias * ®

_Coffeefix-Jenkins-azure-build

(D) Mo version is available for Coffeefix-Jenkins-azure-build or the latest version has no artifacts
to publish. Please check the source pipeline.

Figure 9-21. Adding artifact

As we have already added post-build actions to our Jenkins build job from our
Jenkins server, there is no need to add any extra steps here. You can make any changes in
the code repository, and they will work. You can also trigger a build manually.

In the preceding section, we set up the build and integration. Similarly, you can add
continuous deployment from the Jenkins server.

Summary

This chapter explored different aspects of Azure DevOps and used the CoffeeFix.

Console application for a basic scenario to create a CI/CD pipeline for the CoffeeFix

team. We explored various tiles and widgets of the Azure dashboard. Also, we set up

the Jenkins server to use with Azure DevOps services, as an external tool/plug-in. We

set up CI with Jenkins. There are many other external plug-ins/tools related to CI/CD,

including TeamCity, Octopus, Travis CI, CloudBees Core, Cruise Control, GitLab CI/

CD, Spinnaker, and Atlassian Bamboo, among others. To streamline our approach, we

limited the discussion to Azure DevOps and covered only Jenkins. The next chapter will

cover troubleshooting in a production environment and will discuss enterprise reports.
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CHAPTER 10

Visualizing the Health
of a Solution

Up to this chapter, we have covered various topics related to Microsoft Azure, including
Function as a Service (FaaS), Software as a Service (SaaS), Platform as a Service (PaaS),
Infrastructure as a Service (IaaS), the Azure portal, implementation of Azure functions,
Logic Apps, Azure SQL Database, Azure Cosmos DB and Azure Storage Tables, Azure
Web Apps, Azure AD security, Azure DevOps, and Azure API Management services. In
previous chapters, we created an application related to a fictitious company, CoffeeFix.
We have seen that our CoffeeFix app is an implementation of the topics covered in the
relevant chapters. Our CoffeeFix app has grown chapter by chapter and topic by topic,
and now it has been deployed in production.

Now this chapter investigates various unforeseen issues and troubleshooting
scenarios that can occur in the production environment. It discusses visualizing and
analyzing virtual machine (VM) data, Azure Monitor, the health monitoring of CoffeeFix
VMs, disaster recovery for CoffeeFixDev, and monitoring the CoffeeFixWeb application.

Technical Requirements

This chapter uses the sample code for the CoffeeFix application that was developed in
previous chapters. The following are prerequisites for working with this sample code
(note that these requirements are similar to those detailed in Chapter 9):

o Visual Studio 2019: Visual Studio is available for both Windows and
Mac. If you do not have Visual Studio 2019 installed on your machine,
you can install it from here: https://visualstudio.microsoft.com/
downloads/. In this chapter, we used Visual Studio 2019 Community
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edition for Windows (a free version). However, you can select the edition
of your choice. Click Download and follow the instructions on your
screen to install Visual Studio. Do not forget to install Azure SDK (select
Azure development from the Workloads tab, as shown in Figure 10-1).

ifying — Visual Studio G ity 2019 — 1624
Workloads Individual comy Lang packs llation locations
TR Installation details
F reULE SR
@ ASPNET and web development IA Azure development » .NET Core cross-platform development
Euild web applications using ASP.NET, ASPINET Core, Agure SDKs, tocls. and projects for developing doud apps. w Azure development
HTML/JavaSeript, and Cantainers inchuding Dacker suppart erenting ressurces, and building Containers including... neluded
¥ Azure development prerequisites

P Pythen development /I':_;:-: Nodejs development
Editing. debugging. interactive development and source W2 Build scalable network applications using Nodejs, an
eontrol for Pythan ayymchronaus event-deiven lavaSerpt runatime
« Contziner development tocls
¥ IntelliCode
Windows (3)
Optional
!-g NET deskiop development I‘:;I Desktop development with C+s MET Framework 4 - 4.6 development tools
EBuild WPF, Windows Forms, and corsale applications using Build Windzws desktop applications using the Microsoft i
€3, Viswal Basic, and F=, C== toolset ATL or MFC.

EE Universal Windows Platform development
B create apphications for the Universal Windows Platform
with C2, VB, or optionally C= =,

Windows Communication Foundation

Figure 10-1. Selecting Workloads

e Avalid Azure Account: You must have login credentials to access the
Azure portal. If you don’t have an Azure account, you can obtain a
free account from https://azure.microsoft.com/free/.

Note The source code for this chapter can be downloaded from GitHub via the
book’s product page, located at www.apress.com/9781484254363.

Before we start our discussion of production troubleshooting, you should consider
the following points:

e The team released the CoffeeFix application in the production
environment.

o Team challenges were introduced to manage and release new

versions of the CoffeeFix app into the production environment.

e Visualizing various errors and issues occurred in the production
environment.
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There may be more scenarios or issues that might occur in an actual production-
based application. We are discussing here a couple of scenarios, to understand how
to handle and troubleshoot certain production issues. Note that this chapter attempts
to mitigate and manage these production issues, but it cannot guarantee that these
solutions are applicable to each and every troubleshooting scenario that can arise in a
production environment.

To visualize your monitoring activities, you can show them on your Azure
dashboard. Figure 10-2 shows the customized dashboard, which you can configure
according to your needs. The statistics provided are only to showcase the various reports
and may not be relevant to your activities related to our CoffeeFix sample application.

Note You can revisit the “Azure Portal” section in Chapter 2, to see how to create
a customized Azure dashboard.

Application Security
Total of Failed requests by Operation name Users
Cofefuities Coffesfieb - Users - 30 Days
CPERATION .. TOTAL TORAL .
= NE R
sres [ = T & e
L UNITED CMED0M
citseni- ] ] 7 i 458«
Owerview timeline
CofeeFaiies

CofiesFinilieh Avnilabilizy

|“‘ A . Infrastructure & Network
1]
mnE e 0 10 ads
4mnmmmmmnnh1muummnmh | 5554 - ol
....I.............u..........; [ e e ot
972: 9 1 A
_ 7 sgr o o sy i | [P
eicnenmn A " 1% 02 30

4. I e T

Figure 10-2. Dashboard to monitor the CoffeeFixWeb app
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Visualizing and Analyzing the Virtual Machine Data

To visualize the health of the CoffeeFix application, we need data. This data is related
to application performance, issues, exceptions, and other factors that may cause the
application to fail.

This section covers how to collect data, analyze it, and prepare reports to visually
display facts related to the CoffeeFix application, based on the following considerations:

o Performance of the application
e Application uptime
e Various resources that affect the performance of the application

o Logsrelated to application activities

Tip In general, application uptime depends on the availability of the web server
or remote machine.

Azure Monitor will help us to collect the required data. With this help, we can
understand how our CoffeeFix application is performing. We can identify issues, if any,
that affect the performance of the CoffeeFix application.

To ensure that we issue a complete report of the data to visualize the health of
CoffeeFix, we will do the following with Azure Monitor:

o We will use Application Insights to identify the issues throughout the
CoffeeFix application and its dependencies, so that we can fix these.

o We will gather data related to infrastructure issues, using Azure
Monitor for VMs.

o We will analyze the monitoring data with the help of Azure Monitor
Logs (formerly, Log Analytics).

Figure 10-3 provides a pictorial overview of Azure Monitor for our CoffeeFix
application.

340



CHAPTER 10  VISUALIZING THE HEALTH OF A SOLUTION

(8)
€ r >
- u 1
o @ H (] |
{D] Application VM Monitoring Soluti
—— @
) Metrics Dashboard !
Data Monitoring Sources —1lil r . o
(Coffeefbx, 0.5., Azul 7 P
Nuoumk-su;n * — (3 ilil e
Subseription, etc.) E Metric Analyties Log Analytics
Logs m L |
"'-—-liéé::;: @ ; i
Alerts I
N
(5) {A} @
Logic Apps Function App APl Services

Figure 10-3. Pictorial overview of Azure Monitor for the CoffeeFix app

The preceding figure shows the following four main parts of the Azure Monitor
related to our application:

e Part (A) shows the sources of the data monitored. The CoffeeFix
application is included as a source of the monitoring data. Additional
resources include an on-premises operating system, Azure
Resources, and an Azure subscription.

e Part (B) shows Azure Monitor components.

o Part (C) shows the different operations/functions that can help to
determine and analyze the cause of an issue. Each numbered row in
Part (C) corresponds to its function. These functions are as follows:

1. Insights
2. Visualize
3. Analyze

4. Respond
5. Integrate

e Part (D) is the data store that contains various metrics and logs.
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Note Chapter 4 covers Application Insights in detail.

Now let’s return to our main objective of creating a report, which ensures that our
CoffeeFix application works smoothly. We will analyze the log data and check the logs
and metrics.

The monitoring data captured by Azure Monitor is stored in Metrics or Logs. Metrics
are a representation of the data with numeric values that describe some aspect of a
system at a particular point in time.

Note A Kusto query is a read-only request to process data and return results. The
relevant official documentation is available at https://docs.microsoft.com/
en-us/azure/kusto/query/.

Logs represent different data and are available as records of different types. In
Chapter 2, we discussed telemetry, such as events and traces, which are stored as logs.
The performance data is also stored in logs. From the logs, we can combine the data,
analyze it, and prepare a health report for our CoffeeFix application.

Internally, Azure Monitor uses the Kusto query language to query logs. If required,
we can write and use our custom queries to query log data. An extensive discussion
of the implementation of query log data is beyond the scope of this book. For further
information, you can review the official documentation from this link: https://docs.
microsoft.com/en-us/azure/azure-monitor/log-query/get-started-queries.

Health Monitoring of CoffeeFix Virtual Machines

The development team decided to deploy CoffeeFix by commissioning a VM. The main
concern of the team is to monitor the VM. In this section, we will discuss the steps to
monitor Azure VM.

To create a Virtual Machine, follow these steps you took previously to create an
Azure VM:

1. Login to the Azure portal: https://portal.azure.com.

2. After successfully logging in, you see your homepage, which
should look like Figure 10-4.
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Azure services
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resource Directory accounts settings

Recent resources
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subseriptions [F4]  Resource groups EEE Al resources [E] obashooars
Tools
Al Microsoft Learn o ® Azure Manitor 0 Security Center 9 Cost Management
.n
L Learn Azure with free online Monitor your apps and Secure your apps and Analyze and optimize your
training from Microsoft infrastructure infrastructure cloud spend for free

Figure 10-4. The Azure portal landing page

3. Search “Virtual machines” in the search text box (Figure 10-5).

= Microsoft Azure £ virtual machineg|
. Services AN 18 results Marketplace &1 17 results
Azure services
I3 virtual machines £3 Mutanix Virtual Machines
+ EEE n 3] virtual machines (dassic) £ Managed Azure Virtual Machines

PR - -

Create a Al resources Virtual Virtual netwarks E3 Red Hat Enterprise Linux T

resource machines B3 sa vinual machines £3 virtual machine scale set
s virtual machine scale sets Documentation AN 1000+ resilts

Recent resources
S CloudSimgle Virtual Machines

MAME & virtual clusters
[ B
I

£} virtual netwark gateways

5 VM sizes in Azure | Microsaft Docs

Resource Groups

Resources
Navigate Mo resuls were found.
No results were found.

subseriptions (9] resource S
Figure 10-5. Searching “Virtual machines”

4. Or select Virtual machines from All services » Compute » Virtual
machines (Figure 10-6).
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Microsoft Azure Search resources, services, and docs (G=/)
£ Search Compute
A
Overview COMPUTE (31)
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General Virtual machines *
@ App Services
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L creat 3 View 'L Batch accounts
Metworking reate "o View
Storage T SenICe FAONC Custers <> Mesh applications —
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Mobile —_— .
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Containers
2 Disks (dassic) ® Snapshots
Databases
Analytics & images L& Image definitions
Blockchain B image versions £ shared image galleries
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i
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05 images (classic) VM images (classic)

Figure 10-6. Selecting Virtual machines

5. From the Virtual machines screen, click Create virtual machine
(Figure 10-7).

= Microsoft Azure

Al services > Virtual machines
Virtual machines Documentation =@ £ X
add (D Reservations Edit columns () Refresh

Subseriptions: A1 2 selected - Domt see 3 subseription? Open Directary + Subscription setings

&l subscriptions ~ | | Allresource groups | | alltypes | | Al loeations v | [ atags ~ | | Mo grouping v

Name T, Type To Status Resource group T4 Location 7. Source Maintenance status Subseription Ty

Mo virtual machines to disolay

Creste 3 virtual maching that rums Linwc or Windows, Seiectan

-]

Figure 10-7. Virtual machines

6. From the Basics tab of the Create a virtual machine screen,
fill in all the required fields. In our example, we created a new
Resource group and named it CoffeeFix (Figure 10-8).
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P Search resources, services

All services > Virtual machines > Create a virtual machine

Create a virtual machine

Basics [Disks Networking Management Advanced Tags Review + create

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized
image.

Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab for
full customization.

Looking for classic VMs? Create VM from Azure Marketplace

Project details

Select the subseription to manage deployed resources and costs. Use resource groups like folders to organize and manage
all your resources.

Subseription * 0 ~ |

Resource group * (New) Coffeefix ~ |

Creale new

Mest : Disks >

Figure 10-8. Project details

7. Under Instance details, we set the name of our VM to
CoffeeFixDev and select (US) East US as the Region. Next, we
select an image and add an Administrator account (Figure 10-9).

All services > Virtual machines > Create a virtual machine

Create a virtual machine

Instance details
Virtual machine name * (0 [ CoffetFaDav -]
Region " 0 | ws) Eastus v
Avallabllity options O | Mo infrastructure redundancy required hd |
Image * & | Visual Studio 2019 Enterprise on Windows 10 Enterprise N (x64) hd |
Browse all public and private images

sire * @D Standard D2 v2

2 vepus, T GiB memory

Change size
Administrator account
Username * () | arorag - |
Password * () | . - |
Confirm password * (& | sen - |

Figure 10-9. Instance details, Administrator account
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Note Please refer to the following link to locate a region that supports a Log
Analytics workspace: https://docs.microsoft.com/en-us/azure/azure-
monitor/insights/vminsights-enable-overview#log-analytics. You
can deploy an Azure VM from any region. However, you will not be able to access a
Log Analytics workspace in an unsupported region.

8. Setthe portrules to allow IPs to access your VMs. You can change
the values later, from the Networking tab, which is available from
the Create a virtual machine page. To test this, let’s leave the
default values (Figure 10-10).

All services > Virtual machines > Create a virtual machine
Create a virtual machine
Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the Networking tab.

Public inbound ports * © O None @ Allow selected ports

Select inbound ports * | HTTP (80), RDP (3389) hd

A\ This will allow all IP addresses to access your virtual machine. This is only
recommended for testing. Use the Advanced controls in the Networking tab to
create rules to limit inbound traffic to known IP addresses.

Figure 10-10. Inbound port rules

9. Next, you can either click the Review + create button or the last
tab, Review + create (Figure 10-11).

Basics Disks Networking Management Advanced Tags Review + create

Figure 10-11. Available tabs in Create a virtual machine
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10. From the Create + Review tab, review the details of your VM, and
then click Create. We have selected HTTP (80), so ignore any
warning related to Internet access (Figure 10-12).

4L You have set RDP port(s) open to the internet. This is only recommended for testing. If you want to change this setting, go
back to Basics tab.

Figure 10-12. RDP port(s) warning

Note You can also download the VM Template (from the Review + create tab),

to perform automation-related activities. We have created one template for our
CoffeeFixDev VM and a related file (template.zip) is available in the source code
for Chapter 10 at www.apress.com/9781484254363.

Now go to the CoffeeFixDev VM, click Connect, and download the RDP file. Log in
to the Virtual Machine and verify that it is working well. From the Overview tab of the
CoffeeFixDev VM screen, you can see a simple usage snapshot of the various resources
of the Virtual Machine (Figure 10-13).
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Figure 10-13. Usage snapshot

You can also commission Azure VMs using Azure PowerShell commands. To do so,
you must go to Azure Cloud Shell, via the following link: https://shell.azure.com/
powershell.

Note To simplify our example, we used Azure Cloud Shell, which is a free
interactive shell that can be used to run Azure PowerShell commands. However, we
are not going to delve into the topic of creating Azure VMs using PowerShell, as
this is out of scope for the book.
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Please use your existing Microsoft Azure account to access Azure Cloud Shell. If
you're new to using it, you will see the welcome screen. Click PowerShell (Figure 10-14).

Welcome to Azure Cloud Shell

Select Bash or PowerShell. You can change shells any time via the environment selector in the
Cloud Shell toolbar. The most recently used environment will be the default for your next session.

Bash JPowerShell

Figure 10-14. The Azure Cloud Shell welcome screen

Note You can find the Azure PowerShell commands (file name: CreateVM
PowerShell.md) in the source code for Chapter 10 at www.apress.
com/9781484254363.

The goal is to obtain more data, so that we can include it in the report to visualize the
health of our VM. To make sure that all the resources are working as expected, we need
to create a Log Analytics workspace. To do this, take the following steps:

1. From the Azure portal, go to All services.

2. From the Search text box, type “Log Analytics” and select Log
Analytics workspaces from among the search results (Figure 10-15).
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Figure 10-15. Searching for Log Analytics workspaces

3. Click Create log analytics workspace from the Log Analytics
workspaces screen (Figure 10-16).

—3 Microsoft Azure

Log Analytics workspaces -

+ add Edit calumas () Refresh

Subscriptions: A1 2 selected - Do ste 3 subseription? Ogen Directory + Subserigtion settings

| | & subscriptions | | Al resgurce groups e &l lacations | alltags W | | Mo grouping bl
O Rems
Name Ty Resource group T4 Location Ty Subseription T

Mo log analytics workspaces to display

iosking fat

Lreate log anahtics warkspace

Figure 10-16. The Create log analytics workspace button

4. Now provide a valid name and select a resource. Note that you
must select the location from which you have deployed your
VM. In our case, we have deployed our VM in the East US region,
so we select East US as our Location (Figure 10-17).

350



CHAPTER 10  VISUALIZING THE HEALTH OF A SOLUTION

Log Analytics workspace O X

Create new or link existing workspace

(®) create New () Link Existing

Log Analytics Workspace * ©
[ CoffeeFixLAWorkspace

Subscription *

1 v
Resource group *
‘ CoffeeFix v
Create new

Location *

East US v
*Pricing tier

>

Pay-as-you-go (Per GB 2018)

Figure 10-17. Log Analytics workspace

Note If you have installed the Linux VM, the Log Analytics agent can only be
configured for one Log Analytics workspace.
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To collect the complete data for our VM (CoffeeFixDev), we must enable the Log
Analytics VM extension, by taking the following steps:

1. From the Azure portal, click All services, search for Log Analytics
workspaces, and, from the search results, select Log Analytics
workspaces (see the preceding Figure 10-15).

2. From the available list of Log Analytics workspaces, select
CoffeeFoxLAWorkspace, which we have created (Figure 10-18).

All seraces > Log Analytics workspaces
Log Analytics workspaces
Serwat Decioey

{ Add == edimcolumns ) Refresh

Subscriptions: | of 2 selected - Don't see a subscription? Open Directory + Subscriptian seffings

IlMiu\om‘.:uunspomashp__v |l resaurce grougs w | | alllocations v | | antags w | | Mo grouping

1 fems

[ Name 7. Resaurce group 7. Location Ty Subseription Ty

L) @ coffeerixLaworkspace CoffesFix East US Micrasoft Azure Spansorship

Figure 10-18. The List of Log Analytics workspaces

3. The first time we access this screen, we must select a data source
(CoffeeFixDev). Under Connect a data source, click the Azure
virtual machines (VMs) link (Figure 10-19).

&l services * Log Anahdics workspaces > CoffeeflawWorkspace

:@ CoffeeFixLAWorkspace

2 ® [ Delete
S - - = Learn more
lGet started with Log Analytics I Tramsitioning from OMS Portal - FAQYs
B achitylog Decumnentation site
Lag Analytics collects data fram a variety of sources and uses a powerful query Community
"o Access control L) language to give you insights inte the operation of your applications and
& Tags resources. Use Azure hMonitor to access the complete set of tools for monitering
all of your Azure resources
£ Diagnose and solve proble... o e Configure monitoring salutions
Settings Select one of more data Sources Add monitoring solutions that
10 CONNECT 10 the workspace provide insights for applications
£ Locks and services i your emvironment

B3 Export template Windoiws, Lniux and other Sources View salutions
Agure Activity lags
£ Advanced seitings

Figure 10-19. Connecting a data source

4. From the available list under Virtual machines, select
CoffeeFixDev. The status of the Log Analytics connection is “Not
connected” (Figure 10-20).
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All services > Log Analytics workspaces > CoffeeFixLAWorkspace > Virtual machines

Virtual machines O X

coffeefodaworkspace

() Refresh 7 Help

| I || 8 selected hd || 2 selected v || e || CoffeeFix e || EastUs
Name Log Analytics Conne... 0S Subscription Resource group Location
B CoffeefixDevl] @ Not connected Windows CoffeeFix eastus

Figure 10-20. The list of available virtual machines for CoffeeFixLAWorkspace

5. Click Connect (Figure 10-21).

CoffeeFixDev O X

Virtual machine

& connect | <7 Disconnect | () Refresh

o Not connected

Status

Not connected

Workspace Name

None

Message

VM is not connected to Log
Analytics.

Figure 10-21. Connecting CoffeeFixDev to Log Analytics
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As soon as the VM is connected, the status of Log Analytics shows it is connected
(Figure 10-22).

&ll services > Log Analytics workspaces > CoffeeFidaWorkspace » Virtual machines > CoffeeFixDev

Virtual machines X CoffeeFixDev o x

coMeafidamorkpace Virtual maching

(O refresh 7 Help & connect 47 Disconnect () Refresh

|| 8 selected ~ || 2 selected ~ || CoffeeFix ~ | Eastus v
Status
Name Analytics Conne... OS5 p o Location .
e growp This workspace
B Coffeefi & This pace inc Coffeerix eastus

Warkspace Mame

CoffeeFixLAWorkspace

Message

Figure 10-22. CoffeeFixDev VM—The Log Analytics connection status

Note The source to collect events for Azure Monitor is the Windows event logs,
in the case of Windows VMs, and Linux Syslog, in the case of Linux VMs. This data
can then perform the analysis that we specified.

Now we are ready to get the data. We only need to make a few changes, as follows:

1. From the CoffeeFixLAWorkspace screen, click Advanced settings
(Figure 10-23).
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@ CoffeeFixLAWorkspace

WEE  |og Analytics workspace

(4
(o |

)

Overview
E Activity log

Ao Access control (IAM)

@ Tags

Z? Diagnose and solve proble...
Settings

() Locks

E3 Export template

I ¥ Advanced settingsl

General

&5 Quick Start

== Workspace summary
& View Designer

& Wworkbooks

Figure 10-23. CoffeeFixLAWorkspace—Advanced settings

2. From the Advanced settings screen, click Data » Windows Event
Logs (Figure 10-24).
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All services > Log Analytics workspaces > CoffeeFixLAWorkspace > Advanced settings

Advanc:ad settings

coffeefodaworkspace

() Refresh @ Logs []save > Discard

E:gJ Connected Sources > 22 Windows Event Logs

(7 Data > &% Windows Performance Counters
ll Computer Groups > (:l Linux Performance Counters

&h IS Logs

55 Custom Fields

E Custom Logs

ﬁ| Syslog

Figure 10-24. Windows Event Logs

3. Type “System” under Collect events from the following event logs,
select System, and then click + (the plus symbol; see Figure 10-25).

Collect events from the following event logs

System]
| Microsoft- Windows- ApplicationResourceManagementSystem/Diagnostic
Microsoft-Windows- ApplicationResourceManagementSystem/Operational

Microsoft-Windows- CertificateServicesClient-Lifecycle- System/Operational
Microsoft-Windows-System-Profile-Hardwareld/Diagnostic
Microsoft- Windows-WindowsColorSystem/Operational

‘ System

SystemEventsBroker

Figure 10-25. Selecting event logs
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4. Finally, click Save (Figure 10-26).

All services * Log Anahytics workspaces > CoffeeFod &Workspace » Advanced seftings
Advanced settings
() refresh i Logs X Discard
Collect events from t =1
(2) Connected Sources » B2 Windows Event Logs > ks Tt rame of a8 vt g o manlics
- - LOG HAME ERROR WARNING  INFORMATION
&7 Data > 28 Windows Performance Counters 3
Tystem B (x| i) Remave

n Computer Groups > 0 Linux Performance Counters >

o 115 Logs >

&= Custom Fields >

ﬂ Custom Logs >

ﬁ Syslog >

Figure 10-26. Saving the settings

5. Now, select Windows Performance Counters. This will enable
the performance counters (see preceding Figure 10-24) from our
CoffeeFixDev Windows VM. As this is the first time that we will be
selecting Windows Performance Counters, we will see all the available
options. Select all the counters you want (Figure 10-27).

Al serdces > Log Anahtics workspaces > CoffeeFixLAWorkspace > Advanced settings

Advanced settings

ettt spacs

(O Refresh 1@ Logs  [E] Save 3 Discard

Collect the following performance counters

(2 Connected Sources > S5 Windows Event Logs > T R P
& pata > 58 Windows Performance Counters 3
ll Computer Groups > Q Linux Performance Counters >

o 115 Logs >

&= custom Fields >

B custom Logs >

E sysiog >

Figure 10-27. Adding the selected performance counters
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Note By default, common counters have preset values of 10-second intervals.

Now click Save and save the settings (see preceding Figure 10-26). The preceding

setup steps must be followed so that we can collect the data and prepare health reports

for our CoffeeFixDev VM.

Getting the log data for our machine is as simple as writing a query to fetch records

from a table. Azure provides an editor to write and run these queries (Figure 10-28).

Al services » Log Analtics workspaces » CoffeeFixLaWorkspace - Logs
«f CoffeeFixLAWarkspace - Logs
BRE Lo Anmseswerapace

P New Query1* | +

CotfesFulAWorkspace Select Scope m Time range : Last 24 hours

Seh Eit Perf
St acd x | limic 5@

= Collapse a
Active
= @ CoffesFixLAWorkspace 14

b LogManagement

PR Functions Cormpleted. Showing results from the last 24 hours.

Favorite workspaces

TAT/2018, 3446687 PM

AT2008, 33446607 PM

TAT/2015, 33446687 PM

¥
>
> TIIT/2014, %3446.687 PM
¥
ks
¥

AIT/2015, R3446.687 PM

Figure 10-28. Query explorer

CoMecriDer
CoffesFinDey
CoffecFider
CoffesFider
CoffeeFiDes

CoffecFoDev

LogacalDusk
LogicalDisk
Memory

LogicalDisk
LogicalDizk

LogicalDisk

4 4 Page 1

Help £33 Settings  2Z Sample queries [ Query explorer

B save @ Copy 13 Brport |- New alert rule 5P Pin o dashboard

¥ CounterName V' instanceName

Curent Disk Queue Length  HarddisiVolume!

Ay, Disk secWrite (<]

Hucailable MBytes

Avg. Disk sec/Write HarddiskVolumel
Disi Reads/sec [

g, Disk sec/Wite Tatal

ol b Bl W v itemsperpage

=

f

© 00:00:00.538 [ 50 records (3
Display time (LITC+00:00) ~

¥ Min

¥ M

1 - 50.of 50 items

Sar

>

Note You can find all the queries that we used in this chapter, in the source code
(file name: queries.txt) at www.apress.com/9781484254363.

As we discussed at the start of this chapter, the CoffeeFix team deployed its

application to a new Windows VM (CoffeeFixDev). This is the new version of the

CoffeeFix application. This is also the second day that one of the CoffeeFix team

members has found that the VM is performing slowly. Therefore, this affects our

CoffeeFix application’s performance for end users.

We have already set monitoring for our VM. Now let’s check our machine’s

performance. For this, we must query the logs (Listing 10-1).
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Listing 10-1. Querying the Perf Table

Perf
| 1imit 50

The preceding query produces a result that allows us to analyze the data (Figure 10-29).

Dashboard » CoffesfidLAWorkspace - Logs

+f) CoffeeFixLAWorkspace - Logs b
| P ewuey 1t | 4 [ Help 53 Settings 2= Sampla queries [ Query exclorer |
CoffesFulANorkspace Select Scope m Tirne range : Last 24 hours E Save @ Copy 1= Export —!— New alert rule ﬁ Pin to dashboard
» | Query editor ®
Cornpleted, Showing results from the last 24 hours & 000001496 [ 50records [3
B Table M Chart | Colimis > Display time (UTC+00:00) v

Y1 PUE BWAYIS

Drag a colurnm hesder and drop @ here te gioup by that cehamn

TimeGenerated [UTC] ¥ Computer Y Objectilame % CounterMame W instinceilame Y Min 5 Max ¥ SampleCount % CounterValue Be
3> TTE2008, E346L5T PM CottecFodey Legieallak g, Disk sec/Rend =] [ [
> TI/172009, 2446687 PM CallesFudes LegicalDisk Avg. Disk sec/Wiite HardcidVolume! ] v
> V172009, 3046487 P CoflaFiDes Mamery Avalable MByter 4540 e
3 VTN, EHA0EET PM CoffecFodier Legicaiiak Awg. Disk seaWinte = o L
3 TUTR/R008, 3446687 PM ColleeFuber Logiealak Disk Temnafers'ses b L] L
> TIAIT0N9, R 24a0.087 P Colfaefides Legicalliak % Frae Space Tetad §2.509 L
> 111772009, 3496627 P CoffecFadev LegicalDask Disk 1 [ I
> 117172019, 21446687 PM CoffeeFuDes Legicalliak % Free Space c e e
> T11T/2009, 52436627 P CoffecFiDes LegicalDisk Disk Reads/sec ot L] e
3 11172019, 3046887 PM CoffeeFider Processor % Processor Time Toul 0815 [
3 1NIT/2005, RL6EETPM  CollecFiDev LegicelDisk Current Disk Queue Length  C: [ e
> T17/2008, %:34:46.£87 PM CoffecFiDes LeaicalDisk ‘Current Disk Queue Lenath  Totdl o ™

< >
4 4 Page 1 el » M 0 ¥ fems pr page VoMol S0Rems

Figure 10-29. Query result

Let’s narrow down the records and summarize them by column, to get a count

(Listing 10-2).

Listing 10-2. Querying by ObjectName to Get a Count

Perf
| limit 10
| summarize count() by ObjectName

We can also visualize the report. Let’s query the Event (Listing 10-3). From the

available chart options, we pinned (Figure 10-30) the result to our CoffeeFixDashboard.

359



CHAPTER 10  VISUALIZING THE HEALTH OF A SOLUTION

Listing 10-3. Query Event Table

Event
| where EventLevelName == "Information" or EventlLevelName == "Error"
| summarize count() by Source

Dashibcard » CofeeFidaWorkspace - Logs

) CoffeeFixLAWorkspace - Logs ? x
BEE |og ASMTES WORTSME I
 PyTT— [ Help £33 Settings 8= Sample queries [g) Query explorer |

CoffeeFixLAWorkspace select Scape | Time range : Last 24 hours & save @ Copy 1—» Eqart - Mew alert Me

» | Query editor | Pin query Toik sl J;L 1

Completed. Showing results from the last 24 hours. @ 000000446 [0 4 records [3

# Table @ Wpigv Sourcev Coumv [ Show Labels

Legendd
® Microsolt-Windows Wi,
e Meorosoft-Windows WL (14.29%) @ Microsoft-Windows-Ke...

@ Service Control Manager
4 @ Microsoft-Windows-Hy...

MicrosoftWindows-Hyper-i-Hetv. 28.57%]

Jai4 pue ewayg

—

Senhce Control Mane., (142999 ———" e Mitrotoft Wind o enel Gener... [42.86%)

Figure 10-30. Pinning to the dashboard

Figure 10-31 shows our CoffeeFixDashboard, which visualizes the data from our
CoffeeFixDev VM.
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CoffeeFixDashboard ~ + Mewdashboard 7 Upload & Download o7 Edit () Unshare " Fullscreen! T Clone & Delete () Refresh

UTC Time : Past 24 hours

(ORI
MicresofyWindows-Kemal G,
3.0

Microsaft Windows- Hyper V-
20

MicrescftWindows Wirlegon
1.0

Service Comrol Manager

1.0

H
3
3
i
i

s Hyper V- Netva

Figure 10-31. CoffeeFixDashboard

As we must check performance, we can get the relevant report data by using the code
in Listing 10-4.

Listing 10-4. Query to Get the Processor Time

Perf

| where TimeGenerated > ago(1h)

| where (CounterName == "% Processor Time" and InstanceName == " Total") or
CounterName == "% Used Memory"

| project TimeGenerated, CounterName, CounterValue

| summarize avg(CounterValue) by CounterName, bin(TimeGenerated, 1m)
| render timechart

Figure 10-32 shows the data retrieved from Listing 10-4 in graph form.
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Dashboard » CoffeeficLaWorkspace *

Advanced settings > Logs
o Logs £ x
HEE  CoMeeFulAdonamace

& Mew Cluery 17 t

[ He'w 455 sattings 5= Sample queries [l Query explorer
CotfeeFal AWarkspace

s scpe e

& save @ Copy 1 Export | New alert rule 57 Pin 1o dashboard
» | Query editor
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Completed @ 00:00:01.252 [F 59records [3
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Figure 10-32. Line chart—processor time of CoffeeFixDev VM

Note For a more detailed analysis, we must enable Insights. Note that this
feature is currently in preview.

For a more detailed analysis, go to CoffeeFixDev » Insights (preview). Figure 10-33
shows the logical disk performance data of the CoffeeFixDev VM for the preceding hour.

Microsoft Azure

B Search resources, services. and docs {54/

Dashboard » Coffeefrdder - insights (preview)

@ CoffeeFixDev - Insights (preview)

ks
& Rescurce Group Monitoring @ azwre Moniter  /® Run Diagnosties () Refresh (5 Provide Feedback
(i ] s is nw i ic preview. Cick here ta learn more. —
& Performance 83 Map B Health (preview)
A o—
Time range: Last hour =
Peoperiien
Logical Disk Performance ,.@
[ CURRL... cuRsL L L 5L Pas_ P 5 ML L LATL. IS LATIN.. I8 LATEN.. Naglivemis
c 12651 12% s 3 1459 045 05 102 o5 1 13 m
Aderts.
[ 100 = [ o [ 0 [ o © o o
Hardditkiolumel 049 ™ [} o [} o [} o ¢ o [
Tatal 265 A 3 3 1468 045 057 102 057 1 3

Figure 10-33. Logical disk performance data—CoffeeFix VM
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The CPU usage and memory usage of the CoffeeFixDev VM can also affect
the performance. Figure 10-34 shows a graph of the CPU usage and the available

memory of our VM.
CPU Utifization % @ Avg | Min | 50th | 0th | 95th | Max | £ Avsisble Memory & Avg | Max S0h Weh Sth | Min | 2
100% e
) 47GB ’
ot LTGE
N 2068
- I tl. [\ 1968
0% \ 53T
;'" X §53.TMB
\
0% \ J as o8
030 25 05 AN 055 0430 s 5 5
]m-.q- I a5 I Buerage Sah Wik
831% 2197 % 4.8ce 43ce 4368

Figure 10-34. CPU utilization and available memory charts

If disk usage reaches 100%, we should be alarmed and determine what is eating
our disk size. The chart of disk usage is very helpful in identifying the disk usage and
the critical time when such usage is highest (Figure 10-35).

Logical Disk IOPS @ feg Min SOth  SOth | G5th Max 2 Logical Disk ME/s o Bwg | Min | S0th | G0th | G5th | M= 2P
] oy h
R A - e e e e e e LN

0430 cols 05 &M oS 023 oaes o5 AM osas
IMagv 95 Ihmg- S5an
237 10.30 95.27 ws 561.36 ks

Figure 10-35. Logical disk IOPS and MB/s charts

Disk latency is also important for analysis that is related to checking the performance

of the CoffeeFixDev VM (Figure 10-36).

Note In simple terms, disk latency is the time delay from the disk input/output (I/0)
request creation to completion. It indicates how quickly a system completes 1/0

requests.
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Figure 10-36. Logical disk latency and disks used (%) charts

Another performance measure for data analysis is the bytes rate (sent and received).
Figure 10-37 shows a graph of the rates of bytes sent and received.

Bytes Sent Rate 0 Avg | Min | S0th | 90th | 93th | Max | P Etes Recsived Rater & Avg | Min | S0th | SOth | §5th | Max | P
P BT
.
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LEE
pr W
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PER SRR )‘\ J
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o518 o o5 oF AN ok
Avarage Rverage
I ke I 3Aness

Figure 10-37. Charts of bytes sent and received

We can also check the various metrics charts of Azure Monitor, to advance our
data analysis and to gain a more complete picture of performance. To reach the Azure
Monitor Metrics screen (Figure 10-38) from the Azure dashboard, click CoffeeFixDev
and then Metrics (from the left-hand navigation).
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(0 Refrash 142 Share N (D) Fredback Last 24 hours (Automatic - 5 minutes)
Count CPU Credits Remaining, Avg Data Disk QD (Deprecated). and 2 other metrics for CoffeeFinDev &

S Addmetric My Addfiter U 2 |o= tine chart ¢ [ Mew atert rule  [5] Save to dashboard |v
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Figure 10-38. Metrics—Azure Monitor

Disaster Recovery for CoffeeFixDev

The CoffeeFix team has reported that we should be making some disaster recovery

plans for our VM, so that we can handle and recover our system and resources in an
emergency. To overcome disasters and provide solutions to the team, we have configured
disaster recovery for the CoffeeFixDev Windows VM. From the Azure portal, we select
Virtual machine CoffeeFixDev, and then we select Disaster recovery (Figure 10-39).

P search resources, services, ond docs (G+/

Dashboa:

é fCof'FuFixDev - Disaster recovery *

» CoffeeFixDey - Disaster recovery

’ Bams] Advanced settings  Review + Start replication

Bl export template ‘Weleema to Azure Site Recovery
ou can replicate your virtual machines to another Azure region for business continuity and disaster recovery needs. You can conduct periodic DR deills to ensure you
mast the complance needs. The VM will be replicated with the specified settings to the selected ragion 5o that you can recover your applications in the event of
outages in source region. Learn mare about Arure Site Recovery.

Operations
3 gastion

ey
& Aute-shutdown Target region * ©

East US 2 W

& Backup

B ypdate managerment
& wventory
% Change tracking v
et "
@ Configuration management . L]
.
& Ppolicies

B3 Run command
Moritcring

. ) Rview « Start replication ot Nest : Advanced settings |
¥ insights (preview " =

w

Figure 10-39. Disaster recovery
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We select the Target region of East US 2, and then we click Review + Start replication.
At the top of the next screen, we click Review + Start replication (Figure 10-40).

Basics  Advanced settings  Review + Start replication

Target settings

Settings Source Target

subseription | |

VM resource group Coffeefix (new) CoffeeFix-asr
Virtual network CoffesFix-vnet (new) CoffeeFix-vnet-asr
Availability Single instance Single instance

Figure 10-40. Review + Start replication

After setting the disaster recovery for our VM, we are good to handle any alarming
situation. Our VM is replicating in two regions, East US and East US 2.

Monitoring the CoffeeFixWeb Application

The CoffeeFix team had received a complaint from stakeholders that they were not
receiving reports of their stores. After the initial investigation of this issue, the production
support team reported that the application was working fine, and they had been able to
make requests and receive store reports.

Now we must analyze the log data received from Application Insights. (This was set
up for our CoffeeFixWeb app in Chapter 4.) To do this, we make a request to generate
a simple report. To generate a report, we will use an on-premises console application.

First, we analyze the dependencies table (Listing 10-5).

Listing 10-5. Query Dependencies

dependencies
| limit 10

Listing 10-6 queries the dependencies table for unsuccessful API calls from on-
premises applications to the CoffeeFixWeb application.

Listing 10-6. Unsuccessful API Calls

dependencies
| where success == false
| limit 10
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Let’s check the data and analyze it, to see whether calls are successful (Figure 10-41).

Drag a cclumn header and drop it here to group by that column

timestamp [UTC] Y

111872019, 2:26:03 227 AM

v

1111872019, 4:19:02.633 AM

-

-

1182019, 416:47.554 AM

-

11/18/2019, 417:21.516 AM

TIF1872019, 3:5547.743 AM

-

Y| target

7448, localhost

|bdazt

TE613Tdba40a 3

. localhost

localhost

[fclala 1 3dETT4444b3 1372 1¢6dd55b3.2dB00ITTSAE1...  kecalhost

RT3

2c54ch2e] 35,

ecalhost

Figure 10-41. Dependencies records

¥ type
HTTE
HTTP
HTTP
HTTP

HTTP

V| name V' data v

POST fapi/telemetry
POST fapiftedemetny
POST fapi/telemetry
POST fapiftelemetry

POST fapi/telemetry

hatpe:/ilocalhost:5001, aps tel emetry

hitpz/Flocalhost:443T1 fapiftelemetry
natps:/flocalnost 4371 fapirtelemetry
hitpz/flocalnost4437 1 fapiftelemetry

httpx/flocalnost-4437 1/ apiftelemetry

success

False

False

False

False

False

V' resultCode

500

£ 88 8

We found that all the calls have failed. So, we know that the request to CoffeeFixWeb

is unsuccessful. Further analysis of data provided us with a reason for this issue

(Figure 10-42). The issue was that a connection to Entity Framework wasn’t established.

Microsoft.EntitvFrameworkCore.Database.Connection[20004]

An error occurred using the connection to database 'aspnet-CoffeeFix.Web-53bc9b9d-9d6a-45d4-

8429-2a2761773502' on server '(localdb)\mssallocaldb'.

System.Data.SglClient.SglException (0x80131904): Cannot open database "aspnet-CoffeeFix.Web-
53bcobsd-9d6a-45d4-8429-2a2761773502" requested by the login. The login failed.

Login failed for user '"ARORAG\aroraG'.

Figure 10-42. Error—Entity Framework Core connection failure

This section described the power of data analysis and of monitoring an application.

These activities help ensure our application’s health.

Summary

This chapter explored different ways of analyzing log data to monitor our VM and

applications. This data also helps us to report and tackle any unexpected problems.
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database, sign in, 194
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